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YTBEP)K,[[AEO

2 “}feltaa dma XHHYECKOro axynsrera
NOHE ey \ ®omenko C.A.

gl?» a:np 1 2020 .

Iporpamma ydue6HO#M mucnummmHbl «CeTH M TENEKOMMYHHKAIMHE) COCTABIEHA HA OCHOBS
l"oc;/,uapcmeﬂnoro 00pa3oBaTeNBHOrO CTaHIapTa BEHICINENO NPOQECCHOHANBLHOrO 06pasoBanws
(I'OC BIIO) no nanpasnenuio nmoarotoBku 09.03.01 MuaopMaTika ¥ BEIYHCIKTENBHAS TEXHHUKE,
YTBEPKIEHHOTO MpHKa3oM Munncrepcra obpasoBanus u Hayku JJHP or «21» smsaps 2016 r.
Ne31»; «Ilopsaka opraHn3anuy y4eGHOTO mponecca B 06pa3oBaTENbHbIX OPTaHW3AlMSAX BBICIIETO
npoteccuoransHoro obpasosanus Jlonenxo# HaponHoi PeciyOnuku», yTBepMIEHHOTO IPUKA30M
Munucrepersa obpasosarus u Hayku JJHP Nell71 ot «10» HosGps 2017 r.»; yue6GHoro miasa
OCHOBHOH 00pa3oBaTeIbHOM MPOrpaMMEl BEICIIEr0 NpodeccHOHANTBHOTr0 00pa3oBanys HalpaBIeHus

nonrorosky 09.03.01 Mudopmaruka ¥ BerMMcIMTENBEHAS TeXHHKa, paspaboraneix B 'OV BIIO

IIporpamma  y4eOHOM MMCHMIUIMHBI VTBEP)KAECHA Ha 3acelaHuM Kadenpsl
KOMITBKOTEPHBIX TEXHOIOTHH

«JloHelKHY HAIHOHAIBHELH YHHBEPCHTETY.

PazpaboTumk:

Cmapuuii npenodasamens kagheopbl KOMNLIOMEPHBIX MEXHOR0ZUU i - Jlomonoc I'.T.

ITpotoxon Ne 12 ot «2» anpens 2020 1.

3ar. xadeapod KOMIBIOTEPHBIX TEXHOIOTHH ﬁ Epmonenxo T.B.

IIporpamma y4eOHOH AUCHMIUIMHBI OfOOpeHa Y4eOHO-METOAMYECKOH KOMHCCHEH
hu3zuKo-TeXHUYeCKoro axynpTeTa

Ipotokon Ne 5 ot «15» anpens 2020 r.

IIpencenarens yueOHO-METOAMYECKOH KOMHCCHH 7
(bu3nKO-TeXHHIECKOro (haKyypTeTa A%/ Korerxo B.H.



1. OBJACTHb IPUMEHEHUA U MECTO JUCHUIIJIMHBI B YYHEBHOM ITPOLECCE

Vuebnas JUCHUITIIIMHA «Cetn wm TCIICKOMMYHUKAIUKN» OTHOCHUTCA K 0a3oBOl YacTu
COACPIKATCIIbHBIX
MOAYJIb 1 - «BBeneHne B CeETEBEIC TEXHOJIOTUN», MOIYJIb 2 — «OcHOBBI KOMMYTallun "

npodeccCHOHATLHOTO ~ OJIOKa |
MapLIpyTU3ALUN».

OcHoBbIBaeTCsi Ha 0a3e
UH(POPMAIMOHHO-KOMMYHHKAIIMOHHBIC

COCTOHUT

JUCLIUILINH:

nus3

JIBYX

«Apxurekrypa

MHUKPOKOHTPOJIEPOBY, «DBM u nepudepuiinsie ycTpoiicTBay.
SIBisieTcst OCHOBOM ISt M3Y4YeHUs TUCIHILINH: «CoBpeMeHHbIE HH(POPMAIIMOHHBIE CUCTEMBI U
TexHoJorun», «OOBEKTHO-OPUEHTHPOBAHHOE MPOrpaMMHUpOBaHUE», «VHTEpHET TEXHOIOTUNY,

«AnmnapaTHble CPEJICTBA JIOKAJIbHBIX CETEI».

2. CTPYKTYPA JUCHUIIJINHBI

«IIporpammupoBaHuey,
TEXHOJIOTHUIY,

MOJTyJIEH:

«Mudopmatnka u

OBM u

XapaKTepucTruKa y4eOHOM TUCIIUTTHHBI

ouHast opma
o0ydeHus Ha 6asze

3ao4Has Gpopma
o0ydeHus Ha 6asze

COO

CIio
(cokpaiir.)

COO

CIio
(cokpar)

BIIO
(cokpar)

OO0pa3oBaTeNbHbI YPOBEHb

bakanasp

Hanpasnenue noirotroBku

09.03.01 MadopmaTrika 1 BEIYUCIUTEIbHAS TEXHUKA

[Tpoduib WudopmaTrka U BHIYHCIUTEIbHAS TEXHUKA
KonmuecTBo conmepkaTenbHBIX 2122
MoJyel/TeM

JucuunnuHa 6a30B0oii / BApUaTUBHOM YacTH
006pa3oBaTeIbHOM TporpamMmsl

[Tpodeccrnonanphbiii 6;10k. bazoBas yacThb

@DopMbI KOHTPOJIS

TCKYIINC, 2 MOAYJIbHBIX KOHTPOJIS, 2 DK3aMeHa

ouHas (hopma *3a0unas hopma
TokazaTen oOydeHus Ha 0aze 00yuenus Ha basze
OO CIIO CcoO CIIO BIIO
(cokpaiir.) (cokparr) | (cokparr)
KonnyecTBo 3a4€THBIX eAMHUI (KPEAUTOB) 7 7 7 7
KonnuectBo yacoB 252 252 252 252
I'ox moaroTOBKM 3 2 3 2
Cemectp 5,6 34 5,6 34
KonunuectBo yacon
- JIEKIIMOHHBIX 68 68 16 16
- MPAKTUYECKUX, CEMUHAPCKUX
- 1a00paTOPHBIX 68 68 16 16
- CaMOCTOSTEIbHON pabOThI 116 116 220 220
B T.4. UHJIMBUIyaJIbHOE 3aJaHUE
HenenpHOE KOIMYECTBO YacoB, T.4. 8 8 4 4
ay IMTOPHBIX 4 4 1 1

COO - cpennee ob1iee 0Opa3oBaHue
CIIO - cpennee npodeccuoHaIEHOE 00pa30BaHIE
BIIO - Bricmee mpogeccrnoHambHOe 00pa3oBaHue



3. OnucaHue THCHUIIMHBI
Meau u 3agaum.

llellb — IIOJIYy4YCHHC 3HAaHUU U HAaBBIKOB, H606XO,Z[I/IMI>IX MJIg pean3ann O6CJ'Iy>KI/IBaHI/I$I
TCJIICKOMMYHHUKAIIMOHHBIX 1 KOMIIBIOTCPHBIX CEeTeH. I/I3y‘~I€HI/I€ COBPCMCHHBIX METOJI0B U TEXHOJIOT Uit
MOCTPOCHUA KOMIIBIOTCPHBIX ceTelt cBs3U pu nepeaavuc I1aHHbIX.

3a0auu — ycBOEHHE TEOPETUYECKUX OCHOB U MPHOOpPETEHHE INPAKTHUECKUX HAaBBIKOB,
HEOOXOIUMBIX [UI CO3/IaHUSl M BHEAPEHMS CETEBBIX TEXHOJOTH; MPOEKTUPOBAHMIO CeTe B
COOTBETCTBUM C TEXHUYECKUM 3a/laHMEM C HCIIOJIb30BAHMEM CPEACTB  aBTOMAaTU3allUU
POEKTUPOBAHUS; KOHTPOJISI COOTBETCTBUSA pa3pabaTbIiBa€MbIX IPOECKTOB CTAHJApTaM, TEXHUYECKUM
YCIOBHSM U JPYTUM HOPMATHUBHBIM JJOKYMEHTaM; IPUMEHEHHIO COBPEMEHHBIX HHCTPYMEHTAIBHBIX
CPEeICTB MpH pa3paboTke MpoeKToB cerell. O0ecneunTh MOATOTOBKY CTYJEHTOB K 3K3aMEeHaM IJis
NoJy4YeHHus MexayHaponHoud wuumyctpuanbHoi ceptudukanmuu CCENT (cepTudunupoBaHHBINA
koMrtanueit Cisco ceTeBOM CIEeraaIucT Ha9aJIbHOTO YPOBHS).

TpebOoBaHus K pe3yabTaTAM OCBOEHUS IUCHHUIJIMHbBI:

[Tpouiecc w3y4yeHWs] AUCHMILTAHBI HAMpaBieH Ha (HOPMHPOBAHHE DIIEMEHTOB CJIEIYIOIINX
koMmrieTeHui B cootBeTcTBHM ¢ ['OC BIIO o manHOMY HampaBieHHUIO MMOATOTOBKH (TTPOQHITIO):

a) oowexynromypuuvix (OK):

CIIOCOOHOCTRIO  pabOTaTh B KOJUIEKTHBE, TOJEPAHTHO BOCHPUHHUMATH COLIMAJIbHbIE,
ITHUYECKHE, KOH(PECCHOHANBHBIE U KYIbTypHBbIe pasnuuus (OK-6);

CIOCOOHOCTH K cCaMOOpraHu3aiuu U camooopasoannto (OK-7).

0) oowenpogheccuonanvnvix (OIIK):

OCHOBaTeJIbHAsI IOJrOTOBKA [0 MaTeMaTHUKe JJIs UCIIOJIb30BAHUS MaTEeMaTHYECKOro amnmnapara
IIPU PELICHUY MPHUKIIAIHBIX U HAYYHBIX 3a/1a4 B 00JacTu KomnblotepHod nHxkeHnepun (OI1K-1);

3HaHHE COBPEMEHHBIX METOJOB TMOCTPOEHUS M aHalIM3a ajJrOpPUTMOB, OCHOB YHCIEHHBIX
METOIOB M YMCHHE UX UCIOJIb30BaTh Ha npakTuke (OI1K-4).

8) npogpeccuonanvuvix (IIK):

NPOEKMHO-KOHCMPYKMOPCKAs 0eame1bHOCHb .

3HAHHE APXUTEKTYPhI KOMITBEOTEPOB, YMEHHE MPUMEHSTH MX B mpotiecce skciutyaraiwu (ITK-1);

MOJIb30BAaThCS  METOJMKAMH  HCIIOJIB30BAHHSI MPOTPAMMHBIX ~ CPEACTB Sl PEIICHUS
npaktudeckux 3aaad (IK-2);

UCIIONIb30BaTh M CAMOCTOSATEIBHO pa3padaThiBaTh WHTEP(ECH B3aUMOICHCTBUS YEIIOBEKA U
OBM (I1K-3);

3HAaHWE MIPHUHIIUIIOB IPOTPAMMHUPOBAHUS, CPEJICTB COBPEMEHHBIX S3BIKOB IPOTPAMMHUPOBAHUS,
cTpykTyp nanubix (ITK-5);

3HaHHE apXUTEKTypsl KoMbioTepoB (I1K-6);

NPOEKMHO-MEXHOI02UHECKAA 0eAMENbHOCHb:

3HaHWE OCOOCHHOCTEH CHCTEMHOTO MPOTPaMMHPOBAHUS, BIIAJICHHE METOJaMU U CPEICTBAMU
pa3paboTku 351eMeHTOB cucTeMHBIX Tiporpamm (ITK-10);

3HaHUE OCOOCHHOCTEW MOCTPOCHHSI CHCTEMHOTO IPOTrPaMMHOrO oOecredeHus M OoO0IuX
NPUHIUIIOB OPTaHU3aIiK U GYHKIIHOHUPOBAHUS oneparroHHbix cucreM (ITK-11);

3HaHHWE METOAOJOTHYECKHUX MPUHITUIIOB MOCTPOCHHUS COBPEMEHHBIX KOMITBIOTEPHBIX CHUCTEM
pasHoi OpraHU3aI|K T BEICOKOMIPOAYKTUBHOM 00paboTku nHpopmanuu (11K-12);

3HaHUE TEOPETUYECKHUX (JIOTHUECKUX M apu(PMETUISCKUX) OCHOB MOCTPOCHUS COBPEMEHHBIX
KOMITHIOTEPOB U YMEHHE UX MCIOJIB30BaTh MPH perreHuu npodeccuonanbubix 3amad (IK-13);

3HaHWE COBPEMEHHBIX TEXHOJOTHH M MHCTPYMEHTAIBHBIX CIHOCOOOB pa3pabOTKU CIOKHBIX
MPOrPaMMHBIX CUCTEM (MHKEHEpUHU MPOTrpaMMHOro obOecreyeHus), yMEHHE WX HCIOJIb30BaTh Ha
BCEX ATamax )U3HeHHOTo 1ukia mporpamm (I1K-14);



HAY4YHO-HCCJIeI0BATE/ILCKAS AeATeTbHOCTD:

YMEHHUE TOTOBUTH U MPOBOJIUTH JOKJIAbl C MCIIOIBb30BAHUEM COBPEMEHHBIX KOMITBIOTEPHBIX
CpPEICTB, MHUCATh HAYyYHO-TCXHUYECKHE OTYETHI, OQOPMIIATH PE3yIbTaThl HCCIICAOBAHHN B BHIC
crareii (ITK-16);

MOHTAKHO-HAJIAI0YHAS IEATETbHOCTh:

— 3HAHWE TPUHIHUIIOB, METOJOB M CHOCOOOB MOCTPOCHHS M OOCTYKUBAHUS COBPEMEHHBIX
KOMIIBIOTEPHBIX KOMIUIEKCOB, KOMIIBIOTEPHBIX CETEH, MpOorpaMMHO-anmapaTHeix koMiiekcoB (ITK-
18);

— compsrath anmapaTHble W TPOTPaMMHBIC CpPEICTBA B COCTaBe WH(POPMAIMOHHBIX U
aBTOMaTU3upoBaHHbIX cuctem (ITK-19);

— 3HaHWE TPHUHIIAIIOB, METOJIOB M CIIOCOOOB MPOSKTUPOBAHHUS, TIOCTPOCHUS M OOCTY)KUBAHUS
COBPEMEHHBIX CeTel pa3auyHoro Buaa u HasHaueHus (I1K-20);

CePBUCHO-IKCNIYAMAYUOHHAS 0eSAMETbHOCHb:

WHCTaJUTUPOBaTh, HACTPAWBaTh U COMPOBOXKIATh MPOTPAMMHOE M amliapaTHOe oOecTieueHHe
UH(POPMAIMOHHBIX ¥ aBTOMaTU3UpoBaHHbIX cucteM ([TK-21).

B pe3yjbTaTe U3y4eHust yqeﬁﬂoﬁ AUCHUIIVIMHBI CTYACHT TOJ/IZKECH

3namo:

—XapaKTEePUCTUKH YCTPOMCTB U CEPBUCOB, UCIIOJIb3YEMBIX ISl o0ecTieueHus OOMeHa JTaHHBIMU
B ceTsax U HTepHere,

—OMKCaHUe Posieil ypOBHEH IPOTOKOJIOB B CETSX MEpPEJauyM IaHHBIX,

—OMHUCAaHUE BAXXHOCTU CXEM aJpecaliil U Ha3HAYeHWs UMEH Ha Pa3jIu4HBbIX YPOBHSIX ceTei
nepeaadu JaHHeIX B cpeaax [Pv4 u IPv6,

—ocHoBHBIe KoHIenuil Ethernet, Takux xak cpena nepenayn JaHHBIX, CEPBUCHI U OTIEPALIHH,

—OCHOBHBIE MTOHITHSI KOMMYTAIMN U (YHKIIUHA KOMMYTaTOPOB,

—CTaTUYECKYIO U JUHAMUYECKYIO0 MapIIPyTU3ALIHIO,

—Ha3HavYeHHe CUCKOB KoHTpoIs goctyna (ACL);

Ymemo:

— HaCTpauBaTh CETEBOE OOOPYOBAHUE U YCTPAHATH HETIONAJKH B CETSX;

—BBINOJIHATh pacueT M MNPUMEHEHHE MAacoK IOJCETH M aJpPecoB IJs YIOBIETBOPEHUS
TpeboBanuii B cetsax [Pv4 u [Pv6,

—obecrieunBaTh  mojaKIOYeHHe K cetm  WAN ¢ UCHONB30BaHMEM  CEPBUCOB
TEJIEKOMMYHUKALIMOHHBIX KOMITAHU;

—co3aaBath npocteie cetd Ethernet ¢ ucronp3oBaHreM MapHIpyTH3aTOPOB U KOMMYTATOPOB,

—KOHTPOJINPOBATh MPOU3BOAUTENBHOCTb CETH U BBIABIIATH COOH,

—HCIIONIb30BaTh KOMaHABl HHTepdeiica KOMaHIHOW CTPOKM Uil HACTPOMKH 0a30BBIX
I1apaMeTpOB MapIIPYTU3ATOPOB U KOMMYTaTOPOB,

—HCIOJIb30BaTh PACHPOCTPAHEHHBIE CETEBbIE YTWJIUTHI JUIsl MPOBEPKH ONEPALUNA B CETAX U
aHanu3a TpaduKa TaHHbBIX.

Bnadems: meTogamu MpOSKTUPOBAHMS CETEH, NenaTh BHIOOP KOMIIOHEHTOB, HEOOXOIUMBIX
JUIT  COOTBETCTBHSI  3aJaHHOM  crHenuuKanuu  CeTH, HJIACHTHPUIMPOBATH  Hambojee
paCHPOCTpaHeHHLIC HpOFpaMMBI 1 UX BJIMAHUC HA CCTh.

4. COAEP KAHUE JUCIMIIJIMHBI (MOAYJIsA) U ®OPMbI OPTAHU3AIIUU
YYEBHOI'O ITPOLHECCA

IHopsiakoBbIi HOMEP

o Tema Kpartkoe conep:kanue TemMbl

Cooeporcamenvhutit Mooyns 1.
BBenenue B ceTeBble TEXHOJIOTHH
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Tema 1. Beenenue B cereBrle TexHomoruu. Jlokaneusie cetd LAN, cetu WAN, ceTb
Brenenue. Hurtepner. [IpegoctaBineHne pecypcoB B CETH.

Hcnonb3oBanue

ceTel.

Tema 2. Hactpoiika cereBoil omepannonHoil cuctemsl nmo mnapamerpam OC |OS.
Hacrpoiika cereBoit OcHoBHble npuHIUIBL. CTPYKTypa agpecalii CETEBBIX YCTPONCTB.
OIEPALMOHHON

CHCTEMBL.

Tema 3. [TpaBmia o6mena qanHbIMU. CeTeBBIC MPOTOKOIIBI U CTAHAAPTHL. J|BIKEHHE

CeTteBble TPOTOKOJIBI
1 KOMMYHUKaIMH

JaHHBIX ITO CCTH.

Tema 4.
CereBoil 1oCTYII.

CereBoit nmoctyn. IIporokonsl ¢usnyeckoro ypoBHs. CereBas cpena.
[IpoTOoKOBI KaHAJIBHOTO YPOBHSI. YTIpaBieHUE IOCTYIIOM K Cpejie Iepeaadn
JAHHBIX.

Tema 5. Texuonorus
Ethernet.

[Tporoxkon Ethernet. [TIporoko:n pa3pemnienus aapecos (ARP). KommyTtarops
B JIoKabHbIX ceTsax LAN.

Tema 6.
CeTeBOl YPOBEHb.

CereBoil ypoBeHb. IIpoTokonsl cereBoro ypoBHs. MapupyTuzanus.
CeteBble MapipyTu3atopbl. Hactpoiika mapmipyrtuszaropa.

Tema 7.

TpancnopTHsIi ypoBeHb. [IpOTOKOIBI TPaHCIIOPTHOTO YPOBHSA. IIpOTOKOIBI

TpancnopTHbIN TCP u UDP.

YPOBEHb.

Tema 8. IP — anpecamus. CereBbie |Pv4-anpeca. Cereoie IPV6-anpeca. IlpoBepka
IP — anpecanus. COEIUHEHUS.

Tema 9. Paszouenne IP-cereii na moncern. Pazouenue IPv4-cetn Ha noacetn. Cxemsol
Opranuszanus anpecanuu. OcoOeHHOCTH TTpoekTHpoBanus |Pv6-ceTn.

MIOJICETEM.

Tema 10. Yposens npwioxkeHuil. I[Iporokossl ypoBHsA npwioxeHui. IIupoxo
VYpoBeHb U3BECTHBIE CEPBUCHI M MPOTOKOJIBI YpPOBHS MpHIoKeHHH. Paccbuika
MIPUJIOKEHHUH. COOOIIIEHU.

Tema 11. OyHKIMOHATBHOE 00CTy)KuBaHue ceTh. CO37JaHue CETH C TEPCICKTUBON
OyHKIMOHATIBHOE pa3ButHsa. Mepsl 1o obecrniedenuio 6e3onacHocTH ceTh. OCHOBHBIE pabouue

O6CJ'Iy>KI/IBaHI/Ie CCTH.

XapakTepUCTUKA CeTH. YmpasieHue ¢aitnmamu koHpurypamuu 10S.

Bcerpoennslie ciyk0bl MapIIpyTH3aLUH.

Cooeporcamenvhotit Mooy 2.
OcCHOBBI MAPLIPYTH3aLMU 1 KOMMYTALUH

Tema 1. Beenenue B kommyTHpyeMble ceTH. OObeIMHEHHbIE CETH.

Brenenue B KommyTupyemeie cetu. [lepecsiika kaapoB. KommyTalluOHHBIE TOMEHBI.
KOMMYTHpYEMbIE

CETH.

Tema 2. OcCHOBHbBIE KOHLIENIIMM M OCHOBBI KOMMyTalMM. ba3oBasg HacTpoiika
OcHoBHBIE KOMMYTAaTOpOB. be30nacHOoCTh KOMMYTATOpa: yIPaBIECHUE U UCIIOJHEHUE.
KOHUENINY U OCHOBBI

KOMMYTAIIUH.

Tema 3. Bupryanenple nokanbHble cetd VLAN. Cermenrauus BHUpPTyalbHBIX
Bupryansubie JOKAWIbHBIX  ceTei. Peanuzanus  BUpPTyanpHOM  JIOKAJbHOW  CETH.

JIOKAJIBHBIC CCTH.

[TpoektupoBanue u odecreuenue 6ezonacHoct VLAN.

Tema 4.
Konuemnius
MapIpyTHU3aLHH.

Konnenuus mapuipytuszanuu. HavanbHas ycTaHOBKa MapIpyTH3aTOpa.
@yHkuuM MapuipyTtusatopa. OCHOBHBIE NapaMEeTpbl MapLIpyTHU3aTopa.
IIpoBepka CBSI3HOCTH ceTel € MpPsAMBIM NOJKIIOYEHHEM. PemeHus
Mapmpytuzanud. Kommyrtanus mnaketoB Mexnay cersmu. OmnpeneneHue
nytd. Onepauuyu MapHipyTU3aTOpoB. AHaiu3 TaOIUIbl MaplIpyTHU3aLUH.
MapupyTel ¢ npsMbIM HoAkIodeHHeM. CraTuueckas MapLIpyTHU3aLus.
[IpoTOKOJIBI IMHAMUYECKON MapIIPYTU3ALINH.

Tema 5.

Mapmpytuzamust mexay VLAN.  Hacrpoiika mapmpyTuzanuu MexmIy
VLAN. ITouck u yctpanenue Henonaaok Mapuipytuszanuu Mexay VLAN.
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OJIHOH 00J1acTH.

Mapupytuzanus [Tpo6nemsr mMapmpytuzamuu mexay VLAN. Kommyrauus 3-ro ypoBHSL.

mexay VLAN. Hactpoiika u pabora xommyTtanuu Ha 3-M ypoBHe. [louck u ycrpanenue
HEMNOoJaJ0K KOMMYTallMK 3-IT0 YPOBHH.

Tema 6. Cratuueckas MapupyTu3anus. Peannsanys craTuueckoi MapiipyTH3alUH.

Cratnueckas Hactpoiika cTaTn4eckux MapIpyToB U MapIIpyTOB 10 ymMoiadanuto. O630p

MapIIpyTHU3aLHUAL. CIDR u VLSM. Hactpoiika cyMMapHbIX H TIJIaBAIOLUIUX CTATHYECKHX
MapupyToB. IIouck u ycTpaneHue Henojaaao0K B HACTPOMKaX CTaTUYECKOTO
MapuIpyTa ¥ MapupyTa 1Mo yMOTYAHHIO.

Tema 7. Jlnnamuueckas MapLIpy TU3ALUA. [IpoToxoJib JUHAMHAYECKON

JluHamuueckas MapIIpyTH3aLKH. JluHamuueckas JMCTAaHIIMOHHO-BEKTOPHAS

MapIIpyTHU3aLIHUAL. Mapmpytuzauua. [Ipotokonsl  mapmpytmzanmmu  RIP u RIPNg.
JluHamu4yeckass MaplIpyTH3alMs IO COCTOSHMIO KaHaia. TaOmuna
MapIIpyTH3ALHUH.

Tema 8. OSPF nnst ognoit obnactu. Xapakrepuctuku npotokona OSPF. Hacrpoiika

[Tporokon OSPF nnst | OSPFV2 st ogHowt o6nactu. Kondurypauus OSPFV2 nns ogHoii o6nacTu.

Tema 9.

Crincku KOHTPOJIS

Cnucku kontpousisi gocryna (ACL). IMpunnun padorsr ACL-criuckoB 1o
npotokouy IP. Crannaptasie ACL- ciucku anst IPv4. Pacumpennsie ACL-

[Tporokon DHCP.

noctyma (ACL). ciucku s |Pv4. Tlouck u ycrpanenne nenonagok ACL-cmuckos. ACL-
cnucku g |1Pv6.
Tema 10. ITpotoxon DHCP IPv4. TIporoxon DHCP IPVG6.

Tema 11. [IpeoOpazoBanue cereBbix aapecoB |Pv4. Tlpunnun paboter NAT.
[Ipeobpa3zoBanue Hactpoiika NAT. ITouck u ycrpanenue Henonagok B padote NAT.
CETEBBIX a/IPECOB

IPv4.

Kypc aucummumael «CeTH U TEIEKOMMYHHUKAIIMW» TPEAyCMAaTPUBAET Cieaytonire GopMbl
OpraHu3anuu y4eGHOro mpoiecca:
1. nexmumu;
2. n1abopaTopHEIC 3aHATHS;
3. camocTosTeNbHAs paboTa CTyICHTA.

DNEKTPOHHBIC MaTepHaIbl IO BceM GopMaM OpraHU3aluy y4eOHOTro MpoIecca pa3MemIeHb
Ha caiite www.netacad.com.

[To WCTOYHWKY TIepenavyd W BOCTIPHUATHS YUECOHOH MH(POPMAIUN HCIIOIB3YIOTCS CIIOBECHBIC
(mexuus, 6ecena), HaryAgHbIe (WLTIOCTpALMs, JEMOHCTpAlKs), UHTEpAaKTUBHAsA cpena oOydeHus,
BKITIOUAIONIAasl dJJIEKTPOHHBIM yYeOHUK C BHJACOMATepUaIaMH, MpakTHUecKue (yIpakKHCHHUS,
yIpaXKHEHUH 10 MOJICITMPOBAHUIO, TA0OPATOPHBIC U KOHTPOJIbHBIC Pa00OTHI) METO/IBI.

[To xapaktepy TNO3HABATCIBLHON ICATCIHHOCTH CTYJIEHTOB HUCIOJB3YIOTCS OOBSICHHTEIHHO-
WITIOCTPATHBHBIC M PENPOJTYKTUBHBIE METOIbI, TPOOJIEMHOE MPETNOAaBaHNe, YaCTUUHO-TTOUCKOBBIN
1 MCCIICOBATCIILCKHIIT METOIBI.

B 3aBUCHMOCTH OT OCHOBHOW JIUJAAKTHYCCKOW LIEIH M 3a][a4 UCTOJIB3YTCS METOJbI YCTHOTO
W3JI0KEHUS 3HAHWH, 3aKpeIUICHHE YIeOHOTO MaTephaa, CaMOCTOSTEIIBHONH pabOTHl CTYJEHTOB I10
OCMBICIICHHIO U YCBOGHHUIO HOBOT'O Marepuaia, padoThl MO MPUMECHEHUIO 3HAHWN Ha MPAKTHKE U
BBIPA0OTKE YMEHUH M HABBIKOB, POBEPKH U OIICHKU 3HAHUH, YMEHUI 1 HABBIKOB.

Hcnonb3yroTest CleAyONe METOIbI KOHTPOJIS:
. YCTHBIH KOHTPOITb (IKCIPECC-OMPOC HA JICKIIHSIX);
. IPOBEPKA KOHCIICKTOB;
. 3alIMTa JIAOOPATOPHBIX padoT;
. IPOBEPKa CAaMOCTOSATENBHBIX padoT;
. KOHTPOJIbHBIE Pa0OTHI 1O TJIaBaM (IUJAKTHICCKOE TECTHPOBAHUE);
. IPOBEPKA MPAKTUICCKUX HABBIKOB,
. UTOTOBBIN dK3aMeH.

~NOoO Ok~ WN



TemMaTnyecKu MmJiaH

CoaepxaresbHbIi MOayIb 1

KosnuecTBo yacoB

Ounas ¢opma

3aounasi popma

Ha 0a3e 001Iero cpeaHero

Ha 0a3e cpeJgHero

Ha 0a3e BBICLIETO

06D A30BAHMSE npogeccuoHAIbLHOT0 npogeccuOHATBHOTO
Hazpanus P o0pa3oBaHusi o0pa3oBaHusi
COTePIKATETHHBIX B T.4U B T.4U. B T.4U. B T.4U.
MOAYJIed M TeM S it g 5 5 5 2 5
5 ] 8| | & = § 5 = ol g g =| 5« 5§ = S| &l 8 B8 5 = ) 8 = 29
S | E|lg |25 | 8| E || g|E5/55 8| 5 |¢g|¢c|25/ 5 g8|&2|&g|e§ £k

Z ST S8 = A Z = < e} =Qte} /M Z = < 38| H9 A Z = S =29
S| g & 58 & s | 2| &| 58 &8 e | gl &l 58 &8 g S | 58 &8
-1 HNEREERE T E| €] ¢ = -

Tema I. Beenenme. 8 | 2 2| 4 12 | 1 1| 10 12 | 1 1 10

HUcnonp3oBanue ceTen.

Tema 2. Hactpoiika ceresoit | 44 | 2| 6 12 | 1 1 | 10 12 | 1 1|10

OHepaI_II/IOHHOI/I CHUCTCMBI.

Tema 3. CereBrnle

MIPOTOKOJIBI U 10 2 2| 6 12 1 1 10 12 1 1] 10

KOMMyHI/IKaI_[I/II/I

Tema 4. CerteBoii nocTyn 8 2 2| 4 12 1 1 10 12 1 1] 10

Tema 5. Texuosorus 10 | 4 4| 6 12 | 1 1| 10 12 | 1 1 10

Ethernet.

Tema 6. CeteBoii ypoBenb. | 14 4 41 6 11 | 05 05| 10 11 | 05 0.5] 10

Tema 7. Tpancoprhbiii 14 | 4 4| 6 11 | 05 05 | 10 11 | 05| |05] 10

YPOBEHb.

Tema 8. |P —anpecanusi. 14 4 4| 6 11 | 05 05| 10 11 | 05 0.5 10




Tema 9. —Opraumsanus 14 | 4 4| 6 11 | 05 05| 10 11 [05| |05| 10
MOJICETEMN.
Tema 10.  Yposens, 12 | 4 4| 4 11 | 05 05| 10 11 | 05 05| 10
IPUIIOKEHHH.
Tema 11. DyHKIMOHAIBHOE
8 2 2] 4 11 | 05 05| 10 11 | 05 0.5] 10
00CITyKUBaHHE CETH.
Hmozo no 1-my 126 | 34| |34 58 126 | 8 8 | 110 126 | 8 8 | 110
cooeprcamenbHoOMy MOOYI0
Conep:xareJbHbIH MOIYJIb 2
KosunuecTBo yacoB
3aounas ¢popma
Ounas popma Ha Gase ofmero cpemEero Ha 0a3e cpeaHero Ha 0a3e BLICIIEro
npogdeccuoHaILHOr0 npogdeccuoHaJIbLHOI0
o0pa3oBaHus
Hazpanus o0pa3oBaHusl o0pa3oBaHusl
CONePAKATETBHBIX B T. BT. Y. BT. Y. o BT. Y.
MOJyJIeH U TeM ol 2| & | & o | g | & | § o | g| & | & v | § | &
2 < | 5| E| B § 2 = 5 = E o % < 2 = 5 Z| B o % = 5 B o % .
8 = o ) L= S 8 = o & L e S E 8 = o & L= S = 1] L e S g
= | 2| E|§E|s8 &y 2| Z| E| § |58 58 = | E| E| 5|58l & 2| £ | 58 &8
e ] &l 58 & o S| | 5& &g e | £ | 5| 58 & 8| £ |58 B S
IR IR BN -R - RN Tl E| g5
15| E | F 5 |E |55 | & "8 | E
Tema I. Baenenne s 8 | 2 2| 4 12 | 1 1| 10 12 | 1 1] 10
KOMMYTHPYEMBIE CETH.
Tema 2. OcHOBHBIE
KOHIIEIILMU U OCHOBBI 10 2 2|1 6 12 1 1 10 12 1 1| 10
KOMMYTaHI/II/I.
Tema 3. Buptyabibic 10 | 2 2| 6 12| 1 1| 10 12| 1 1] 10
JIOKaJIbHBIE CETH.




Tema 4. Konuemnius
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10 | 2 2| 6 12 | 1 1|10 12 | 1 1] 10

MapHIpyTHU3AINH.
Tema 5. MapupyTtuzanus
vorcy VLAN, 12 | 4 4| 4 12 | 1 1|10 12 | 1 1] 10
Tema 6. Crarmaeckas 10 | 4 4l 6 11 | 05 05 | 10 11 | 05 05| 10
MapLIPy TU3ALMSL.
Tema 1. Jlnnammaeckas 14 | 4 4l 6 11 | 05 05 | 10 11 | 05 05| 10
MapLIPy TU3ALMSL.
Tema 8. Tlporoxon OSPF 14 | 4 41 6 11 | 05 05| 10 11 | 05 05| 10
IUIS OMHOU 00JIacTH.
Temad. Crmoxnkontpons | 4, | 4 4l 6 11 | 05 05 | 10 11 | 05 05| 10
noctyna (ACL).
Tema 10. ITpotoxon DHCP. 12 | 4 4| 4 11 | 05 05| 10 11 | 05 0.5| 10
Tema 11. llpeobpasosarme | g | , 2| 4 11 | 05 05 | 10 11 | 05 05| 10
ceTeBbIX azpecoB IPV4.

Hmozo no 2-my 126 | 34 34| 58 126 | 8 8 | 110 126 | 8 8 | 110

cooeprcamebHoOMy MOOYI0




5. TEMbI JIABOPATOPHBIX 3AHATHI.

1) Crpykrypa xomann Packet Tracer, co3nanue mpoctoii cetn

2) Hacrpoiika UCXOHBIX MMapaMeTPOB KOMMYTaTOpa

3) Usyuenune momeneit TCP/IP u OSI

4) Tloaxiro4yeHue MPOBOIHOM U OECIIPOBOIHOM ceTH

5) Omnpenenenrie MAC u IP aapecos, ananu3 tabmuisr ARP

6) Hacrpoiika KOMMyTaTOpPOB YPOBHS 3

7) Hactpoiika napamMeTpoB 6€30IacHOCTH KOMMYTaTopa

8) Koudurypanus VLAN 1 TpaHrOBBIX KaHAJIOB.

9) ITowuck U ycTpaHeHHe HEmoaa10K npu peanusanuu cetn VLAN

10) Peanu3zanus cpeACTB 3alUThl BAPTYaIbHOW JIOKATBHOM CETH

11) Hactpoiika OCHOBHBIX MapaMeTpOB MapIipyTuzatopa ¢ momorursio CLI
12) Hactpoiika mapuipytusamuu mexay VLAN

13) Hactpoiika cTaTu4ecKoi MapIipyTH3aluy 1 o ymondanuto IPv4 u IPv6
14) Pacuet cymmapHbix MapiipyToB IPv4 u IPv6

15) Hactpoiika npotokomna RIPv2

16) Hactpoiika 6a3zoBoro nporokoina OSPFV2 nnst onHol obnactu

17) Hactpoiika u npoBepka ACL — criuckoB

18) Hacrpoiika DHCP na xomMmMmyTaTopax u MapmpyTu3zaTopax

19) Hactpoiika NAT u PAT

6. METOAUYECKHUE PEKOMEHIAIIUU 110 OPTAHU3ALIUU
CAMOCTOSTEJBbHOM PABOTHI CTYJIEHTOB.

CamocrosiTenpHass paboTa CTyIeHTOB 10 Kypcy «CeTm H  TeleKOMMYHHUKAIHH»
MpeyCMaTPUBACT:

— W3Y4YCHHUE TEOPETUYECKOrO0 MaTepHaja, BBIOJHEHUE TPAKTHYCCKUX 3aJaHUd U
KOHTPOJIBHBIX PAa0OT 1O HMHTEPAKTUBHOMY YYEOHHKY B HMHTEPHET pecypce IO TaHHOH
JHMCIUILIHHE,

— 10OPOCOBECTHYIO MOJATOTOBKY K JIA0OPATOPHBIM 3aHSATHSIM;

— CBOEBPEMEHHOE M KaYeCTBEHHOE O(POPMIICHHE OTYETOB I10 JIAOOPATOPHBIM paboTaMm.

— CaMOCTOSITEIIBHYIO pa3paboTKy Mojieliel 1o 3aJaHusIM JabopaTOPHBIX padoT.

Temsbl U1 TOATOTOBKH JIOKJIA/10B U pedepaToB:

1) Ocob6ennoctu ampecaruu 1Pv6

2) Texuonoruss CSMA/CD

3) ®yHKIHH KOMMYyTaTopa

4) CpoiicTBa KOMMYTHPYEMOI1 CETH

5) KackamupoBaHue KOMMYTaTOPOB

6) CeTeBoii U TPAHCTIOPTHBII yPOBHU

7) MapuipyThi3anusi Ha KOHCYHBIX y3J1ax

8) JlomosHuTeNbHBIE PYHKIIMUA MAPIIPyTa3aTOPOB

9) IIporokox ICMP

10) MapuipyTa3aTopbl — LIUTIO3bI

11) VpoBHH CeaHCOBBIH,, TPEACTABICHHS JAaHHBIX U MIPHKIIATHON

12) OcHOBHbBIC TPUHIIMITBI CO3AaHUs OSCIIPOBOIHON CETH

13) KommoHeHThI 6eCIIPOBOIHOM CETH

14) PexxumMbl 6ecrIpOBOHOTO 000PYI0BaHUS

15) TecToBbBIC yTUIUTHI M JMATHOCTUUECKHE MPOTPaMMBbI
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[ AHANBUAY AJIBHBIE 3AJIAHUSL.
WNHnnBunyansHble 3aaHUs IPELYCMOTPEHBI K KaXJA0W TEME U MPUBEIEHBI B JIEKTPOHHOM

y4eOHUKE.

Hwxe npuBoauTcs npuMep MHAMBHIYAIBHOTO 3ajaHUS U3 BTOPOU TEMBI:

3apaHue
Heobxooumo HacTpouTb NCXOAHbIE MapameTpbl Ha ABYX KOMMyTaTopax nog ynpasneHunem Cisco 10S, a
Takke HacTpouTb NapameTpbl IP-agpecauun Ha y3nax ans CO3AaHns CKBO3HOTO MOAKITHYEHMS.
Heobxoaumo ncnonb3oBaTk ABa kommyTaTopa v Aea yana (1K) B akTMBHOM ceTu ¢ kabernbHbIM
NOAKITIOYEHNEM.
Tabnuua agpecauuu

YcTponcrteo UHTepdenc IP-appec Macka noacetu
VLAN 1 255.255.255.0
VLAN 1 255.255.255.0
NIC 255.255.255.0
NIC 255.255.255.0

3agaumn

HacTtpouTb uMeHa yanoB 1 IP-agpeca Ha ABYyX KOMMYyTaTopax nog ynpasneHnem onepaumoHHON
cuctembl Cisco I0OS ¢ nomoLbio nHTepdenca komaHgHon ctpoku (CLI).

Ucnonezyst komannsl Cisco I0S, 3amaTh mapameTpsl 10CTyIa U OTPaHUYUTD JOCTYIT K KOHPHUTYpaIun
YCTpPOUCTBA.

C nomoLubto komaHg [0S coxpaHuTb TeKyLLYI0 KOHUrypauuio.

Hacrtpouts Ha n1Byx xocrtax IP-agpeca.

MpoBepuTb NOAKNIOYEHNE MEXAY OBYMSI OKOHEYHbIMK ycTponcteamu (M1K).

TpeboBaHus

e lcnonb3ynTe KOHCONbHOE MOAKMYEHNE AN AOCTYNa K KaXXA0OMY KOMMYTaTopy.

e 3apanTe kKOMMyTaTopaMm MMeHa "

e Vcnonb3yinte naponb Ons BCEX NUHUNA.

e  cnonw3yiTe CKpBITHIN (secret) mapoib

e 3awwudpywnTe BCe He3awmMppoBaHHbIE Naponu.

e Bknounte cnoso warning (npegynpexaeHune) B 6aHHep MOTD (coobLieHue aHs).

e Hactpowite agpecaumio ons Bcex yCTPONCTB B COOTBETCTBUM C Tabnuuen agpecaunm.
o  CoxpaHute HacTPOMKW.

e YbeauTtechb B HanMMuYnyM COeQUHEHNS MeXay BCEMU YCTPOMNCTBaMM.

8. KOHTPOJIBHBIE BOITPOCHI K TIPOMEXYTOYHOM ATTECTAIIUA
1. Korna na HmxHUX ypoBHAX Moaenu OSI ucmosb3yroTcs MpOTOKOJIBI O€3 YCTaHOBJICHUS
COEIMHEHUS, YTO OOBIYHO HCIIONIB3YETCs, YTOOBI 00eCIeYBaTh MOATBEPKICHUE YCIICITHOTO
MOJTy4Y€HHUS JaHHBIX U 3alpalluBaTh MOBTOPHYIO OTHPABKY YTEPSAHHBIX JAHHBIX?
2. Kaxoe nosie 3aronoBka IPv4 oTBeuaeT 3a onpeneneHne NpuopuTeTa NakeTos?
3. [Touemy mexanm3m NAT (mpeoOGpa3zoBaHue CETEBBIX aIpecoB) HE HYKEH B [Pv6?
4. Kaxkoii ypoBeHb MOJENIN B3aUMOJAEHCTBHsI OTKPBITHIX cucteM (OSI) oTBeuaer 3a BbIOOp
METO/1a MHKAICYJISUHU, KOTOPBII UCIIONIb3YETCs B cpefax Mepeadyn JaHHbBIX ONpeAesIEHHOTO
Tuna?
5. Kakxum o6pazom B kabemsix UTP ycunuBaercs a3 dext B3auMHON KOMIIEHCAITUN
MAarHUTHOTO TOJIs?
6. B uém 3akitogyaeTcs 0HO U3 MPEUMYIIECTB UCIIOJIBb30BaHUs ONITOBOJIOKOHHBIX Kabemneit
BMECTO MEJIHBIX?
7. YTo ABIAETCS OCHOBHOW XapaKTEPUCTUKON KaHAIIbHOTO YPOBH:?
8. Kak y3en-moydarens onpeaenseT Hauyano U KOHEIl KaJpa o Mepe nepeaadn JaHHbBIX 110
cpelie B MOTOKE €ANHUIL U HyJIeh?
9. KakoBo nHaznauenue nonst FCS B xkanape?
10. Cxonbko 6UTOB coaepkutcs B anpece [Pv4?
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11. Ha Bce y31bl y1an€HHON ceTu oTpasisieTcs coodmenne. Kakoro tumna 3to cooOuieHue?
12. Kakolt MeTo/] ceTeBOM MUTpaly HHKamyciaupyet nakersl [Pv6 BHyTpu nakeros [Pv4
JUI X TPAHCIIOPTUPOBKHU IO CETEBBIM HH(ppacTpykTypam [Pv4?

Kaxxnas rnasa xypca 3aBepliaeTcsi caueil 9K3aMeHa B MHTEPAaKTUBHOM CUCTEME.

OneHkn 3aHOCATCS B 3JIEKTPOHHYIO 3a4E€THYI0 KHUXKKY CTYACHTA.

9. OBPA3ELl 9 K3AMEHALIMOHHOI'O BUJIETA

Dk3aMeHannoHHbIHA OmiteT Ne 1

Heo0OxoaumMo BBITIONHUTE HACTPOMKY YCTpPOWCTB B HeOombioi cetu (puc.l). Heobxomumo
HACTPOUTH MapmpyTH3atop, kommyrtatop u [1IK mis mognepxku noakmodernii oooux [Pv4- u IPv6-
aapecoB. Ha mapuipytuszarope HE0OOXOQMMO HACTPOUTH MapaMeTphbl OE30MacHOCTH, B TOM YHUCIIE
SSH. HeoOxomuMo mpoTtecTrpoBath ceTh U 0GopMUTH €€ mpu momormu odmmx komann CLI u
COXpaHUTh KOH(UTYpaIHio MapiipyTiu3aTopa Ha cepBep TFTP.

[MoaceTs A MoaceTs B

Puc.1 — Tonosiorus cetu

OueHka BbINOJTHEHHS 32 JaHUS.

Yacts 1. Pa3pabotka ctpykrypsl aapecos IPv4 (15 6amios, 20 MuHYT)

Yacts 2. Mannmanu3amnus u nepe3arpyska yctpoicts (10 6amioB, 5 MUHYT)

Yacts 3. Hactpoiika ycrpoiicts ¢ [Pv4 u mapamerpoB 6e3onacHoctu (30 6amios, 20 MUHYT)
YacTts 4. TecTupoBaHue U MpoBEpKa CKBO3HOTO noaktoueHus IPv4 (8 6amnos, 10 MuHyT)
Yacts 5. Hactpoiika agpecaruu [Pv6 va R1 (10 6amnos, 10 MunyT)

YacTts 6. TecTupoBaHue 1 MpoBepKa CKBO3HOTO noaktoueHus IPv6 (7 6amnos, 10 MuHyT)
Yacte 7. Ucnonws3zoBanue 10S CLI mns cOopa nadopmarmu 06 ycrpoiictBax (10 6amnos, 10
MUHYT)

Yacts 8. Coxpanenue kondurypamuu R1 na cepsep TFTP (10 6annos, 10 munyT)

10. OBPA3ELl TECTOBOI'O 3AJIAHUS

Komnanus umeer cereBoii agpec 192.168.1.64 ¢ mackoit noacern 255.255.255.192.
Komnanus xouer co3aaTh ABE MOJCETH, KOTOPBIE JOJKHBI coaepxkath 10 u 18 y3moB
COOTBETCTBEHHO. Kakue aBe ceTH Hy>KHO JIsl 3TOr0 Ucnoib3oBath? (Bribepure asa
BapHaHTa OTBETA.)

1) 192.168.1.16/28
2) 192.168.1.64/27
3) 192.168.1.128/27
4) 192.168.1.96/28
5) 192.168.1.192/28



11. KPUTEPUU OLUEHUBAHUSA

[IIkana orteHUBaHUA:
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[MIxana Ongestica 10 100-barwm o O1ieHKA 110 IOCYIAPCTBEHHOM IIKATIE Onernica o .«
ECTS Lkasie, KoTopas (rcavier, mdxbepe ——— TOCy/1APCTBEHHOI
aeicreyer B lonHY I IKaIe (324€1)
A 90-100 5 (OTIMYHO) 3a4TEHO
B 80-89 4 (xoporo) 3a4TEHO
C 75-79 4 (xopor1o) 3a4TCHO
D 70-74 3 (YAOBIIETBOPUTEHHO) 3a4TEHO
E 60-69 3 (YIOBIETBOPHUTEIBHO) 3a4TEHO
FX 35-59 2 (HeyHOBHeTBOpmeHHEO) HE 3a4TEHO
C BO3MO>KHOCTBIO TOBTOPHOM CHaYU
2 (HeyTOBJIETBOPUTEIIHHO)
= 0-34 C BO3MOXHOCTBIO TOBTOPHOM CHa4Yu He 3a9TeHO
IIpU yCIOBUU 0053aTeIbHOT0 Habopa
JOTIOJTHUTEIIHHBIX 0AJUIOB

CorimacHO MOAYJIBHOMY TPHUHIUITY OpTraHW3allMM Y4YeOHOrO Tpolecca COJNEpIKaHHe
JUCUUIUTHHBL «CeTH M TeJIeKOMMYHMKALMU» BKIIIOUAEeT B ce0sl YeThIpe 3a4€THBIX Moy, Kax bl
3a4€THBIA MOJYJIb COCTOMT M3 TEOPETUYECKOr0 MarepHhaja M NMPaKTUYECKUX 3a]ad, BBIIOJIHEHHE
KOTOPBIX TpeOyeT OBNIaJIeHNsl TeOpUEl B yKa3aHHOM B MOJyJie 00BbEMe.

Ornenka 3HaHUH CTYIEHTOB IpoBoaAnTCs 1o 100-0ayuibHOM HIKaIe MO CIEAYIONIMM KPUTEPHSIM:

3a4éTHbIC MOAYJIN Dopma KOHTPOJISA Baibl
ConepxatenbHblii MOAYIIb 1 bnok nabopaTopHbIx paboT 12
IIpoBepka KOHCIIEKTOB 1
Konrpomnsnas pabora 12
DK3aMeH 50
OO01uii urtor 100
CopepxaTenbHblii MOAYb 2 bnok nabopaTopHbIX paboT 12
IIpoBepka KOHCIIEKTOB 1
Kontponbnas padota 12
OK3aMeH 50
OO0t urtor 100

K nepBoMy MOIyJTBHOMY KOHTPOJIIO CTYJICHT JOJDKCH 3alIUTHTh JIA0OpaTOpHBIE paboThI C 1
no 6 riIaBy MHTEPAKTUBHOTO ydeOHHKA. 3a jJabopaTopHble pabOThl CTYACHT MOXET MOJYy4YHUTh 12
0aioB. B 1 6Gai onleHMBaeTCsS BEIEHN KOHCIIEKTA JIEKIIHM.

Ha mepBoM MOIyJBbHOM KOHTPOJE CTYJIEHT MMEET BO3MOXKHOCThH IMOJYYHUTh 12 Oaiios,
HpOBepKa TeopeTI/I‘-ICCKI/IX 3HaHI/II\/JI B (1)0pMe TEeCTa U HpaKTI/I‘IeCKI/IX HABBIKOB B BUJIC 3adaHUA
MO/JICJIMPOBAHHUSI CETH OIICHUBAETCSI 1O 6 OAJLIOB.

Ko BTOpOMY MOy TBHOMY KOHTPOJIIO CTYJICHT JIOJDKEH 3aIIUTUTH JTa00paTopHbIe paboTHhI ¢ 7
no 11 riaBy MHTEPaKTUBHOTO yueOHHKA. B 1 0aur onleHUBaeTCs BEACHUS KOHCIIEKTA JICKITUH.

Ha BTOpOM MOIYyJIBHOM KOHTpPOJIE CTYICHT HUMEET BO3MOXKHOCTh IONYYHTH 12 Oaiios,
BBITIOJIHUB TIPOBEPKY TEOPETUYECKUX 3HAHWN B (OpMe TecTa W NMPAKTUYCCKUX HABBHIKOB B BUJIC

3alaHUA MOJCIMPOBAaHUsA CCTH.
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K TpeTbeMy MOAyJIBHOMY KOHTPOJIIO CTYAEHT JOJIKEH 3alUTUTh J1abopaTopHble padoTsl ¢ 1
1o 6 riiaBy MHTEPaKTUBHOrO ydyeOHUKa. 3a jabopaTOpHbIe pabOThI CTYJAEHT MOXET MOJy4UTh 12
6am1oB. B 1 Oann oneHuBaeTcs BeleHUs] KOHCIIEKTa JEKIHH.

Ha TperbeM MOmyJIBHOM KOHTPOJE CTYACHT MMEET BO3MOXKHOCThH IMOJYyYUTh 12 Oamios,
[TpoBepka TeopeTHdyecKMX 3HAaHMH B (OpMe TecTa U NPAKTHUECKUX HABBIKOB B BUJAE 3aJaHUs
MOJIEJINPOBAHMSI CETH OLIEHUBAETCS 110 6 OaIoB.

K yeTBepTOMYy MOIYJIBHOMY KOHTPOJIIO CTYA€HT JOJDKEH 3aIIUTUTh J1a00opaTOpHbIe paboThI €
7 o 11 rnaBy uHTepakTUBHOIO yueOHHKa. B 1 O6amn onjeHMBaeTcs BeleHUsI KOHCIIEKTA JIEKIIUH.

Ha geTrBepTOM MOIYJIBHOM KOHTPOJIE CTYJEHT MUMEET BO3MOXHOCTb MOIYy4HUTh 12 OGasos,
BBITTOJIHUB ITPOBEPKY TEOPETUUECKUX 3HAHUH B OPME TECTa U MPOBEPKY NPAKTUIECKUX HABBIKOB T10
6a30B0i1 HaCTpoIiKe CeTeBOro 00OPY0BaHUS U IPOTOKOJIOB MAPIIPYTU3ALMH B CETH.

Ha sk3amenax B 5-oM 1 6-oM ceMecTpe CTYJJEHT UMEET BO3MOXHOCTb MOJIy4YHTh 110 50 6aos.
OCHOBOI 11 TOJNy4eHHUS] OLEHKM Ha SK3aMEHE SIBJIETCS ypPOBEHb OBIAJEHUS CTyIEHTaMHU
matepuasia Kypca «CeTH W TEeIeKOMMYHHUKAIMH», TPEAYCMOTPEHHOTO YYEOHBIM IUIAHOM
HanpasneHus noarorosku 09.03.01 «Mudopmatrka u BEIYUCTUTENbHAS TEXHUKAY.

DK3aMEeH BBITOJIHSACTCS] B HHTEPAKTUBHOW CUCTEME T0JT KOHTPOJIEM IperoiaBaTelis B hopme
50-TH BONIPOCOB TECTOBOTO 3aJJaHMsI HA KaXKIbIi N3 KOTOPBIX MPEAIaraeTcs OT 5 OTBETOB.

OreHka 3a OBJIQJICHUE KYPCOM BBICTABIISICTCS O CIEIYIOIUM NIPHHLIUTIAM:

— O1eHKY «OTJIMYHO» 3aCly’KUBAET CTYAEHT, KOTOPBIH OOHApy»KWJ IIyOOKHE 3HAaHUS IpHU
OTBETaxX Ha TEOPETHUECKUE BOIIPOCHI IO TEMaM Kypca, a TAKXKe BBITIOJTHUII MMPAKTHUECKUE 3a1aHUS B
MoJTHOM 00bEéMe 1 Habpan 6osiee 90 GamioB.

— O1eHKy «XOpOIIO» 3acily’>KUBAeT CTYJCHT, CAETABIINN OUIMOKM B TEOPETUYECKHX HWIIU
NPaKTUYECKUX OTBETAaX, KOTOPblE MOTYT OBITh MHTEPIPETUPOBAHBbl KaK MAaJOCYLIECTBEHHBIE IS
BOTIPOCOB, KOTOpBIE paccMarpuBainch. CTyIeHT qoikeH HaOpath 6onee 70 Gamos.

— OueHKy «yAOBJIETBOPUTENILHO» 3aCIy’KUBAE€T CTYAEHT, KOTOPBIM BBINOJIHWI 3aJaHUs
HETIOJIHO U C OIIMOKaMU, HO IIpU 3TOM Habpai 6osee 50 6asos.

— OLeHKy «HEyAOBJIETBOPUTEIBHO» 3aCIyXKHBAeT CTYACHT, KOTOPBIH HE BBITOJHUI
OOJIBIIMHCTBA TEOPETUUECKUX U MPAKTUUECKUX 3a/1a4 U HaOpan meHee 50 6amios.

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE YYEBHOI'O
ITPOLECCA
Jlns mpoBeeHMs JIEKIMOHHBIX 3aHATHH TpeOyeTcs ayJuTopusi Ha MOTOK, 000OpYyJOBaHHAas
MYJIbTUMEAUMHBIM IIPOEKTOPOM U HKPAHOM, WIA UHTEPAKTUBHOU TOCKOM, WIM MEJIOBOM JOCKOH.
Jlns npoBeneHUs JaO0OPaTOPHBIX 3aHATHH MO JUCLMIUIMHE HEOOXOIUM 000pYIOBaHHBIN
[I9BM win HOyTOyKamMu KOMIBIOTEPHBIH KJIACC ¢ BO3MOYKHOCTBIO BBIXOAa B IHTEpHET.

13. PEKOMEH/IOBAHHAS JIUTEPATYPA

OcHoBHast
1. Omudep B. I'., Omudep H. A. OcroBsl kommnbroTepHbIx cereit. — CII6.: [Tutep, 2009. — 352

2. Omudep, Bukrop I'puropseBuy. KommnbrorepHsie cetd : [IpUHIUIIBI, TEXHOIOTHH, TPOTOKOJIBI

: Yuelb. mocobue a1 CTyJSHTOB By30B 10 HamparieHuio "MHpopmaTika W BEIYUCI. TEXHUKA" IO
cren. "Bbrancit. MammHbl, KOMIUIEKCHI, cucteMbl 1 cetu” u ap. / B. I'. Onudep, H. A. Onudep. - 2-¢
u3n. - CII6. u mp. : [Turep, 2004. - 863 c.

3. Microsoft Corporation. Kommnbtorepusie cetu. Ceprudukanus Network+. VueOnslit
kypc/Ilep. ¢ anrn. — ML: M3naTenscko-Toproseiid oM «Pycckas Pegakumsi», 2002. — 704 c.

4. Aopamos B.A., Kmumenko CHO. bazoBble TeXHOJIOTHH KOMITBIOTEPHBIX ceTeil: yueOHOoe
nocobue. - K.:Kues, yu-t um. b. ' puruenko, 2011. - 291 c.

JdomorHuTeIbHAS
1. Microsoft Corporation. Microsoft TCP/IP. VueOnsiit kypc: OduimansHoe mocoodue
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Microsoft qyis camocTosiTenbHO# moaroroku: Ilep. ¢ anrit. — 2-¢ 3., ucnp. — M.: M3natenscko-
Toprosbiil 1oM «Pycckasa Penakuusy», 1999. — 344 c.

2. Onudep, Buxrop I'puropbeBunu. KommnbrorepHble cetu : IIpUHIUMBI, TEXHOIOTHUH,
IPOTOKOJIBI : Yueb. mocoOue JIsi CTYJIEHTOB BY30B IO HampaBieHuio "MH@opmaThka U BBIYHUCIL
TeXHUKa" 1Mo crnel. "Bpluuci. MaluHbl, KOMITIEKCHI, cucteMsbl U ceti" u ap. / B. I'. Onudep, H. A.
Omudep. - 2-e uzn. - CII6. u xp. : [Tutep, 2004. - 863 c.

3. Omucep B. I'. CereBble omnepanumonnsle cuctemsl/ B. I'. Omudep, H. A. Omudep.
— CII6.: TTurep, 2009. — 669 c.

14. ”AHOOPMAIIMOHHBIE PECYPCbI

1. Cisco Networking Academy. CCNA R&S. URL: https://www.netacad.com. (nata
obparenus 05.01.2016 1.)

2. Hayunast 6ubnmotexa JIoHEIIKOro HAIMOHAILHOTO YHUBEPCUTETA. [ DIIEKTPOHHBIH
pecypc] — Pesxxum noctyma: http:/library.donnu.ru/

15. MNIPOTPAMMHOE OBECIIEYEHUE

1. Mozilla Firefox.
2. Packet Tracer 7.3,
3. Wireshark.

Pabouas nporpamma paccMoTpeHa u nepeyTBepKIeHa Ha 3acelaHuu
KadeIpsl KOMIBIOTEPHBIX TEXHOJIOTHI ¢ n3MeHeHuamu (6e3 u3menenuil) Ha 2020 roz.
[TpoTokon Ne 12 ot «2» anpens 2020 r.

3aBenyronuit kadeapoit Epmonenko T.B.

Pabouas nporpamMma paccMoTpeHa U nepeyTBepKIeHa Ha 3aceaHnuu
Kaeapbl KOMIBIOTEPHBIX TEXHOJIOTUH ¢ M3MeHeHusIMU (6e3 u3menenuit) Ha 2021 rog.

ITporokoma Ne OT « » 2021 r.

3aBeyronuit kadeapoit

Pabouas nporpamma paccMoTpeHa U nepeyTBepKIeHa Ha 3aceaHnuu
Kaeapbl KOMIBIOTEPHBIX TEXHOJIOTHH ¢ M3MeHeHusIMU (0e3 u3meHenuit) Ha 2022 rog.

ITporoxos Ne OT « » 2022 .

3aBeyronuii kadeapoit

Pabouas nporpamMma paccMoTpeHa U nepeyTBepKIeHa Ha 3aceaHnuu
Kaeapbl KOMIBIOTEPHBIX TEXHOJOTHH ¢ M3MeHeHUsIMU (0e3 m3meHenuit) Ha 2023 rog.

ITporoxos Ne OT « » 2023 r.

3aBeyromnuit kKadeapoit
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