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1. OBJIACTb TIPUMEHEHUA 1 MECTO JUCHUIIJIMHBI B YHEGHOM ITPOLHECCE

VYuebnas qucnumuHa «3amurta nHpopmannu B OC Linux» OTHOCHTCS K BApUATHBHOM YacTH
po¢eCCHOHATBLHOTO OJI0KAa U COCTOUT U3 IBYX COAEPIKATEIBHBIX MOTYJICH.

OcHoBrIBaeTcs Ha 0aze muctuiuiaH: «CeTr U cucTeMbl iepenadn nHpopMarm» u «be3onacHocTh
OHGpaI_[I/IOHHBIX CUCTEMD). ﬂBH}IGTC}I OCHOBOﬁ JJIs1 I/I?)y‘IeHI/I}I JOUCIHUIIJIINHBIL: ((3aI_I_II/ITa I/IH(bOpMaI_[I/II/I B

BUPTYAJIBHBIX CETAX).

2.  CTPYKTYPA JUCHHUIIJIMHBI

Xapaxmepucmuka y4eoHoil OucyuniIuHvl

Hanpasnenue noaroToBku

10.04.01 Madopmanronnast 6€301MacHOCTb

Marucrepckas nporpaMma

WNudopmannonnas 6€300acHOCTb

OO6pa3oBarenpHas mporpaMmma

aKaJeMHuecKasi MarucTparypa

Kammduxarms

MarucTp

KonnuecTBo coniepaTenbHbIX MOJTYJICH

2

JucnummHa 6a30Boi / BapUaTUBHOMN 4acTu
00paszoBaTebHON MTPOTrPaAMMBI

JTUCHUIIIMHA BApUaTUBHOMN YacTu
brnoxka 1 «/lucriunnuHey

®opwmel kouTposist (MK, sk3ameH, 3auer)

1 MOAYNBHBIA KOHTPOJIb, 1 AK3aMEeH

TMoKasare ouHas hopma 3aouHas Gpopma
o0yJeHus o0yJeHus
KonndecTBo 3a4eTHBIX eAMHULL (KPEAUTOB) 3
I'on moaroroBku 1
Cemectp 1
KonanyecTBo yacoB 108
- JICKITHOHHBIX 18
- IPAKTUYECKUX, CCMUHAPCKUX
- 1abOPaTOPHBIX 36
- CaMOCTOSITEIbHON pabOTHI 54
B T.4. UHAMBHUAYAJIbHOE 3aJaHHE
HenenbHOE KOIHYECTBO YaCOB,
B T.4. ayIMTOPHBIX 3
3. OINUCAHHUE JUCHOUIIJINHBI
Llenau u 3axa4n
Ileny - w3yuyeHWE CTYIACHTAMH apXWUTEKTYpbl W METOJOB 3allUTHl HHPOpPMAIUU B

oTepanroHHol cucreMe Linux.
3aoauu:

1) u3ydeHue TEPMHUHOJIOTHH, TOHATUHHOIO ammapara ©u OOLIIMX TOAXOIOB K
obecrieueHno HHGHOPMAITMOHHONW 0€30MaCHOCTH B OMEPalMOHHOM cucTeme Linux
2) monyyuTh MpEICTaBICHUE O cepBUcax, mpepocrasisieMbix OC Linux u o mpuemax

peau3aIum STHX CEPBUCOB;

3) wu3y4YeHHE THIOBHIX YTpo3 OE30MACHOCTH B ONEPAIMOHHON cucTeMe Linux; n3yueHue
CPEICTB M METOJIOB o0OecrieueHrsi HHPOPMAIIMOHHON O€301acHOCTH.

TpedoBaHUs K pe3yJbTaTaM OCBOEHHS JUCHMILIUHBI. Hpouecc HN3YUYCHUS AUCHUITIINHBI

«3amuta uHpopmamuu B OC Linux» HampaBieH Ha (OPMHUpPOBaHHME 3JIEMEHTOB CIEIYIOLINX
komnereHii B cootBeTrcTBUM ¢ PI'OC BO P® mnanpasnenuss mnoarotoBku 10.04.01
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uHpopMalMOHHAs 0€30MacHOCTh M OCHOBHOW  0Opa3oBaTeIbHOM MPOrpaMMBbl  BBICIIETO
npodeccuoHaIbHOTO 00pa3oBaHus HanpasiaeHus nmoarotTosku 10.04.01 MuadopmarnmonHas
0€3011aCHOCTb.

[Tpouecc m3ydeHHs] AUCUMILIMHBI HAmpaBieH Ha (HOPMHUPOBAHHE 3JIEMEHTOB CIEIYIOIINX
komrereHmii B coorsercTBur ¢ 'OC BIIO no ganHOMy HanpaBiIeHUIO MOATOTOBKH (IPOQHITIO):

a) o0mekyJbTypHbIX (OK):

- CITIOCOOHOCTBIO K a0CTPaKTHOMY MBIIIICHHIO, aHanu3y, cuaTe3y (OK - 1);

- CIIOCOOHOCTBIO CAaMOCTOATEILHO MPUOOPETATh ¢ TMTOMOIIBI0 MHGOPMAIIMOHHBIX TEXHOJIOTHI
Y UCTIOJNIhb30BaTh B MPAKTUYECKOU JEATEIHHOCTH HOBBIC 3HaHus U ymeHus (OK - 2).

0) oomenpodeccuonanbubix (OIIK):

- CIMIOCOOHOCTHIO K KOMMYHHKAIIUU B YCTHOM M MUCHhbMEHHOW (hopMax Ha rOCyJIapCTBEHHOM U
OJIHOM M3 MHOCTPAHHBIX S3BIKOB JIJIS PEIICHUS 3a1a4 npodeccuonanbHou nesrenpHoctu (OI1K -1);

- CIIOCOOHOCTBIO K CaMOCTOSITEIbHOMY OOYYEHHI0 M TNPUMEHEHHIO HOBBIX METOOB
uccienoBanus npodeccruonanbuon aestenpbHocTh (OIIK — 2).

B) npodeccuonanbubix (I1K):

NPOEKTHAS 1eSITeIbHOCTh:

- CIOCOOHOCTBIO pa3pabaThiBaTh MPOTPAMMBbI M METOJIWKH HCIBITAHUN CPEICTB M CHUCTEM
obecnieuenus nHpopmannonHoi o6e3onacHoctu (I1K-4).

HAYYHO-MCCJIEI0BATEIbCKAS 1eSITETbHOCTh:

- CHOCOOHOCTBIO  00pabaThIBaTh  PE3yJbTAaThl  DKCIIEPUMEHTAIBHBIX  HCCIEAOBAHUH,
0opOpPMIISITh HAYYHO-TEXHUYECKHUE OTYETHI, 0030phI, TOTOBHTH IO pPe3yJIbTaTaM BBIMOJIHEHHBIX
ncciea0Banuil HayuHble nokiaanasl u cratbu (11K - 8).

neaaroruvyeckas 1esiTeJIbHOCTh:

- CHOCOOHOCTBIO MPOBOAUTH 3aHATUS MO M3OPAHHBIM AUCHMILIMHAM MpPEIMETHONW 00J1acTh
JAHHOTO HamNpaBlieHUsT © pa3pabaThiBaTh METOJWYECKHUE MaTepHallbl, HUCIOJIb3yeMbIe B
obpasoBarenbHol aestenbHOoCcTH (ITK - 11);

OPraHu3alOHHO-YNIPaBJIeHYeCKAas eSITeTbHOCTh:

- CITIOCOOHOCTBHIO OPTraHU30BaTh BHINIOJHEHHE PadOT, YPaBIATh KOJUIEKTUBOM HCIOIHUTENEH
U IpuHUMaTh ynpasienueckue pemenus (I1K - 12);

B pe3yabTare u3yueHusi MOAYJIsl CTYAEHT H0JIAKEH
3HaTh:
- ocHOBHbIe npuHIUNBI QyHKIIMOHUpoBaHUS OC Linux u e€ mojcucTeM 3arpy3uuka;
- CHCTEMBbl yIpaBJieHHs BUPTYaJIbHOM MaMAThIO;
- TOJCUCTEMBI BBOJA-BhIBO/IA;
- (aitoBo¥ CUCTEMBI;
- TIOJICHCTEM ayTEHTHU(UKALUU U aBTOPU3AIUH.
Ymersb:
- pemiaTh THMOBBIE 331a4u CUCTEeMHOTO iporpammupoBanus B OC Linux;
- T0JIb30BaThCs JOKYMEHTaIUeH;
Baaners:
-  HMHCTPYMEHTAJIBHBIMH cpeAcTBaMu mnporpammupoBanus miass OC cemelictBa Linux:
KOMaHIHBIMH TIporieccopamu sh/bash,
- HaBbIKaMU HAaCTPOMKH MOICUCTEM 3aILUTHI.



4. COIEPXAHUE JUCIUIIVIMHBI U ®OPMbI OPTAHU3AIIUU YYEBHOI'O

IMPOLOECCA

IHopsinkoBbIid HOMEP U
TeMa

Kparkoe cogepkanue TemMbl

Cooeporcamenvuotii mooyas 1

Tema 1. Beeneuue B
OMEPALMOHHYIO CUCTEMY
Linux

Ucropust FOHukc. PaznoBumnoctu FOHukc. Jluctpubytussl Linux

Tema 2 dDaiinosas
cucrema Linux. Pabora ¢

¢aitnamu. Ilpasa nocrymna.

Tuner ¢aiinos. OObranble daiinsl. Katamoru. daiinbl ycTpolcTs.
Komangpt Is. HaBuranwst o ¢aiinoBoii cucreme: koMaH s cd,
pushd, popd, pwd. Co3znanue, ynanenue u KOnupoBaHue (Haiios.
Komanner touch, rm, cp. Oneparun ¢ katanoramu. Komaner mkdir
u rmdir. Baxxneiinue karanoru aitioBoit cucteMsl Linux.
Pacnpenenenue npas goctyna B Linux. Yrenue. 3anuce.
Brimoaenune. OcoO0eHHOCTH TIpaB y Katamoros. HasHaueHue npas
nocryna. Komannet chmod, chown, chgrp. Sticky bit. BeiBoa
TEKCTOBOM nH(popMmaru Ha skpaH. Komanssl cat, tac, more, less,
head, tail, od. [IporpamMmma nmpocmoTpa CripaBOYHOTO PYKOBOJCTBA
man. [lepenanpasnenue BeiBoaa. [lonstue stdin, stdout, stderr.
Kanaser. Oneparopsl | u <, >, >>. ®uibTpoBanue HHPOPMAITUH.
Perynspusle Belpaxxenus. Komanaa grep. ApXxuBUpOBaHUE.
YTunutsel tar u gzip.

Tema 3. YuéTHbIE 3aIIHCH
B Linux

[TonsiTue yuetHo# 3anucu u ayreHTudukanuu. Daitnsl/etc/passwd u
/etc/group, /etc/shadow u /etc/gshadow.

VYuetnas 3anuchk root. [Taponu B Linux. Komanasr login, su,
newgrp, passwd, gpasswd, chage. Co3manue u yJajieHue yu4eTHBIX
3anucei

Tema 4. I1poueccol

[Iponeccr! B Linux. MaenTudukaropsl nporeccon. /[eMOHBI.
Komanga ps. [IlpaBa pgocrtyma mporeccoB. PeanbHbil 1
spdextuBHb  upeHTHdukaropel. buter SUID wu  SGID.
Vnpasnenue nporeccamu. CurHansl. Komannasr nice, nohup, kill,
killall.

Tema 5. Komagaarie
000JI0YKH

[TonsiTne koManaHON 000104KH. O030p KOMaHAHBIX 000IOYEK.
Komannnas oGomouka bash. OcobGennoctu paboTel (McTOpUS
KOMaHJI, orieparop “!”, NEHCTBUA TO HAXaTWIO KJIABUIIM <tab>).
MHOTr03a/1a4HOCTh B KOHCOJIM. 3a/laHusl. YNPaBICHHUE 3aIaHUSMHU.
[Tepemennsbie cpeanl. Midnight commander

[IporpammupoBanue 1ist Bash.

CoodeprcamenvHulit MoOyib 2

Tema 6. TekcToBBIE

pEeaKTOPHI

Penaxrop vi. Penakrop Emacs

Tema 7. Dtansl 3arpy3ku
CHCTEMBI

O6muii o630p mpomecca. Paza 3arpyzumka (GRUB, LILO,
Loadlin). ®a3a siapa. Dtan 3arpy3ku siapa. DTam 3amycka sapa.
OcHOBHBIE ATambl 3arpy3kKd KOMIBIOTEpa Kak 10 Havaina paboTh
Snpo Linux (cucreMHO-HE3aBHUCHMMAasi 4acTh), TaK M B IIPOIIECCE
3arpy3ku cucteMbl (coOcTBeHHO Linux). YpOBHHM BBITIOJHEHUS U
CTapTOBbIC clieHapuu. [leiicTBUs, HEOOXOAMMBIC MJISi OCTaHOBKH
cucremsl. [Ipouecc init . ®aiin /etc/inittab. Karanor /etc/re.d

Tema 8.
Kondurypannonusie

OnepanoHHass CHCTEMa KaK COBOKYIIHOCTh TpPE€X 4YacTeu:
HEU3MEHseMOl  (peanm3anuu), u3MeHseMoil  (mpodwis) u



http://www.intuit.ru/studies/courses/37/37/lecture/1096
http://www.intuit.ru/studies/courses/37/37/lecture/1096
http://www.intuit.ru/studies/courses/37/37/lecture/1098
http://www.intuit.ru/studies/courses/37/37/lecture/1098
http://www.intuit.ru/studies/courses/37/37/lecture/1102
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(bhaims

HaIoJTHEHHS (TMOJIB30BaTeNbCKuX (aitoB). XapakTepHbie s Linux
cBoMcTBa MPOQUIISA U CIOCOOBI padOTHI ¢ HUM. [IpuMepBl OCHOBHBIX
KOHpUTypanMoHHBIX  (alJoB W  3aJlaHue HMH  CBOWCTB
COOTBETCTBYIOIIUX CHUCTEMHBIX CIIy:kO. [loHsTHe mMmmaHupoBaHUs
samanuii. Komanpga at. Jlemon cron. Komana crontab. Karaor /etc

Tema.9. Mapuipytuzanus

Crpykrypa monenu OSI. CemelictBo mpotokonoB TCP/IP.
Crpykrypa nakera IP. Ctpykrypa IP-anpeca. [Toncern. ifconfig u
HacTpoiika nporokona [P. Mapupyrusanus. ABTOHOMHbIE 001acTH.
M?9. Komanpa route. CTpykTypa noiaHoro aapeca B nmporokosie UDP.
[Honstne UDP-nopros. Crpykrypa UDP-nakera.
Pacnipoctpanennsie UDP-cepBucel. DNS. Bind. Ctpykrypa
nosiHoro azapeca B mpotokosie TCP. [Tousitue TCP-coenrneHust.
Crpykrypa TCP-makera. Pacnpoctpanennsie TCP-cepBucs. Telnet:
xinetd, in.telnetd. SSH: sshd. FTP. vsftpd. HTTP. Apache.
[Tporokon ICMP. Tumsl makeToB. Y TUIMTHI ping, traceroute,
tcptraceroute. Ytunutsl ynpasinenus cetblo. Nmap. NatCat. Netstat.

Tema.10. Boripocsl
OesomacHocT s Linux

Vsa3eumocte OC Linux. IlpoekTtsr Oe3omacHoctu s Linux.
Mangarasie mogenu B8 OC Linux

TeMaTn4yeckuii miIaH

KoJynuecTBO 4acoB
Ounast popma o0yueHHst 3aouHasi hopma 00yueHHs
B T.4. B T.4.
< < < <
Ha3zpanus cosepskaTe/ibHBIX e g = z g 21 = z
MojLy.teii n Tem ol «| 2| E| 5¢g|E¢ 2| =8 E| 5¢| B¢
ot = Q ) HE o » © o = ) o 5 o > 0
Q == = RO | H\© Q =g ) = S e} =5 \©
A 2| = < © 3| & A 2| 5 < © s =
o| g o | 5 2l d 9 Sl g & 5 & ®e
BlE 8| & x| E = Flyg 8| ¢ % Ew
= o =
g &\ 2 = E 2| 2 =
= s = = s =
Tema 1. BBenenue B ] 1 ) 5
OTIepaIMOHHYIO cUcTeMy Linux
Tema 2. daiinoBas cucteMa
Linux. Pabora ¢ gaiinamu. [Ipasa | 13 | 2 4 7
JOCTyTIa
Tema 3. YuérHble 3amucy B
. 8 1 2 5
Linux
Tema 4 Tlpouecchl 11 | 2 4 5
Tema 5 Komanmusie 000JI09KH 11 2 4 5
Tema 6 TexcTOBBIE PEHAKTOPHI 11 | 2 4 5
Tema 7. Otansl 3arpy3Ku
Py 11| 2 4 | s
CHCTEMBI
Tema 8. KouburypaunoHasie
" urypan 1|2 4 | s
(haiiiTer
Tema 9. Mapmipytuzanus 11 4 7
Tema 10. Bormpocsl
. 11 | 2 4 5
Oe3omacHocT Wit Linux
Hmozo
no codepocamenvHomy mooyao | 108 é 36 54
1



http://www.intuit.ru/studies/courses/37/37/lecture/1102
http://www.intuit.ru/studies/courses/37/37/lecture/1096
http://www.intuit.ru/studies/courses/37/37/lecture/1098
http://www.intuit.ru/studies/courses/37/37/lecture/1098
http://www.intuit.ru/studies/courses/37/37/lecture/1102
http://www.intuit.ru/studies/courses/37/37/lecture/1102
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5.  METOAWYECKHUE PEKOMEHJIALIMH JUIS [IPOBEJAEHUS
JIEKIMOHHBIX, IPAKTUYECKHUX U JIABOPATOPHBIX 3AHSTHI

TeMBI JJeKIIMOHHBIX 3aHATHH

Ne Konuuecmeo
wn Ha3zeéanue memoi waCOs
1 [BBenenue B onepanoHHylo cucremy Linux 2
2 |DaiinoBas cuctema Linux. Pabota ¢ ¢aiinamu. IlpaBa nocryma. 2
3 [Yuérnsie 3anucu B Linux 2
4 |[Tpouecchl 2
5 |KomaumHble 000JI0OYKHT 2
6 [TekcroBble peaaKTOPbI 2
7 [2Tamnbl 3arpy3Ku CUCTEMBI 2
8 |MapupyTuzamus 2
9 |Bompocsl 6e3omacHocT Juist Linux 2

BCEI'O 18

Tembl (MpaKTHYeCKHUX, Ja00PaTOPHBIX, CCMUHAPCKUX) 3aHATHIA

No
n/n

Ha3zeanue memuwi

Konuuecmeo
uacoe

'YcranoBka BupTyasibHOU MamuHbl Oracle VM VirtualBox u quctpubytnsa)
Linux CentOS-6.8.

2

PaboTa ¢ komaHaHOM cTpoKoi Linux

PaboTa ¢ aitmamu u ccbuIKaMu

bazoseie pynkiuu OC Linux.

VuértHbie 3anucu B Linux

'Ynpasienue npoueccamu B Linux.

[IporpammupoBanue Ha Bash. [lepeMeHHbIe 1 TapaMeTphl CKPHUIITA

[TporpammupoBanue Ha Bash. Ycnosus. MHOXecTBEHHBIN BBIOOD

O | 0| J| | | | W] D

[TporpammupoBanue Ha Bash. Onepatopsr niukia

N N[NNI

—
S

[IporpammupoBanue Ha Bash. JlokanpHbIEC 1 T100aTBHBIC IEPEMEHHEBIE.
DyHKIHH.

[\

11

TexcroBbiil penakTop VI

12

Hactpoiiku cetu B Linux

13

Mapmpytuzanus B Linux.

14

Hactpoiika padotsl [Psec B Linux.

RN I SN

BCEI'O



http://linux-my.ru/laby/laboratornaya-rabota-9-nastrojki-seti-v-linux.html

6. METOIUYECKHE PEKOMEHJALNH 11O OPTAHHU3ATIMN
CAMOCTOATEJIBHOU PABOTBI CTYJAEHTOB

OCHOBHBIMU HaINpaBJIEHUSIMH CAMOCTOATENBHOM pabOThI CTYI€HTA SBIISIFOTCS:

CHCTEMaTHYEeCKOE BeJICHHE KOHCIIEKTa JICKIM M MOBCEIHEBHYIO MPOPAOOTKY JEKIIMOHHOTO
Mmarepuaa;

MOJATOTOBKY K TPAKTHUYECKUM 3aHATHAM (M3ydeHue y4eOHOW, HAydyHOH M METOAMYECKOU
JUTEPATypBl, HaUCaHUE pedepaToB U MOATOTOBKY IMPE3EHTALMH IO TEMaM 3aHATHI);

MOJTrOTOBKA K MOJTyJIbHOMY KOHTPOJIIO M 3aUeTy.

Ilenplo camMOCTOATENBHOM pabOThI CTYIEHTOB SIBISETCS OBJIAJAECHUE (DPYHIAMEHTATIbHBIMU
3HAHUSMH, MPO(HECCHOHATBPHBIMU YMEHHMSIMHM M HaBblIKaMu o mpodwmo Oyaymieid npodeccuw,
ONBITOM  TBOPYECKOM, MCCIENOBATENbCKON  AEATENbHOCTH, pPa3BUTHE CaMOCTOSTENbHOCTH,
OTBETCTBEHHOCTH U OPTaHW30BAHHOCTH, TBOPYECKOTIO MOJXO0/a K PEIICHUI0 MpobieM yueOHOro U
poeCCHOHAIBHOTO YPOBHEH.

Opranusanusi CaMoCTOATEILHONH padoThI CTYJA€HTOB

3 Konuuecm

n/-n Ha3zeanue memoi 60
uacoe

1 (Ccbuku. 6
2 |ATpubyThI co3gaBaeMoro mpoiecca. CUCTEMHBIN BBI30B clone. 6
3 [Kanansl. 6
4 |Curnanst 6
5 |MyJIbTUIUIEKCUPOBAHUE BBOAA-BBIBOJIA. 6
6 [[Ipunuunel opranuzanuu IP cereit. 6
7 [[lonsTue cokera. 6
8 |Pa3pemieHne nMeH 6
9 |CeteBbie ciy OBl 6
BCEI'O 54

7. UHAUBUAYAJIbHBIE 3AJIAHUS
HUnousuoyanvnvie 3a0anus He npedyCmMompeHnsl

8. KOHTPOJIBHBIE BOITPOCHI K MPOMEXKYTOYHOM ATTECTAIIUA

1. Ucropus FOnuke. PasnoBuanoctu FOuukce. JAuctpulyrussr Linux.

2. Tumnsl aiinoB. O6srunbIe (aitipl. Katanoru. @aitnel yerpoiictB. Komaner Is.

3. HaBuramus no ¢aiinosoii cucteme: komansl cd, pushd, popd, pwd. Co3nanue, ynanenue
u korpoBanue (aitnoB. Komanssr touch, rm, cp.

3. Onepanun ¢ katanoramu. Komanael mkdir u rmdir. Baxueiimue karamoru daitnoBoi
cucrembl Linux. Pacnpenenenue mpas moctyna B Linux. Urenue. 3amuch. BeinmonHenue.
Oco00EeHHOCTH TIPaB y KaTaJIoroB.

4. Haznauenue npaB gocryna. Komanael chmod, chown, chgrp. Sticky bit.

5. BeBox TekcToBoii mHpopManuu Ha 3KpaH. Komannas! cat, tac, more, less, head, tail, od.
[TporpamMma mpocMoTpa CIpaBOYHOTO PYKOBOJICTBA man.

6. [lepenanpasnenue BeiBoaa. [lonstue stdin, stdout, stderr. Kananbr. Oneparopsl | u <, >,
>>
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7. @unpTpoBanue nHpopmauuu. Perynspusie Boipaxenus. Komanna grep. ApXxuBHpOBaHue.
YTunutsel tar u gzip.

8. Ilomstue yuerHoi 3amucu u ayreHTu¢ukanuu. @aitnbl/etc/passwd u /etc/group,
/etc/shadow u /etc/gshadow.

9. Yuernas 3anuch root. [Taponmu B Linux. Komanas! login, su, newgrp, passwd, gpasswd,
chage. Co3nmanue v ynajeHHe YYETHBIX 3alcei.

10. Iporueccs! B Linux. MaenTrdUKaTOPHI POLIECCOB. J[eMOHBI.

11. Komanna ps. [IpaBa nocryna nporieccoB. PeanbHblit 1 3 hEeKTUBHBIN HICHTH(PUKATOPHI.

12. buter SUID u SGID. Ynpasnenue nporeccamu. Curnansl. Komanas! nice, nohup, kill,
killall.

13. Ionstue xomangHON o6omouku. O030p KoMaHIHBIX 0Oonouek. KomanmHas obonouka
bash.

14. OcobGennoct paboThl (MCTOPUS KOMaHI, orieparop “!”, 7eWCTBUS 0 HAXKATUIO KIIABUILU
<tab>). MHOT03a/1a4HOCTH B KOHCOJIH.

15. 3ananus. Ynpasienue 3aganusmu. [lepemennsie cpeasl. Midnight commander
16. [IporpammupoBanue Ha Bash

9. OBPABEII MOAYJBbHOI'O KOHTPOJIA

rOY BNO «1OHELKWI HAIIMOHAJBLHBI YHUBEPCUTET»
OU3UKO-TEXHUUYECKHUHU ®AKYJIbTET

Kadenpa pagnodusnku n1 "HOOKOMMYHUKAIIMOHHBIX TEXHOJIOTHIA
[Iporpamma moAroTOBKH: akajeMudeckas MarucTparypa
Jucrnunnuna «3anmra nHdopmaiuu B oc Linuxy»
Hamnpasnenue noarorosku:10.04.01 Uudopmanmonnas 6e30nacHocTh, cemecTp 1.

MOAYJbHASA KOHTPOJIBHASA PABOTA
Bapuant Ne 1

1. OcHOBHBIE TIOHATHS: KOPHEBOW KaTajol, TOYKAa MOHTHUPOBAHUS, IOMAIIHHUNA KaTaor,
POAUTENBCKUI KAaTAJIOT, TEKYIINN KaTaJIor.

2. Komannmnas o6omouka bash. OcobGenHocT paboThl (McTOpUs KOMaHa, omeparop “!”
JEHCTBHSI TIO HAXKATHUIO KJIABHIN <tab>).

3. Cospmaiite aupekTopuio /example, B KoTopyto nomecture (aitnbr: 123.txt, ast.txt, alice.txt
[IpocmotpuTe Bee (paityipl AUpEKTOpUH /example ¢ TOMOIIBI0 KOMaHIbI grep.

b

VTBepkAEHO Ha 3aceJaHuU 3aB. kadempoit

Kadeapol. P® u UKT B.B. Jlanunos

No OT 20 1. DK3aMeHaTop E. H. Koxena
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Kpurepun oneHuBaHNs MOLY/JIbHOI0 KOHTPOJISI

Homep 3a0anusn Koauuecmeo o6annoe
1 5
2 5
3 5
Bcezo 15

10. OBPA3EL 9K3AMEHAIIMOHHOT'O BUJIETA

Teopemuueckue 60npocel K IK3aMeHy

1. Ucropust FOuuke. PasnoBuanoctu OuuKc. J{uctpubyTtuss! Linux.

2. Tuner aitnos. O0brunble daiinbl. Katanoru. daiiner ycrpoiicts. Komannst Is.

3. HaBuramus mo ¢aiinoBoii cucreme: komauasl cd, pushd, popd, pwd. Co3nanue, ynanenue u
konupoBanue (aiiaos. Komanasr touch, rm, cp.

3. Onepauuu ¢ karagoramu. Komanael mkdir 1 rmdir. Baxueiimme katanoru (HaiaoBoil CHCTEMbI
Linux. Pacmpenenenne mpaB nmoctyna B Linux. Yrtenue. 3amuch. Bremmomnenne. OcoOeHHOCTH TpaB y
KaTaJIOroB.

4. Hasnauyenwue npas qocryna. Komanasl chmod, chown, chgrp. Sticky bit.

5. BeBonm TekctoBoit mH(popManmu Ha sKpaH. Komanmer cat, tac, more, less, head, tail, od.
[Iporpamma npocMoTpa CIPaBOYHOTO PYKOBOJCTBA man.

6. [lepenanpasnenue BeiBoaa. [lonstue stdin, stdout, stderr. Kanansl. Oneparopsl | u <, >, >>,

7. O®unptpoBanue wuH(popmanmu. PerynspHeie BblpaxkeHus. Komanma grep. ApxuBHpOBaHHE.
YTunutel tar u gzip.

8. Tlonstne ydeTHoil 3amucu W ayreHtudukanuu. Paiinsi/etc/passwd u /etc/group, /etc/shadow u
/etc/gshadow.

9. Yuernas 3anuch root. [laponu B Linux. Komangsr login, su, newgrp, passwd, gpasswd, chage.
Co3nanue 1 yJajieHHe YIeTHBIX 3aITUCCH.

10. Ipomneccel B Linux. MUnentndukatopsl nporneccos. J{eMOHBI.

11. Komanna ps. IIpaBa noctyna npoueccoB. Peansnbrit u 3¢ (heKTUBHBIN HISHTU(OUKATOPHI.

12. Butet SUID u SGID. Ynpasnenue npoueccamu. Curnansl. Komanast nice, nohup, kill, killall.

13. onsTHe komaugHOH 06omouky. O630p KoMaHAHBIX 0Oosouek. Komananas obonouka bash.

14. OcoGennocty paboThl (MCTOpUS KOMaH[, oneparop “!”, NeicTBUS MO Ha)KaTUIO KJIaBULIM <tab>).
MHoOro3a1a4H0CTh B KOHCOJH.

15. 3amanus. Yopaenenue 3ananusamu. [lepemennsie cpenbl. Midnight commander

16. IlporpammupoBanue Ha Bash

17. Penakrop vi. Pegaktop Emacs.

18. OmepamoHHasi cucTeMa KaK COBOKYITHOCTh TpeX YacTed: Hem3MeHsAeMoH (peann3anun),
n3MeHsieMoii (pouIist) 1 HarmoJIHeHHS (TI0JIb30BATENbCKUX (HANIIOB).

19. Xapakrepnsie s Linux cBoiictBa mpoduist u crocoObl pabotel ¢ HUM. [IprMepsl OCHOBHBIX
KOH(UTIYypalMOHHBIX (DAIlJIOB U 3alaHIE UMH CBOWCTB COOTBETCTBYIOLINX CHUCTEMHBIX CIIYXO.

20.ITonstre mnanupoBaHus 3aaanuii. Komanza at. Jlemon cron. Komanna crontab. Katanor /etc

21. O6wmmii 0630p mporecca. Daza 3arpyzunka (GRUB, LILO, Loadlin). ®a3a sapa. Dramn 3arpy3ku
sanpa. JTan 3amycKa sapa.

22. OcHOBHBIC dTambl 3arpy3Kd KOMIIbIOTEpa Kak A0 Hayana paboTel SAapo Linux (cuctemHo-
He3aBHCHMas 4acTh), TaK M B Mpoliecce 3arpy3Ku CHCTeMBbI (coOcTBeHHO Linux). YpOBHM BBINONHEHHS U
CTapTOBBIE CLIEHAPUH.

23.JleticTBrs, HEOOXOMUMEIE I OCTAaHOBKHU cHcTeMBbl. IIporecc init . aiin /etc/inittab. Karamor
/etc/re.d

24. Ctpykrypa mogenu OSI. CemetictBo mpotokosnoB TCP/IP.

25. Crpykrypa naketa IP. Ctpykrypa IP-ampeca.

26. [loncern. ifconfig u HacTpoiika mpotokona IP.

27. Mapuipytuzanusa. ABToHoMHbIe o0nacti. M9. Komanga route.

28. Crpykrypa momHoro ampeca B mporokone UDP. Ilomstue UDP-mopros. Crpykrypa UDP-



11

nakera. Pacripoctpanennsie UDP-cepBucCHI.

29. DNS. Bind.

30. Crpykrypa mosHOTO anpeca B mporokosie TCP. Iorstue TCP-coemunenus. Ctpykrypa TCP-
naketa. Pactipoctpanennsie TCP-cepBHCHL.

31.Telnet: xinetd, in.telnetd. SSH: sshd. FTP. vsftpd. HTTP.

31. Apache. I[Iporokos ICMP. Tursl makeros.

32. Ytunutel ping, traceroute, tcptraceroute. Y THIUTHI yrpaBieHus ceTbio. Nmap. NatCat. Netstat.

33.V¥a3Bumocts OC Linux. [IpoexTs! Oe3omacHocTH A Linux.

34. Manpatasie Moaeinu B OC Linux.

rOYy BIO «IOHEIKUA HAIITMOHAJIbHBIIA YHUBEPCUTET»

®U3NKO-TEXHUYECKUHN ®AKYJBTET
Kadenpa pagrnodusnku u "HHOKOMMYHUKAITMOHHBIX TEXHOJIOTHH

IIporpaMMa noAroTOBKU: akaJeMU4ecKasi MarucTparypa
Jucuummna «3anmra uHpopManuu B oc Linux»
Hampasnenue noarorosku:10.04.01 Uudopmanmonnas 6e30macHocTh, cemecTp 1.

Buaer Nel

1. I[Tponeccrt B Linux. Unentudukarops! mporeccos. JleMOHBI.
2. buter SUID u SGID. Ynpasnenue npoueccamu. Curnansl. Komanns! nice, nohup, kill, killall.
3. Pabota c penakTopom vi:
a) BsiBecTH Bce CTpOKH, COMIEpIKaIIe CTPOKY Sun
b) BriBecTH Bce CTpOKH, I7ie IMEHA JIFOIeH HAUWHAIOTCS C J
¢) BriBectu Bce cTpoku, 3akaHunBaromuecs Ha 700
d) BeiBecTH Bce CTpOKH, KOTOPBIE HE coaepxaT 834
€) BsiBecTH Bce CTpOKH, C THEM POXKACHUS B IeKa0Ope
f) BeiBecTH Bce cTpoku ¢ TenedOHHBIMH HOMEpaMu, HadnHatomumucs ¢ 408
g) BeiBecTH Bce CTPOKH, COMIEpIKaIIHe CASAYIOUTYIO MTOCIEeI0BATEIbHOCTh CHMBOJIOB:
3arjJaBHYIO OyKBY, YE€TBIPE CTPOYHBIEC OYKBHI, 3aIATYIO, TPOOEN M OJIHY 3arJIaBHYIO OYKBY
h) BriBecTH Bce CTpOKH, B KOTOPbIX (amuinus HaunHaeTcs ¢ K nmm k
1) BsiBecTH Bce CTPOKH € UX MOPSIKOBBIMU HOMEPAMHU, TJIe TIOCTIEHEE YHCIOBOE MOJIE 3alUCH
COCTOUT M3 IIECTU IUPP
j) BsiBecTH Bce cTpokw, comeprkamntue cioBa Lincoln wmm lincoln

VYTBepKaeHO Ha 3acelaHud Kadeaps ,

IPOTOKOJ Ne OT « » 20 T.
3aBenyromnmii kageapoit Janunos B. B.
DK3aMeHaTop Koxekuna E. H.

Kpumepuu OUCHUBAHUA IK3AMEHA

Homep 3a0anusn Koauuecmeo oannos
1 10
2 10
3 30
Bcero 50 6ass10B
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11. OBPA3EIl TECTOBOI'O 3AJJAHUSA
Tecmosbie 3a0anus He npedycMompeHbl.

12. KPUTEPUU OLHEHUBAHUA

[To xypcy mpenmnosnaraercs MpoBeleHHUE MPOMEXYTOUHOM aTTecTalliud B BHJE MOAYJIHHOIO
KOHTPOJIS U SK3aMEHa.
Pacnpeoenenue 6annos, Komopuie MoZym noay4ums cmyoeHmsl 6 npouecce u3yyeHus

OUCUUNIUHDL
Opranu3anuoHHO CpPC Bcero
yueOHasi paboTa JlaGopaTopHble MoayabHblIii KOHTPOJIb
CTYAEHTA padoThI
Max 5 GamioB Max 20 6ayioB Max 25 6annos 50 6amioB

HlIxana coomeemcmeus 6a1106 HAUUOHAILHOU KAl

Onenka Ouenka mo OueHka 1o rocy1apcTBeHHOM LIKaJIe Ouenka no
no mkaJue | 100-6anabHoM (3x3ameH, TupPepeHUINPOBAHHBIN 3a4eT) rocy1apcTBeHHOMI
ECTS HIKaJIe KaJe (3a4er)
A 90-100 5 (OTIMYHO) 3a4TEHO
B 80-89 4 (xopo11o) 3a4TEHO
C 75-79 4 (xopor1io) 3a4TEHO
D 70-74 3 (YIOBJIIETBOPHUTEIHHO) 3a4TEHO
E 60-69 3 (YIOBJIIETBOPHUTEIHHO) 3a4TEHO
FX 35-59 2 (HeyIOBJIETBOPUTEIHHO) HE 3a4TEHO

C BO3MOHOCTBIO ITOBTOPHOU CHa4H
F 0-34 2 (HeyIOBJIETBOPUTEIHHO) HE 3a4TEHO
C BO3MOKHOCTHIO TIOBTOPHOM CIa4yMl MPH yCIOBUH
00s13aTeIbHOTO HAbOopa JOTOTHUTEIBHBIX OAJITIOB

13. MATEPHUAJIBHO-TEXHHUYECKOE OBECIHHEYHEHUE YYEBHOI'O TIPOLHECCA

JlexuvoHHBIE 3aHATUS IPOBOJATCA B Ay JUTOPUH, OCHALLICHHON MYJIBTUMEIUMHON TEXHUKOU U
JIOCKOH.

JlaGopaTopHble 3aHATUS TMPOBOAATCS B  KOMIBIOTEPHOM  Kiacce, 00OpYyIOBaHHOM
KOMIIbIOTEPAMU C JIMIIEH3MOHHBIM IPOrpaMMHBIM OO€CleYeHHeM, TOCTyloM K ceth MHrepHer,
CTOJIaMH, JOCKOM.
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14. PEKOMEHJIOBAHHASA JIUTEPATYPA

Ne
n/n

HaumenoBanue

Koi-Bo
IK3EMILIAPO
BB
oudaIMoTEeKe
JdouHY

Hanunumue
3JIEKTPOHHOM
BEpPCHHU B
IBC

Ocnosnas n1umepamypa

Heviten Xapsu M. Oneparmonnsie cucremsl: [B2 1.]. T. 2 :
Pacripenenennsie cuctemsbl, cetd, OezomacHocTh / X. M.
Heniten, I1. 1. Hewiten, . P. Yoduec ; mep. ¢ aHri. mox
pen. C. M. MousBko. - 3-e uzn. - M. : BUHOM, 2007. -
704 c.

Kopnep Muxasns. Becp  Linux YCTaHOBKA,
koH(purypupoBanue, ucrnoias3opanue / M. Koduep. - 7-e
3. - Mocksa : BMHOM, 2007. - 880 c.

Po66unCc, A. Linux: mporpamMmMupoBaHHE B IpUMEpax :
Ilep. ¢ anrn./Apnonsa Po66unc. - M.: Kynum-o6pas, 2005.
- 655 c.

3alMTHBIE MEXaHW3MbI OINEPAaLMOHHOM cucTeMbl Linux
[DnexTpoHHbIN pecypc]: yuebHoe nmocobue / Coct.: B. B.
Hanunos, E. H. Koxekuna. — Honenk: JonHY, 2020. —
135 c.— Dnexkrponnbie nannbie (1 daitn).

JlaGopatopusiii mpakTukyM o OC Linux [DIeKTpOHHBIHA
pecypc]: MeToAMYEeCKHE YKa3aHHA K J1abOpaTOpHOMY
npaktukymy / B. B. [lanuno, Koxexknna — JloHeuk:
JouHY, 2020. —74c. — DnextponHbie nanubie (1 daiin)

Jonoanumenvnas numepamypa

Tl'opnees, A. B. OnepaninoHHbie CHCTEMBI: Yued. JUIst
CTYJEHTOB BY30B, 00yUaIOIUXCsl 110 HAPaBICHUIO
noAroT. 6aKalaBpoB U MAarkCTPOB M HAMIPABJICHUIO MOATOT.
JTUTITIOMHD. criennranucToB "MHpopMaThKa U BEIYHCIL.
texauka" / A. B. Topzaees. - 2-e u3z. - CII6. u ap. : [Tutep
: [Tutep Ipunt, 2005. - 415 c.

Tanen6aym, 3. CoBpeMeHHbIE OTIepaIllHOHHBIE CUCTEMBI /
D. Tanenbaywm ; [[TepeBon A. JIeontses]. - 2-e uzn. - CIIO6.
u ap. : [lurep : Ilurep Ilpunt, 2005. - 1037 c.

15. UHO®OPMAIIUMOHHBIE PECYPCbI

1. Moii Linux Documentation Project. [DnexkTponnsiii pecypc]. — URL: http://rus-
linux.net/MyLDP/BOOKS/redhatsec/glava0l.htm

2. JJabopartopwust 10HOTO JTUHYKCOHUAA. [ DnekTpoHHbIH pecypc]. — URL:
http://younglinux.info/filestype

1. BBenenun B Linux [Dnektponnslii pecypc]. — URL: https://stepik.org/course/73/syllabus
http://www.linuxcenter.ru/lib/books/kostromin/_index#toc4

2. KpaTkoe BBeneHue B nmporpamMmupoBanue Ha Bash — gacts 1 . [Dnexktponssiii pecypc]. — URL:
Kparkoe BBeieHuE B IiporpaMmMupoBanue Ha Bash - yacts [



http://rus-linux.net/MyLDP/BOOKS/redhatsec/glava01.htm
http://rus-linux.net/MyLDP/BOOKS/redhatsec/glava01.htm
http://younglinux.info/filestype
https://stepik.org/course/73/syllabus
http://www.linuxcenter.ru/lib/books/kostromin/_index#toc4
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16. TIPOTPAMMHOE OBECHEYEHUE

1. Windows 7 PRO (kopriopatusnas auuensus JOHHY Ne 46484614);

2. Microsoft Office (koprioparusHnas aunensus JOHHY nunensus Ne 46472919);

3. Microsoft Visual Studio (sunensust mporpammsl DreamSpark 1uist BeIcInX y4eOHBIX
3aBeICHUN);

4. JIuuensuu GPL, Apache, BSD i cB0G01HOTO TPOrpaMMHOT0 00ecrieueHus:
AntuBupyc Kacnepckoro, Adobe Acrobat Reader,5/

5. CBoboaHO pacnpocTpansieMsiii Opay3ep Google Chrome

6. CBoOOHO pacripocTpansemas Buptyanbnas mammaa Oracle VM VirtualBox

7. CBoboHO pacnpocTpansieMbie TucTpuOyTuBbl Linux CentOS-6.8. u Kali Linux 64-bit

HNCITIOJIb3OBAHUE 3JIEKTPOHHOI'O OBYYEHUSA 1 JUCTAHIIUOHHBIX
OBPA3OBATEJIBHBIX TEXHOJIOT Ui

IIpn peanmsanuu mporpamMmel JTUCHUIUIMHBL MOTYT MCIOJIB30BaTbCA CIEAYIOIIME BHUIBI
3JIEKTPOHHOTO B3aUMOJEHCTBHUS MPENOAaBaTENb-CTYEHT:

- pa3MmelleHHe YYEOHBIX MaTepUalOB B OOJIAYHBIX XPAHWIUINAX IperojaaBaTesiell ams
WCIIOJIb30BaHMS CTYICHTAMU IIPU MIOATOTOBKE K 3aHATHIM;

- pacchbUIKa IO JIEKTPOHHOM I0YTE MATEPUANIOB U 3aJaHUM IS BBINOJIHEHUS, IIPOBEpPKaA
BBIIIOJIHEHHBIX 33JJaHUN;

- IOAJICPKKA CTPAHUYKU MPENOAABaTeNs U IPYII IIPEIOJaBaTeIb-CTyICHTHl B COLUAIbHBIX
CeTsIX Juisl 0OecreyeH s TEKYIEro KOHTPOJIs paboThl CTYJEHTOB

Pabouas mporpamma paccMOTpeHa U TIepeyTBEPKICHA Ha 3aceJaHuu Kadeapsl pagnodu3uku
1 "HOOKOMMYHUKAITMOHHBIX TEXHOJIOTUN ¢ M3MeHeHUsIMH (0e3 n3meHenuil) Ha 2021 rog.
IIpoToxkoi Ne OT « » 20 T.

3asenytomuii kadeapoit PO u UKT B.B. Jlanunos

PaGouast mporpamma paccMoTpeHa U TIEpeyTBEpIKAeHA Ha 3acelanui Kadeapbl paarnoPu3nku
¥ MH()OKOMMYHHMKAIIMOHHBIX TEXHOJIOTHI ¢ M3MEHEeHUsIMH (6e3 u3mMenenuii) Ha 2022 rox.
[TpoTokomn Ne OT « » 20 T.

3aeayromuii kadenpoit PO u UKT
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