roy BIIO «TOHEIKUI HAIITMOHAJILHBIT YHUBEPCUTET»
®U3UKO-TEXHUYECKUHN ®AKYJIbTET
KA®EJIPA PATUOD®U3NKU U TH®OKOMMYHUKAIIMOHHBIX
TEXHOJIOTU

PABOYAS TIPOI'PAMMA YYEBHOW AUCLUIJIUHBI
«BE3OINIACHOCTD IP-TEJIE®OHHUUN»

HanpagneHue noAroToBKH: 10.04.01 MudopmanimoHHas 6e30MacHOCTb
MarucTtepckasi nporpamma: MudopmalimonHas 0e30nacHOCTh
OGpasoBatenpHas nporpamma: S MDA TSER AL O RSB
KBanudukauus: MarucTp

®opma o0ydeHus: o4Hay

Jloneux 2020



YTBEPKIAIO:

[Iporpamma cocTabieHa ¢ ydetoM DenepanbHOro rocyaapcTBEHHOTO 06pa30BaTENBLHOTO
CTaHzapta BbIcuiero oOpa3zoBaHus HarnpasieHus mnoarotoBku 10.04.01 HWudopmauunonHas
6e30macHOCTb, YTBEpP)KAEHHOrO MpHka3oM MuHHcTepcTBa 0Opa3oBaHMst M Hayku Poccuiickoit
®enepauun ot 01 nexabpst 2016r. Ne 1513;
yueOHOro IjiaHa U OCHOBHOMH oOpa3zoBaTenbHOH nporpammel MHdopmannonHas 6e3o0nacHOCTb
HanpasieHust noarotosku 10.04.01 MudopmaunonHas 6e3omacHOCTh pa3paboTaHHbIX B ['OY
BIIO «/loHeuxuil HallMOHANBHBIH YHUBEPCHUTETY.

Paszpabotunku:
I.T H., Tpodeccop kadeaps! paiuoPpU3uKu
1 HH(HOKOMMYHHUKALIMOHHBIX TEXHOJIOTUH

accUCTeHT Kadenps! paguodU3nKH /)z/v
U UHPOKOMMYHUKALHOHHBIX TEXHOJOTHH I S1.U. Pywednukos

[Tporpamma yueOGHOH OUCLUIUIMHBI YTBEpXKAEHA Ha 3acelaHuu Kadeapsl paiuo(pHU3UKH U
MH()OKOMMYHHKaLHOHHBIX TEXHOJOTHH
[Tpotokon Nel7 ot «06» anpens 2020 .

3aBenyromuii kapeapoil paarnopusuKu

1 HH(HOKOMMYHHUKALIMOHHBIX TEXHOJIOTHIi JHanwmios B.B.

[Iporpamma yueOHOMH TUCLHILTHHBI 0100peHa y4eOHO-MeTOIMUeCKOH KOMUCcHel pu3nko-
TeXHHYECKOro daxyybTeTa
[Tpotokon Ne5 ot «15» anpenst 2020 r.

[Ipencenarens yueOHO-METOANYECKOM
KoMHccHH (hakynbTeTa ; B.H. Kotenko



1.  OBJIACTH IPUMEHEHUA U MECTO JUCHUIIJIMHBI B YHEGHOM ITPOLIECCE

VYuebnas nucrumiuHa «besonacHocts IP-tenedoHun» OTHOCUTCS K BapuaTHBHON 4acTH
npodecCHoHAIBHOTO 0J10Ka. TPyI0eMKOCTh OCBOCHHS JUCITUTIIMHBI COCTABISAET 2 3a4.ell. Uiu 72
yac. M3yuaerca B 3 ceMecTpe, MO IUCIUIUIMHE MPEIYCMOTPEH 3K3ameH. [ m3ydeHus JaHHOU
yueOHOM  AMCUMIIMHBI  HEOOXOAMMBI  3HAHHWS, YMEHHUS U  HaBbIKM, (OpMUPYEMBIE
NPEAIIECTBYOIUMHA  TUCHMIUIMHAMH: «OnepalMoOHHbIE CUCTEMBI», «KOMIBIOTEpHBIE CETHY,
«3amuTa UHGOPMALMU B KOMIIBIOTEPHBIX CETAX», «IKCHEPTHBIE CHUCTEMbl B HH()OPMAIIMOHHON
6e3omacHOCTH», «MOJIEIMPOBAHWE W CHCTEMBbl NPHUHATUS perieHuil», «llakeTbl MpHUKIAIHBIX
nporpaMM Ui Hay4dyHBIX pacdyeroBy». OCBOEHHE AMUCHUILIMHBI oOecrieuyuBaeT (pOpMHUpPOBAaHUE Y
CTYJCHTOB COBPEMEHHBIX HABBIKOB II0 IPOEKTUPOBAHUIO U IIOCTPOCHHMIO CHUCTEM IepeAauu
TOJIOCOBBIX JAHHBIX B CETSAX OOIIEro MoJb30BaHUS, a TaK K€ MPOCKTUPOBAHUE CPEACTB 3alllUTHI
3TUX JTAHHBIX

2. CTPYKTYPA JUCHUIIJIMHBI

Xapakmepucmuka yueonoii Oucyuniunsl

Hamnpasnenne noaroToBku 10.04.01 MadopmanmonHas 6€301acHOCTh
Marucrepckast nporpamma Wndpopmanmonnas 6e30MacHOCTb
O6pa3oBarenbHas IporpaMMa aKaJeMU4ecKas MarucTparypa
Kpanuduxarus MarucTp

KonngecTBo conepkaTeabHbIX MOJyJICH 2

JucrunanHa 6a30B0i / BapHaTUBHOMN YacTH

N BapunarnBHas 4actb
00pa3oBaTeNbHON IPOTPAMMBI

®opmel koaTpoJst (MK, sk3ameH, 3a4eT) DK3aMeH B 3 ceMecTpe, MOJTyJIb
TMokasatem ouyHas (opma 3ao04Has popma
o0yJeHus o0yJeHus

KonnyecTBo 3a4eTHBIX eqHUIT (KPEAUTOB) 2

['ox monroToBku 2

Cemectp 3

KonunuecTBo yacos 72

- JIEKIIMOHHBIX 18

- MPAKTUIECKUX, CEMUHAPCKHIX

- 1aOOPaTOPHBIX 18

- CaMOCTOSITEIILHOM pabOThI 36

B T.4. MHJAUBHIYAJILHOE 3a/IaHNE -
HenenrHOE KOMHYECTBO YacoB, 8
B T.4. ayJAUTOPHBIX 4

3. OINHUCAHUE JUCHUIIJINHBI

Llenau u 3axa4n

N3y4unTh OCHOBHBIE BO3MOKHOCTH OOecriedeHus 0€30MacHOCTH ip TeleOHHUN.

3agaun:

1) U3yunTs cnocoObl MPOTOTUIHMPOBAHUS KOMIBIOTEPHBIX ceTeil (M ceTell TenedoHuu) ¢
UTI0JIH30BAHUEM CUMYJISITOPOB U SMYJISITOPOB.

2) U3yuntp  cmocoObl  pa3BEPTHIBAHUS W COMPOBOXKIEHHUS  CHEIHMATBHBIX  CHUCTEM,
obecreunBarouX paboTy CEPBUCOB TEICHOHHUH.
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3) U3yunTh OCHOBHBIE BEKTOPHI aTaK Ha HHPOPMALIMOHHBIE CUCTEMBI ip Tene(oHHH.
4) N3yuuTh CpecTBa M MEXaHU3MBI OOeCIIeueHHUsT O€30MTaCHOCTH CUCTEM 1p TeneOoHUH.
5) [Ipoananu3upoBaTh CpeaCTBA ayIuTa O€30MACHOCTH CUCTEM ip Telne()OHHH.

TpeOoBanus K _pe3yabTaTaM OCBOEHUS] THCHUILTUHBL [Ipoliecc M3y4eHUs NUCIUTUTMHBI
«beszonacnocte  IP-tenmeponum» HampaBieH Ha (QOPMHPOBAHHE JJIEMEHTOB  CIEAYIOIIUX
komrnereHuuit B cootBerctBUM ¢ DI'OC BO PO wnanpasnenus mnoxaroroBku 10.04.01
Nudopmarnmonnas 06e30macHOCTh (KBaTu(UKAIUSA «MarucTp») W OCHOBHOW 00pa3oBaTeIbHOM
IporpaMMbl BbICHIETO MPO(GECCHOHATBLHOIO 00pa3oBaHus HarpasieHuss noarotoBku 10.04.01
NudopmarnmonHas 6€30macHOCTb.

[Iponiecc M3ydyeHHs MUCHMIUIMHBI HampaBiieH Ha (OPMHUPOBAHHME 3JIEMEHTOB CJEIYIOIIUX
koMmrieTeHui B coorBeTcTBUM ¢ ['OC BITO o nanHOMY HampaBiIeHHUIO MOATOTOBKH (MMPOGUITIO):

a) o0meKkyJabTypHbIX (OK):

- CHOCOOHOCTBIO K a0CTpaKTHOMY MBINIICHUIO, aHanu3y, cuaTe3y (OK - 1);

- COCOOHOCTBIO CAMOCTOSITENILHO MPUOOPETaTh C MOMOIIbI0 HH(OPMAIIMOHHBIX TEXHOJIOTHN
Y UCIOJIB30BaTh B MPAKTUUECKON JeATEILHOCTH HOBBIE 3HaHu U yMeHus (OK - 2).

0) oomenpogeccuonanbubix (OIIK):

- CNMOCOOHOCTHIO K KOMMYHHUKAIIUU B YCTHON M MUCbMEHHON (hOpMax Ha TOCYJapCTBEHHOM U
OJTHOM U3 MHOCTPAHHBIX S3bIKOB JUIA pelieHus 3aaa4 npodeccuonanbHoit nesrenbnoctu (OIIK -1);

- CIOCOOHOCTBIO K CaMOCTOSITEIbHOMY OOY4YeHUI0O M MPUMEHEHHI0O HOBBIX METOJIOB
uccienoBanus npodeccuoHanbHoi aesarenbHocTH (OIIK — 2).

B) npogeccuonanbHbIx (I1K):

NPOEKTHAS 1eATeJbHOCTh:

- CIOCOOHOCTBIO  aHAJM3UPOBATh  HANpPaBIEHUS  Pa3BUTHS  HMH(DOPMAILIMOHHBIX
(TeIeKOMMYHUKAITMOHHBIX), TPOTHO3UPOBATh 3(PPEeKTUBHOCT (YHKIMOHUPOBAHUS, OICHUBATH
3aTpaThl ¥ pUCKH, GOPMUPOBATH MOJUTUKY Oe30macHoCTH 00bekToB 3anuThl (I1K-1);

- CHOCOOHOCTBIO pa3palaTbiBaThb CHCTEMBI, KOMIUIEKCHI, CpEACTBAa M TEXHOJOTHHU
obecnieuenust nHpopmanmonnou 6ezonacHoctH (I1K-2);

- CIIOCOOHOCTBIO MPOU3BOJUTH OOOCHOBAHUE COCTaBA, XapAKTEPHCTUK M (PYHKIMOHAIBHBIX
BO3MOXKHOCTEH CHCTEM W CpeACTB obecreueHuss HHPOPMAIMOHHONW 0€30MacHOCTH OOBEKTOB
3alIUTHl HA OCHOBE POCCHICKHUX M MEXIyHapoaHbIX cTanaapTos (I1K-3);

- CIOCOOHOCTBIO pa3pabaThiBaTh MPOTpaMMbl U METOJIWKH HCHBITAHUN CPEICTB U CUCTEM
obecnieuenus nHpopmannoHHoii 6ezomnacHoctu (I1K-4).

HAYYHO-MCCJIe10BaTeIbCKAS 1eSITeIbHOCTh:

- CHoCOOHOCTBIO  aHANM3UPOBATh (yHOAMEHTAIbHbIE W  TNPHUKIAAHBIE  [POOJIEMBI
nH(GOPMallMOHHONW 0€30MacCHOCTH B YCIIOBHUSIX CTAaHOBJIEHUSI COBPEMEHHOr0 HHGOPMAIMOHHOTO
obmectna (IIK - 5);

- CHOCOOHOCTBIO OCYIIECTBIIATH COOp, 00pabOTKYy, aHAIM3 M CHCTEMATH3alMI0 HAy4dHO-
TEXHUYECKOH MH(OPMAIIUU 1O TeMe MCCIICAOBAaHUS, BHIOOP METOJIOB U CPEIACTB pEIICHUs 3a7auH,
pa3zpabarbiBaTh IJIaHBl U TMPOTPaMMbl IPOBEIACHHUS HAYYHBIX HCCIECIOBAHUM M TEXHUYECKUX
paszpaborok (I1K - 6);

- CHOCOOHOCTBIO  00pabaThiBaTh  PE3yJbTAaThl  DKCIIEPUMEHTATBHBIX  HCCIEAOBAHUMH,
0opOpMIIATh HAayYHO-TEXHHUYECKHUE OTYETHI, 0030pbI, FOTOBHTH IO pE3yJIbTaTaM BBITOJHEHHBIX
ncciea0Banuil HayuHble nokaaasl u cratbu (11K - 8).

nefarornyeckas 1esiTeJibHOCTh:

- CHOCOOHOCTBIO MPOBOAUTH 3aHATUS MO M30pPAHHBIM AUCLUMILIMHAM HPEIMETHONW 00J1acTh
JAHHOTO HampaBlieHUsT © pa3pabaThiBaTh METOJWYECKHE MaTepHallbl, HWCIOJIb3yeMbIe B
obpazoBarenbHo aestenpHOoCcTH (ITK - 11);

OpPraHM3alMOHHO-YNIPABJIEHYEeCKAs 1eATeJbHOCThb:

- CITIOCOOHOCTBHIO OPraHU30BaTh BHIIOJHEHHE PadOT, YPaBIsATh KOJUIEKTUBOM HCTIOIHUTENEH
U IpuHUMaTh ynpasienueckue pemenus (I1K - 12);

B pe3ynbraTe u3yueHus: yaeOHON AUCHUIIIMHBI CTYACHT JOJIKEH.




3HATh:

- OCHOBHBIE IPUHITUIIEI PYHKITMOHUPOBAHKS MH(GOPMAIIMOHHBIX CUCTEM 1p TelaehOHUH;
- IPUHLIUIIBI IPOSKTUPOBAHUS U Pa3padOTKX HHPOPMAIIMOHHBIX CUCTEM;

- ma"amadT yrpo3 ¥ TUIOBBIEC YA3BUMOCTH CUCTEM 1p TenedoHuu;

- cpeacTBa obecnieueHus: 0€30MacHOCTH 1p TenedoHuy;

YMmerh:

- OCYILECTBIISITh IOMCK U3BECTHBIX YSI3BUMOCTEH 1p TenedoHNH;
— OCYIIECTBIISITH BHEAPEHNE COBPEMEHHBIX METOIOB 0OOecIedeH s 0€30MacHOCTH;
— TIPOBOAMTH AyJIUT CUCTEM Ha COOTBETCTBHE KPUTEPHUSIM MHPOPMAIIMOHHOI 0€301acHOCTH;

Baagers:

— 3HAHWAMH I10 padoTe ¢ CEPBEPHBIMU peaTU3aUIMH OTIEPALIMOHHBIX CHCTEM;
— METOJIUKOM MOUCKA YSA3BUMOCTEH B CETAX ip TeIePOHUN
— HaBBIKAMH PabOTHI ¢ CEPTH(HUIIMPOBAHHBIMU CPEICTBAMH aHAIIN3A 3AIUIIICHHOCTH.

4. COIEPXAHUE JUCIUIIVIMHBI U ®OPMbI OPTAHU3AIIUU YYEBHOI'O

IMPOLOECCA

MopsaakoBbIii
HOMeEp M TeMa

KpaTkoe CoJIepPKaHu e TEMbI

Codeporcamenvuuliit mooyas 1

Tema 1.

Ananus u
MOCTPOCHHE CUCTEM
ip TeneoHUN

Tepmunomoruss ip Tenedponun. Ocobennoctu IP-tenedonnu [IpuHIUIED
MaKeTHOM mnepenadd. BuUIbl coequHEHUM, B3aUMOJIEHCTBUE C KOMITBIOTEPHOM
ceTrio. OnudpoBka rojrocoBoro curHaia. CxkaTtvue JaHHBIX MPHU TIepenade

Tema 2.
[Tepenada peun 1o ip
cetn

BzaumoneiictBue nporokonoB VolP. KadectBo mepenaun peueBoil nHGOpMauu
o IP-cetn. 3amepikka U MepHI IO YMEHBITICHUIO €€ BIUSHMS. SIBIICHUE HKUTTEPA,
MEpbl YMEHBILIEHHUS €ro BIUSHUS. DXO0, YCTPOWCTBA OTPaHUYEHMs €r0 BIMSHUSL.
TpeboBanus k anroputmMaMm KoaupoBaHus curHana. Kozeku IP-tenedonum.
OneHka KauecTBa BOCIIPHHIMAEMOH MH(OpPMAIHH.

Tema 3. Apxutektypa crangapta H.323. Crek nportokosnoB H.323. YcranoBnenue
[Iporokon H.323 coequnenus mo H.323. O6ecnieuenne 6e3omacHoctu H.323
Tema 4. [Ipunnuner noctpoenus nporokoina SIP. Anpecanus SIP. Apxurekrypa cetu SIP.

[Tpotoxkon SIP

Cpasuaenne H.323 u SIP. 3amura SIP.

CoodeparcamenvHblil MOOyb 2

Tema 5.

Meps! obecrieueHus
KadyecTBa
00CTyKBaHHS B
ceTsx ip TenedoHuu.

PesepBupoBanue pecypcoB Ha coequHeHus Tenedonuu. [Ipuoperusanus
Tpaduka. llepemapmpyTuzanus ¥ MEXaHH3MBI TOCTPOCHUS YCTOWYUBOTO
coenunaenus. [Iporokon MPLS. IIporokon RSVP

Tema 6.

Amnmapatnsie cpeactsa u mudpossie ATC. CereBble ycTpOHCTBa C CEpBUCAMH ip

CrenmanbHbIE tenedonuu. [Iporpammuo-anmapaTasie cpemncrsa. CepBepHBIC peaTu3alud
CHCTEMBI ip uudpossix ATC. ductpuOyTuBel, noaaep:xkuBatomye QyHKIUHU ip TenedoHnn B
TeneoHnu ceTax o0IIero NoIb30BaHHS

Tema 7. [TaccuBHBIE aTakW C MPOCITyIIMBaHKWEM Tpaduka. MaHUITYyIMpOBaHUE JaHHBIMHU,
JlangmadT yrpos TepearonIuxcs Mo KaHajgaMm cBs3d. Ilommena maHHbIX 00 aboHeHte. OTKa3 B
s ip Tene@oHNn U | 0OCTy)KMBaHUM WM TIOHKCHUE KadecTBa OOCTy)KMBaHUs. AyTEeHTHU(UKAIHS
3JIEMEHTHI abonentoB. lLlemocTHocTs TpH mepegade rojioca. AKTHBHas NpOBEpKa M
0e30IacHOCTH MOHHUTOPUHT COOBITHIA B CETH 1p TeIe)OHUN.

Tema 8. KommnnekcHble IUCTpUOYTHBBI CO BCTPOEHHBIMH CepBHCAaMH TellehOHUH HU
MexaHnu3MbI 6e3onacHocty  (elxstix). Hactpoiika 0e30macHOCTH Ha CTOpOHE cepBepa.
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obecrieueHUs Hactpoiika 0e€30mMacHOCTH Ha CTOpOHE KIMEHTA. AHAIW3 BO3MOXKHOCTEH
0e30MmacHOCTH nepexBata 3BOHKOB. OOiauHble TpoBaiiiepsl ip TenepoHUU. MecceHKEPHI C
KOMITOHEHTOB CETH MOIIEPKKOM TOJIOCOBOH CBSI3U. AHaN3 TpaduKa roJIOCOBON CBSI3M COBPEMEHHBIX
ip TemeoHuN. MECCCHIIKEPOB.

TemaTnyeckui nmiaan

Conep:xaTebHbIiI MOayJb 1

KoanuecTBo yacoB

OuHas ¢opma 00yueHHs

3aounas ¢opma oOyueHnst

B T.U. B T.U.
< < < <
Ha3zBanus coepkaTebHbIX L 21 E |E 2 2% | =
Moty ieii 1 TeM 5 =| §| £/ 5¢g84d £ | =| 8 E£|58:§
59 = L ol ko9 Y = z o |59 >49
2 =f 2 E| 39 EY 2 2| Z E |39 &g
5 o) o | 5 8 i () = S5 358§
> S 5 9& 9 | g 2|5 9& 9
= s S| & wE s 5| & |24 E x5
= s| =2 |F & s |z =
= 8 = = 8 =
Tema 1.
AHanu3 1 OCTPOCHUE CUCTEM ip 9 2 2 5
TeneGOHUur
Tema 2.
. 9 2 2 5
ITepenaya peun o ip cetn
Tema 3. 9 2 2 5
IIporokon H.323
Tema 4.
9 2 2 5
IIpoTtokon SIP
Hmozo no cooeprcamenvnomy
36 8 8 20
mooynio 1
Tema 5.
Mepsl o0ecriedeHns: KauecTBa 9 5 5 5
00CITy)KMBaHUS B CETAX ip
TeneoHuu.
Tema 6.
CrenmaibHBIE CUCTEMBI 1P 9 2 2 5
TeneGoHun
Tema 7.
JlangmadT yrpo3 mis ip 9 ) ) 5
Tene(POHUHN U DIIEMEHTBI
Oe3omacHOCTH
Tema 8.
MexaHU3MBI 00CCTICUCHHS 9 ) 5 5
0e30MmacHOCTH KOMIIOHEHTOB CETH
ip TeaeoHUN.
Hmoz0 no cooeprcamenvnomy
36 8 8 20
MO0yI0 2
Bcezo no oucuyuniune 72 16 16 | 40




5.  METOAWYECKHUE PEKOMEHJIALIMH JUIS [IPOBEJAEHUS
JIEKIMOHHBIX, IPAKTUYECKHUX U JIABOPATOPHBIX 3AHSTHI

TeMBI JJeKIIMOHHBIX 3aHATHH

) Konuuecmeo
wn Ha3zeanue memoi 4aCOs
1 |AHamu3 ¥ MOCTPOCHHE CUCTEM ip TenePOHUHN 2
2 [[Iepenaya peuu 1o ip ceTu 2
3 |[Iporokon H.323 2
4 |[Iporokoin SIP 2
5 [Mepsl obecnieueHus KauecTBa 00CITYKMBAaHUS B CETAX 1p TeIePOHUH. 2
6 |CneunanbHble CUCTEMBI ip TeneoHNH 2
7 Planpmadt yrpo3 amns ip TeneGOHUN U AJIEMEHTHI 0€3011aCHOCTH 2
8 |MexanuzMbl oOecriedyeHHs O€30MAaCHOCTH  KOMIIOHEHTOB CETH  ip )

TeneOHHH.
9 [BakmrounTtenbHOE 3aHSITHE. 2
BCEI'O 18
Tembl J1a00paTOPHBIX 3AHATHI
No Konuuecmeo
wn Ha3zeanue memoi waCos
1 [3nakomcTBO ¢ cumynsaTopom cererr «Cisco Packet Tracer» mist cereit )
Tene@oHun
2 [Hactpoiika 6a3zoBoii Tenedonun B «Cisco Packet Tracer» 2
3 |[IpomBunHyTas HacTpoiika 6azoBoii Tenedonuu B «Cisco Packet Tracer» 2
4 [Hactpoiika 6e3omacnoctu ceTeBbix ycrpoiicTB B«Cisco Packet Tracer» 2
5 [Pa3BépthiBanue cucteM ip Tenedonun Ha 0aze «Asterisk» 2
6 [Pa3BEépThIBaHME KIIMEHTCKUX MPUIIOKEHHUE 1p Terae)oHUH 2
7 [TectupoBanue 6e30MacHOCTH B3aUMOJCHCTBHUSA ip Tee(hOHOB 2
8 |[loBblmenue O0e30macHOCTH ip Tene(OHNH MyTEM TYHHEINPOBAHUS )
Tpaduka
9 [BakmrounTtenbHOE 3aHATHE. 2
BCEI'O 18

6. METOIMYECKHME PEKOMEHIAILIMU 11O OPTAHU3ALIUN
CAMOCTOSTEJBbHON PABOTHI CTYJEHTOB

Opranmn3anusi CaMOCTOAITEJIbHON PadoThI CTY/IECHTOB
CamocrosiTenbHas padoTa CTyIeHTOB 10 Kypcy «be3omacHocts [P-Tenedonuny» npemycmaTpuBaet:
— CHCTEMAaTUYEeCKOE BEeJICHNE KOHCIIEKTA JIEKIUN U MPOpadOTKY JISKIIMOHHOTO MaTepHaia;
— U3y4eHUE JOMOJHUTEIbHONU JTUTEPaTyphl U HHTEPHET-UCTOUHUKOB, B T.4. PEKOMEHYEMbIX 3TOM
IIPOrpamMMOoi;
— I0OPOCOBECTHYIO MOATOTOBKY K JIA0OPAaTOPHBIM 3aHSITHSIM;
— CaMOCTOSITEIIBbHOE pEIlIeHHUE 3a/1a4 J1a00paTOPHBIX padoT;
— CBOEBPEMEHHOE BBITIOJIHEHHE U Ka4eCTBEHHOE 0(hopMiIeHHE OTUETOB TI0 JTAOOPATOPHBIM paboTaM.



No Konuuecmeo
wn Ha3zeanue memuwi waCOs
1 |Ananu3 ys3Bumocteit npotokosnos SIP , H323. 8
2 |AHanmM3 KOMMEpYECKMX pelIeHud obecredeHus Oe30MacHOCTH  ip, 2
TenedOHUN.
3 |Aymut 6e3omacHOCTH ceTei ip TenedOoHUH. 8
4 |Va3sumoctu Skype, Viber u np. MecceHpkepoB ¢ QyHKIUSMHU Hepeaayy] ?
roJsoca.
5 |[lepcnekTHBBI pa3BUTHS ip TenehoHun 4
BCEI'O 36

7.  KOHTPOJIBHBIE BOITPOCHI K MPOMEXKYTOYHOM ATTECTAIIUA

1.Yro takoe IP-tenedonus?
Oco6ennoctu IP-Tenedonumn.
Haubonee yacto BcTpeuaeMmsbie ciieHapun [P-tenedonum.
3anepKku B Tee(OHUM U WX BIUSHUE HA OE30MaCHOCTD.
Urto Takoe JKUTEpP, U KaK OH BIHUSIET Ha OE30MaCHOCTbD.
Yto Takoe Kogexku?
IIpotokon SIP. Ero oco6ennocTy.
Uro Takoe QoS B ceTsx.
Mepsr obecrieuenust QoS.
0. Twums! yrpo3 B ceTsix [P-renedonun.

S0 NO LR W

8. OBPA3BEII MOAYJIBHOI'O KOHTPOJIA

rOY BNO «IOHELKWI HAIIMOHAJBLHBI YHUBEPCUTET»

®U3UKO-TEXHUYECKHA ®AKYJIBTET

Kadenpa pagnodusnku n1 "HOOKOMMYHUKALIMOHHBIX TEXHOJIOTHNA
[Iporpamma moJAroTOBKH: MarucTparypa
Hucnunmuna «be3zomacHocts [P-Tenedonnm»

Hamnpasnenue moarororku: 10.04.01 Mudopmarnmonnas 6€30macHOCTb, cemectp 3.

MOAYJbHAA KOHTPOJIbBHASA PABOTA BAPUAHT Nel

B.B. Jlanunos

1. OcoGennocru ip TenepoHumu.

2.  Jlxurep u ero BIUsSHUE HA O€30TaCHOCTh

3.  Hacrpoiika cepBrcoB 6€30MaCHOCTH Ha CETEBBIX YCTPOMCTBAX

YTBepKI€HO Ha 3aCeTaHUU 3aB. kadenpoit

Kadenpsl. P® u UKT

No oT 201 r. DK3aMeHaTop S.N.PynieunukoB
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Kpurepun oneHuBaHNs MOLY/JIbHOI0 KOHTPOJISI

Homep 3a0anusn Konuuecmeo 6annoe
1 5
2 5
3 8
Bcezo 18

9. OBPA3EIl DK3AMEHAIIMOHHOI'O BUJIETA

TrOY BIIO «IOHEIIKUI HAITMOHAJIbHBIA YHUBEPCUTET»
®U3UKO-TEXHUYECKUHA ®AKYJIBTET

Kadenpa pagnodusnku 1 "HOOKOMMYHHUKALIMOHHBIX TEXHOJIOTHNA
[IporpamMma MOATOTOBKH: MarkucTpaTypa
Hucnunmuna «be3zomacHocts [P-Tenedonmm»
Hanpasnenue noarorosku: 10.04.01 Mudopmarnmonnas 6e30nacHOCTb, cemectp 2.

3K3AMEHAIIMOHHBIN BUJIET Ne 1

1. ATaku Ha ceTH ip TenedOoHuH.
2. VA3BUMOCTH MECCEHKEPOB IIPHU IIepeaade rojoca.
3. Bnusinue mumdpoBanus Ha mpolecc nepeaadu JaHHbIX [0 CETAM 1p TeaedoHUH
4. QoS (KauecTBo 06cTyKUBaHHS)
YTBepkKIACHO HA 3aCEAAHUU 3aB. kadeapoii
B.B. Jlanunos
Kadeapol. P® u UKT
Ne oT 201 r. DK3amMeHaTop S1.1.PymeuynnkoB

Teopemuueckue 80npocwl K IK3ameHy
Yro Takoe IP-Ttenedonns?
Ocob6ennoctu IP-reneponun.
HaunGoinee yacto BctpeuaeMble crieHapuu [P-tenedonumn.
3anepKKH B Telne(OHUH U UX BIMSHUE HAa 0€30IaCHOCTb.
Yto Takoe JPKUTEP, U KaK OH BIMSIET Ha O€30MaCHOCTb.
Urto Takoe komeku?
[Tpotokon SIP. Ero oco6enHOCTH.
Urto takoe QoS B ceTsx.
. Mepsl obecnieuenust QoS.
10. Twums! yrpo3 B ceTsx [P-teneponun.
11. Ocobennoctu cucremsl 6e3onacHocTH B IP-Tenedonnn.
12. Web renedonus. Konnenmuu u 6€30macHOCTb.
13. TIporpammusrii cepep Asterisk. OcoOeHHOCTH KOH(DHUTYpUPOBAHUS.
14. DMynsus ¥ CAMYJSIIHS KOMITBIOTEPHBIX CETeH, B YEM MPUHIUIHATBLHAS Pa3HUIIA.
15. Hcnonb3oBanue MapiipTu3aTopa kak cepsepa [P-renedponun. OcobeHHOCTH
CBsI3aHHBIE C HH(POPMAIIMOHHOM 0€30MacHOCTHIO.

OO N L AW
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16. CootHecuTe NOHATHS 0€30MACHOCTH KOMITBIOTEPHBIX cerelt u [P-tenedonnn. BeisiBure

00II1ie TEHIEHIIH.

17. OnumunTe MEXaHU3MBbI 3alUTH cepBUCcOB [P-Tenedornnn or MITM ataxk.
18. be3omacHOCTh cCOBpeMEHHBIX MeceHkepoB (Skype, Viber). BosmorkHa 11 B HUX
yTeuKa KOJI0COBON MH(OPMALUH (IIEPETOBOPOB).

Kpumepuu OUEHUBAHUA IK3AMEHA

Homep 3a0anusn Konuuecmeo oannoe
1 10
2 10
3 10
4 10
5 10
Bcero 50 6annoB

10. OBPA3EILl TECTOBOI'O 3AJJAHUSA
(Tecmoegvle 3a0anusi NPoOPAMMOU He NPedyCMOmpeHtvl)

11. KPUTEPUU OHEHUBAHUA

[To xypcy mpenmnornaraercsi MpoOBeICHUE MPOMEKYTOUHOM aTTecTallid B BHUJEC MOMYJIHHOTO
KOHTPOJISI, BBIMOJIHEHHE MPAKTHUUECKUX U JIabOopaTOpHBIX paboOT M dK3aMeHa. DK3aMeH CIaloT
CTYJEHTHI C IEIbIO MOBBIIICHUSI PEUTHHTA.

Pacnpeoenenue 6annog, kKomopuie Mo2ym noayyums cmyOeHmosl 6 npouecce u3y4eHus

OUCUUNIUHDL
Opranu3anuoHHO- CPC Bcero
yueOnas pabora cTynenTa WuauBuayansHas MonybHbIi KOHTPOJIb
padora
Max 10 6ammos max 72 0aioB max 18 damioB 100 GamoB
DKCIIPECcC-0NpOC Ha JICKIMUAX U aKTUBHOCTH BrinosiHeHne u 3ammura Boimonnenue MoaynbHOR
Ha 7a00paTOPHBIX 3aHATUSIX; IPOBEPKA 71a00paToOpHBIX paboT KOHTPOJIbHOU paboThl
[KOHCIICKTOB
Illkana coomeemcmeusn 641108 HAYUOHATLHOU WIKATIE
Onenka Ounenka mo OneHka 1o rocy1apcTBeHHOM HIKaJIe Ounenka mo
no mkaJe | 100-6anabHoM (3x3aMeH, U PepeHINPOBAHHBIN 3a4eT) rocy1apCcTBEeHHO
ECTS HIKaJIe HIKaJe (3a4eT)
A 90-100 5 (oTIM4YHO) 3a4TEHO
B 80-89 4 (xopo1o) 3a4TEHO
C 75-79 4 (xoporo) 3a4TCHO
D 70-74 3 (YIOBJIETBOPUTEIHHO) 3a4TEHO
E 60-69 3 (y1OBIETBOPUTENHHO) 3a4TE€HO
FX 35-59 2 (HeyIOBIIETBOPUTEIIHHO) HE 3a4TEHO
C BO3MOHOCTBIO IIOBTOPHOU CHA4H
F 0-34 2 (HeyAOBIIETBOPUTEIBHO) HE 3aUTEHO
C BO3MOHOCTBIO ITOBTOPHOM CA4M MPU YCIIOBUH
00s13aTeNIbHOr0 Habopa JOMOTHUTENbHBIX 0aJIOB
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MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOI'O ITPOIECCA

JOCKOH.

JlaGopaTopHbie

3aHATUA  HOPOBOJAATCA B

KOMITBIOTEPHOM

KJiacce,

JleknoHHbIE 3aHATHS TPOBOAATCA B ayAUTOPHUH, OCHAILIEHHOW MYJIbTUMEIUWHON TEXHUKOU U

000pyT0BaHHOM

KOMHBIOTepaMI/I C JIMIICH3UOHHBIM HpOFpaMMHBIM O6€CH€‘I€HI/I€M, ,Z[OCTYHOM K CCTHU I/IHTepHeT,
CTOJIaMHM, JOCKOH.

13.

PEKOMEH/JOBAHHAS JIMTEPATYPA

HaunmenoBanue

Koia-Bo
IK3EeMILIAPOB
B Ou0JIMOTEKE

JouHY

Hanuuue
3JIEKTPOHHOM
BepPCHH B
IBC

Ocnosnas n1umepamypa

l'opnees, A. B. OmnepanuoHHble CHCTeMBI : YueO. s
CTYJICHTOB BY30B, OOy4YaloOUIUXCs [0 HampaBICHUIO
MOATOT. OakajgaBpOB M MAarucTpOB M HaIpPaBJICHHUIO
MOJATOT. AMIUIOMHp. crenuanucroB "UHdopmatuka wu
Berumci. Texuuka" / A. B. T'opnees. - 2-e u3a. - CIIG. u
ap. : [urep : [Murep punt, 2005. - 415 c.

[P-Ttenedponus» (Tpethe uznanue) / I'ompamreitn b.C.,
ITunuyk A.B., CyxoBuukuii A.JI. M.: Panno u cBsi3b,
2006. - 336 c.: un. ISBN 5-256-01585-0

Texnonorus obecriedeHus: 0€30MaCHOCTH  OOBEKTOB
[Tekct] : yueOHOe mocoOME I MarucTPOB BBICIINX
y4eOHBIX 3aBEICHHH, OOy4aroluXcs I0 HAINpPaBICHHIO
noarotoBku 10.04.01 Mudopmanmronnas 6e30macHOCTH /
[[IenexoBa O.I'.] ; JOHHY. — Homuenk : Ludposas
tunorpadus, 2019. — 125 c.

Jonoanumenvnas numepamypa

Tanen6aym, O. CoBpeMeHHBIE OTepaIlMOHHBIC CHCTEMBI /
J. Tanenbaywm ; [IlepeBon A. JleoHTheB]. - 2-€ U3 . -
CII6. u ap. : [Turep : ITutep [Ipunt, 2005. - 1037 c.

Kopr, C. C. Teopernueckre OCHOBBI 3alIUTHI HUHPOPMAIIIH :
VY4e0. mocobue sl CTYICHTOB BY30B, OOYYArOIIUXCS TIO
rpymre cremn. B oo uapopm. 6e3omacHoctr / C. C. Kopr. -
M. : I'eimmoc APB, 2004. - 233 ¢

l.
2.

14.

http://donnu.ru/ — caiit lonHY.
http://library.donnu.ru/ — caiit 6ubmmorexku JJonHY.

NHOPOPMALNMOHHBIE PECYPCHI

3. www.ansoft.com — caiiT komnanuu Ansoft — paspaboruuka nporpammel HFSS
VolIP -
https://www.tutorialspoint.com/communication_technologies/communication_technologies

4. Communication

Technologies

voip.htm .

5. SIP Tutorial - https://www.tutorialspoint.com/session_initiation_protocol/index.htm
6. CTF na ®ustexe https://github.com/xairy/mipt-ctf



https://www.tutorialspoint.com/communication_technologies/communication_technologies_voip.htm
https://www.tutorialspoint.com/communication_technologies/communication_technologies_voip.htm
https://www.tutorialspoint.com/session_initiation_protocol/index.htm
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15. INIPOI'PAMMHOE OBECIIEYEHUE

1. Windows 7 PRO (kopriopatusnas nauuensus JOHHY Ne 46484614);

2. Microsoft Office (koprioparusnas aunensus JJOHHY nunensus Ne 46472919);
3. Oracle Virtual Box;

4. Cisco packet tracer.

5. 3CX android edition

HNCITOJIb30BAHHUE 3JIEKTPOHHOI'O OBYYEHUA U JUCTAHIIMOHHBIX
OBPA3OBATEJIBHBIX TEXHOJIOT UM

IIpn peanmsanuu mporpamMmel JUCHUIUIMHBL MOTYT MCIIOJIB30BaTbCSA CIEAYIOIIME BHUIbI
3JIEKTPOHHOT'O B3aUMOJEHCTBHUS MPENOAaBaTENb-CTYEHT:

- pa3MmeleHHe YYeOHBIX MaTepUAIIOB B OOJIAYHBIX XpAaHWIUINAX TIperojaaBaTesiell ams
UCIIOJIb30BaHUs CTYACHTaAMU IIPU IOJATOTOBKE K 3aHATHUAM;

- pacchuIKa IO AJIEKTPOHHOW IMOYTE MATEPUAIOB M 3aJaHUM U1 BBINOJIHEHUS, IPOBEpPKa
BBITIOJIHEHHBIX 3a1aHUN;

- MIOAJIEPKKA CTPAHUYKHU MPENOAaBaTeNs U IPyIIl MPErnoJaBaTeab-CTyIEHThl B COUAIbHBIX
CeTsx Iyl 00ecnedeHus TEKyIIero KOHTPOJIst paboThl CTYICHTOB

PaGouast mporpamma paccMoTpeHa U TIEpeyTBEpIKAeHA Ha 3acelanui Kadeapbl paarnoPpu3nku
¥ MH()OKOMMYHHMKAIIMOHHBIX TEXHOJIOTHI ¢ M3MeHeHUsIMH (0e3 n3menenuii) Ha 2021 rox.
[TpoTokomn Ne OT « » 20 T.

3aeayromuii kadenpoit PO u UKT B.B. Jlannnos

Pabouas mporpamma paccMOTpeHa U TIepeyTBEPKICHA Ha 3aceJaHuu Kadeapsl pagnodu3uku
1 "HOOKOMMYHUKAITMOHHBIX TEXHOJIOTUHN ¢ U3MeHEHUsIMH (0e3 u3mMmeHeHuil) Ha 2022 rog.
IIpoTokoi Ne OT « » 20 T.

3asenytomuii kadeapoit PO u UKT B.B. Jlanunos
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