roy BIIO «IOHENKNH HAIIMOHAJIBHBII1 YHUBEPCHTET»
®N3NKO-TEXHUYECKUH ®PAKYJIBTET
KA®EJIPA PATUODPHU3UKHA 1 THOPOKOMMYHUKAIIMOHHBIX

TEXHOJIOTHIA
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PABOYAS TIPOT'PAMMA YYEBHOW AU CLUILIUHEI
«SAIIUTA THOOPMALIMU B BUPTYAJIBHBIX CETAX»

HanpasneHue noAroToBKHU:

MarucTtepckas nporpamma:

OGpazoBaresibHas nporpaMmma:

KBanudukanus:

®dopma oOydeHwus:

10.04.01 MudopmanmonHas 6e301macHOCTh
Wudbopmaionsas 6e30nacHOCTb
aKaJeMHyecKasi MarucTparypa

MarucTp

o4Has

Honenk 2020



YTBEPKIAIO:
JlexaH HU3UKO-TEXHUYECKOI0

[Tporpamma cocrtaBieHa ¢ yuetoM PenepanbHOro rocy1apcTBEHHOIO0 00pa3oBaTeIbHOIO
CTaHAapTa Bbicuiero obOpaszoBaHusi HanpasiaeHus noarotoBkd 10.04.01 HudopmanuonHas
0e30MmacHOCTb, YTBEP)KAEHHOIO NpHKa3oM MuHHcTepcTBa 00pa3oBaHMs M Hayku Poccuiickoit
®enepauuu ot 01 nexadps 2016r. Ne 1513;
yueOHOro mjiaHa U OCHOBHOH oOpaszoBaTenbHOH mporpammsel MH(opMannonHas 6e30nacHOCTh
HanpasieHus: noarotoBku 10.04.01 MudopmanuronHas OGe3onacHOCTh pa3paboTtaHHbIX B ['OY
BITO «/loHeukuit HalMOHANBbHBIN YHUBEPCUTETY.

Pazpabotuunku:
I.T H., podeccop kadbeaps! paruoPpU3nKku
¥ UHPOKOMMYHHUKALIHOHHBIX TEXHOJOTUH

)

B.B. JlanunoB

accucteHT Kadenps PO u UKT S1.W. Pymeynukos

[Tporpamma y4ueOHOM NHCUMIIMHBI yTBEPKACHA HA 3aceaHUH Kadenps! paauo(U3UKI U
MH(GOKOMMYHHUKALHOHHBIX TEXHOJIOI Ui
[Tpotokon Nel7 ot «06» anpens 2020 r.

3aBenyronuii kadeapoit panohu3uKu
¥ MTHPOKOMMYHHUKALIMOHHBIX TEXHOJIOTUH

[Tporpamma yue6HOM TUCHUIUTHHEL 0J100peHa yueOHO-MeToAnYeckoit koMuccHel Gu3uKo-
TEXHHYECKOro (hakyibpTeTa
[Ipotokon Ne5 ot «15» anpens 2020 r.

[Ipencenarens yueOHO-METOAUUYECKOM :
KoMmHccud (akyabTeTa B.H. Korenko



1.  OBJIACTH IPUMEHEHUA U MECTO JUCHUIIJIMHBI B YHEGHOM ITPOLIECCE

VYuebHasg aUCHMIUIMHA <«3amuTa HHQOPMAlMUM B BUPTYAJIbHBIX CETAX» OTHOCUTCS K
BapHaTUBHOW 4yacTu mpodeccruoHaibHOro Oioka. TpymoeMKocTb OCBOEHHS AUCLMILIAHBI
coctaBisieT 3 3au.ed. uau 108 yac. M3ywaercs Bo 2 ceMecTpe, O JUCHUIUIMHE MPETYyCMOTPEH
JK3aMeH.

Jnis u3ydeHus: naHHOM y4eOHOM NUCHUIUIMHBI HEOOXOAMMBI 3HAHWS, YMEHHUS U HaBBIKH,
dbopMupyemsbie MPEALIECTBYIOIUMHA JUCLUIUITMHAMU: «OnepanoHHbIe CUCTEMBD,
«KomnbrorepHsie cetn», «3anura HHPOPMAILMU B KOMIIBIOTEPHBIX CETAX», «[lakeThl MpHUKIaIHBIX
nporpaMM Ui Hay4dyHBIX pacdyeroBy». OCBOEHHE AMUCHUILIMHBI oOecrieuyuBaeT (pOpMHUpPOBAaHUE Y
CTYZCHTOB COBPEMEHHBIX HAaBBIKOB II0 pa3pabOTKe M BHEAPEHHIO BHPTYAIbHBIX CETed B
CYILIECTBYIOIIKE HH(OPMALIMOHHBIE CUCTEMBI.

2. CTPYKTYPA JUCHUIIJIMHBI

Xapakmepucmuka yueonoi Oucyuniunsl

Hamnpasnenne noaroToBku 10.04.01 MadopmanmonHas 6€301acHOCTh
Marucrepckast nporpamma Wndopmanmonnas 6e30MacHOCTb
OOpa3oBarenbHas IporpaMMa aKaJeMU4ecKas MarucTparypa
Kpanuduxarus MarucTp

KonngecTBo conepkaTeabHbIX MOJTyJICH 2

JucriunanHa 6a30B0i / BapHaTUBHOMN YacTH

o BapruaTUBHAsA 4aCTb
00pa3oBaTeNbHON IPOTPAMMBI

MoaynabHBIN KOHTPOJIb, c/1ada JJabopaTOPHBIX

®opmsl koHTpotst (MK, sk3ameH, 3a4eT)
paboT, sK3aMeH

Mokasatemn ouHas (popma 3aouyHas opma
o0y4yeHHs o0y4yeHHs
KonnuecTBo 3a4eTHBIX eqHUIT (KPEAUTOB) 3
"o moaroToBKU 1
Cemectp 2
KonmuecTBo yacon 108
- JIEKIITUOHHBIX 14
- IPAKTHYECKUX, CEMHUHAPCKHUX 14
- 1a00paTOPHBIX 28
- CaMOCTOSITEIILHOM pabOThI 52
B T.4. MHAUBHIyaJIbHOE 33/1aHHE

HeaenpHOE KOIMYECTBO YacOB, 8

B T.4. ayJAUTOPHBIX 3

3. OIHMCAHME JUCHUIIJINHBI

Ileau u 3a1aun

N3y4nTh OCHOBHBIE BO3MOXKHOCTH 00ecriedeHHsi 0€30MacHOCTH B BUPTYaJIbHBIX CETSX.
3amaun:

1) U3yunth cnocoObl MPOTOTHUIUPOBAHHUS  BUPTYAJTbHBIX  KOMITBIOTEPHBIX CETEH C
HUCITIOJIB30BAaHUEM CIICHUAJIBHBIX NHCTAJIIALMMOHHBIX ITAKETOB.

2) U3yuuth cmocoObl  pa3BEPTHIBAHHUSA W CONPOBOXKIEHUS  CHEHHMAIBHBIX  CHCTEM,
o0ecreunBarOIMUX padoTy BUPTYaIbHBIX CETEH.

3) U3yunth OCHOBHBIE JOCTOMHCTBA U HEJIOCTATKH BUPTYAIBHBIX CETEH.
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4) N3yuntb pa3HooOpa3re BUPTYaTbHBIX CETEBBIX TEXHOIOTHI.
5) Ilpoananu3upoBaTh CpeACTBA ayIUTa OE30MACHOCTH BUPTYAJILHBIX CETCH.

TpeGoBanus K pe3yabTAaTaM OCBOEHUSs] THCHUILIMHBL [Ipoliecc m3ydyeHHs NUCUUIUIMHBI
«3Gammra WHOpPMAMKM B BUPTYAIBHBIX CETAX» HamNpaBlieH Ha (QOpMHpOBAHHE DJIECMEHTOB
ciaenyromux komrereHuid B cootBeTcTBUM ¢ PI'OC BO P® nanpasnenus noarotoBku 10.04.01
WNndpopmanmonnas 6e30nmacHOCTh (KBAIM(UKAIUS «MarucTp») W OCHOBHOM 00pa3oBaTebHON
MpOrpamMMbl  BBICIIIETO MPOGECCHOHATBHOTO 00pa3oBaHus HampasiaeHuss mnoarotoBku 10.04.01
WNndopmanmronnas 6e30macHOCTb.

[Tpouecc m3ydeHus] AUCUMILIMHBI HampaBieH Ha (HOPMHUPOBAHHE 3JIEMEHTOB CIEIYIOIINX
komrereHuii B coorsercTBuM ¢ 'OC BIIO no nanHOMy HanpaBiIeHUIO MOATOTOBKH (IPOQHITIO):

a) o0mekyJabTypHbIX (OK):

- CIOCOOHOCTBIO K a0CTPaKTHOMY MBIIIICHHIO, aHau3y, cuHTe3y (OK - 1);

- CIIOCOOHOCTBIO CAMOCTOATEILHO MPUOOPETATh ¢ MTOMOIIBI0 MHGOPMAITMOHHBIX TEXHOJIOTHI
Y UCIOJIb30BAaTh B MPAKTUUYECKON JeATEIbHOCTH HOBbIE 3HaHUs U yMeHus (OK - 2).

0) oomenpodeccuonanbubix (OIIK):

- CMOCOOHOCTHIO K KOMMYHHUKAIIUU B YCTHOM M MUCHhbMEHHON (DOpMax Ha TOCYJapCTBEHHOM U
OJIHOM W3 MHOCTPAHHBIX S3BIKOB JIUIS PEIICHUS 3a1a4 npodeccuonanbHou nesrenpHoctu (OIIK -1);

- CIHOCOOHOCTBIO K CaMOCTOSATEIILHOMY OOYYEHHIO M MPHUMEHEHHIO HOBBIX METOOB
uccienoBanus npodeccruonanbuoi aestenpbHocTH (OIK — 2).

B) npodeccuonanbubix (I1K):

NPOEKTHAS 1eSITeIbHOCTh:

- CIOOCOOHOCTHIO  aHAJM3UPOBAaTh  HANpPABIEHUS  Pa3BUTHS  HMH(DOPMAIMOHHBIX
(TeTeKOMMYHUKAITMOHHBIX), TPOTHO3UPOBaTh 3IP(HEKTUBHOCTh (YHKIIMOHUPOBAHUS, OIICHWBATH
3aTparhl U PUCKU, POPMHUPOBATH MOJIUTUKY Oe30macHOCTH 00bekToB 3amuThl (I1K-1);

- CIIOCOOHOCTBIO pa3palaThiBaTh CHUCTEMBI, KOMIUIEKCHI, CpEACTBA U TEXHOJOTUU
obecnieuenus nHpopmammnonHoii 6e3omacuoctu (I1K-2);

- CHOCOOHOCTBIO MPOM3BOIUTH OOOCHOBAHHUE COCTaBa, XapAKTEPUCTHK U (PYHKITMOHATBHBIX
BO3MOXKHOCTEH CHCTEM M CpencTB obOecredeHus: HH()OPMAIMOHHOW O0€30MacHOCTH OO0BEKTOB
3aIUTHl HA OCHOBE POCCUICKHUX U MEXTyHapoaHbIX cTranaapToB (I1K-3);

- CIOCOOHOCTBIO pa3padaThiBaTh MPOTPAMMBbI M METOJIWKH HCHBITAHUN CPEICTB M CHUCTEM
obecnieuenus nHpopmannonHoi o6e3onacHoctu (I1K-4).

HAYYHO-MCCJIeI0BATEIbCKAS 1eSITEIbHOCTh:

- CHOCOOHOCTBIO  aHAIM3UPOBATh (YHAAMEHTAIbHBIE W  NPHUKJIAAHBIE  MPOOIEMBI
uH(OPMAIIMOHHONW 0€30MacHOCTH B YCIIOBUSX CTAaHOBIICHUS COBPEMEHHOrO0 WH(GOPMAIMOHHOTO
obmectna (I1K - 5);

- CIIOCOOHOCTBIO OCYIIECTBIATH COOp, 0O0pabOTKy, aHATU3 M CHUCTEMATHU3ALMUIO HAy4HO-
TEXHUUYECKON MHpOpMaIMU MO TeME HCCIIeI0OBaHus, BEIOOp METOJIOB U CPEJICTB pEIlIeHUs 3a/1adH,
paszpabarbiBaTh IUIAaHBI W TPOTPAMMBI TPOBEIACHHUS HAYYHBIX HCCICIOBAHUN M TEXHUYECKUX
paspabotoxk (IIK - 6);

- CIIOCOOHOCTBIO  00pabaThiBaTh  PE3YNBTATHI  AKCIEPUMEHTAIBHBIX  HCCIEAOBAHUMA,
0QOpMIISITh HAYYHO-TEXHUYECKHE OTYEThl, 0030pbl, TOTOBUTH IO pe3yJbTaTaM BBINOJIHEHHBIX
UCCIIeIOBaHM HaydHble nokiIanbl u crathu (11K - 8).

NneJaroru4ecKas 1esiTeJJbHOCTh:

- CHOCOOHOCTBIO MPOBOJUTH 3aHATHS MO W3OPAHHBIM UCIMILTUHAM TPEIMETHOW 00JIacTH
MAHHOTO HampaBlieHUusT H pa3pabaThiBaTh METOJWYECKHME MaTepHalibl, HCIOJb3yeMble B
obpa3zoBarenbHOi nesrenpHOCTH (K - 11);

OPraHu3alMOHHO-YNIPaBJIeHYeCKAas 1esiTeIbHOCTh:

- CITIOCOOHOCTHIO OPTaHW30BATh BHIIOJHEHHE PAOOT, YNPaBIATh KOJUICKTHBOM HCTIOTHUTENEH
¥ mpuHUMaTh yrnpasieHueckue pemenus (11K - 12);

B pesynbrare nzydenus yueOHON JUCIHUILTAHBI CTYIEHT TOJDKEH.




3HATh:

- pa3HOOOpa3re TEXHOJOTUM BUPTYAITbHBIX CETEH;
- HEJJOCTAaTKU ¥ IPEUMYLLIECTBA KAKJI0M U3 TEXHOJIOTU;
- acTeKThI 0€30MacCHOCTH, HAa KOTOPHIE BIUSET BHEIPEHUE BUPTYATbHBIX CETEH;

YMmerh:

— OCYIIECTBIISTh Pa3BEPTHIBAHUE U KOH(PUTYPUPOBAHNUE CUCTEM BUPTYaJIbHBIX CETEH

— TIPOBOJIMTH AyJUT CUCTEM Ha COOTBETCTBUE KPUTEPUSIM MHPOPMALMOHHON O€3011aCHOCTH;
— OCYIIECTBIISITh BHEJIPEHHE COBPEMEHHBIX METO/I0B 0OecredeH sl 6e30MacHOCTH (TaKUX Kak
MEXaHU3MBbl TYHHEJIMPOBAHUS U CKBO3HOTO MM (pOBaHUs);

Baanern:

— 3HAHUSAMH 10 pabOTe ¢ CEPBEPHBIMU PEATH3ALUIMHU ONIEPALMOHHBIX CUCTEM;
— METOJIMKOM TOUCKA ySI3BUMOCTEH B CETSX Ip CETSAX;
— HaBbIKaMH palbOThI ¢ CEPTUPHUIUPOBAHHBIMHU CPEICTBAMH aHAJIN32a 3AIUIICHHOCTH.

4. COIEPXAHHME JUCHUIIVIMHBI U ®OPMbI OPTTAHU3AIIUHN YYEBHOI'O

MPOILIECCA

ITopsankoBbIi
HOMep M TeMa

Kpatkoe conep:xanne TeMbl

Cooepacamenvuutit mooyas 1

Tema 1.
Ba3oBsle koHIENINA
VPN

Tepmunonorus VPN. Mecto VPN B uepapxuu cereBoit moaeiau ISO/OSI.
Baszossie Bo3moxkHOCTH VPN. Orpannuenus VPN. Apxurektypa VPN a Tak xe
cdepsl NpUMEHEHHsI JaHHOW TEXHOJIOTHH.

Tema 2.
Buytpennue

IIPOLIECCHI B CETAX
VPN

IP TynnenupoBanwme. IPSec TynnenupoBanue. TLS TyHHenTupoBaHHE.
Opranuzanust VPN Ha ypoBHe ceTeBoro untepdeiica. [loctpoenne mapmpyra.

Tema 3.
Kpunrorpaduyeckas
noxcucrtema VPN

Hudpactpykrypa oTKpbIThIX Kitodei. Ceprudukarbl. OT3bIB CEPTUPHUKATOB.
IMepeBbInyck cepTUPHUKATOB

Tema 4.
HccnenoBanne
CEPBEPHBIX
peanuzanuii VPN

Texunonorus PPTP (Point-to-Point Tunneling Protocol). Texuosoruss PPPoE
(Point-to-point protocol over Ethernet). Texuonorus L2TP(Layer 2 Tunneling
Protocol). Texnonorust Open VPN

CodepacamenvHblil MoOyb 2

Tema 5. VYcranoBka 1 HacTpoiika cepepa PPTP. YcranoBka n HacTpoiika cepepa PPPoE.
KondurypupoBanne | YcranoBka u Hactpoilika cepBepa L2TP.YcraHoBka m HacTpoiika cepBepa
1 pa3BEéPTHIBAaHNE OpenVPN

CEpPBEPHBIX

peanuzauuii VPN.

Tema 6. Ponp knMeHTa B OpraHm3alid BHPTyadbHOM ceTH. DyHKIMH 0e30macHOCTH
Knmenrtckas CTOpoHa | KIMEHTAa.  YS3BHUMOCTH — HcXonasdmue oOT  KiaueHToB.  Kondurypuposanne
VPN kineHTckux yerporcTts. Konnenmms BYOD.

Tema 7. AnmapaTtHele  cpenctBa  (OpMHpPOBaHHsSl  TYHHENS  BHPTYyallbHOH  CETH.
CrnenuanbHble CrnenuanbHble YCTpOMCTBA € HMHTEIPHUPOBAHHBIMH CEpBUCAMM OE30I1aCHOCTH.
cpeacrsa VYerpoiictBa ¢opMmupoBaHUs 0€30IIaCHOTO KaHajla TOYKA-TOUYKA CO CKBO3HBIM
TYHHETUPOBAHU mmdpoBaHueM

Tema 8. Apxurekrypa oOnayHbix cepBepoB VPN. JIoCTOMHCTBA M HEMOCTATKU JTaHHBIX
OO6raunbie peann3aiui.

npoBaitiepsl VPN




TemaTH4eckui nJiaH

KoanuecTBOo 4acoB

OuHas ¢popma 00y4eHuUsI

3aounasi popma oOyueHust

B T.4. B T.4.
Ha3zBanus o o | = o o o | = =
cozrepKaTeJbHBIX MOYJIei s S| BB g 24 o SRR 2 s
= = 8| & & 8§84 & =l 9| &89S §
H TEM S =l f| 2|25 d8d 8 S| B 2|z dEC
/M = = s| 2 8= 4 ] > = s |2 9= 9
3} E 2 o 98 1 | Bl 2o 98 9
= = o | & W § g = = o | & vy E[ S
% Lg c% | = q S, Lg c% q = «
H| S |= = H|S | =
Tema 1.
BazoBrie konnemmn VPN 14 2 6 6
Tema 2.
BHyTpeHHHE POIIECCHI B CETAX 13 2 4 7
VPN
Tema 3.
Kpunrorpaduueckas 13 2 4 7
noacucrema VPN
Tema 4.
Hccnenoranue cepBepHBIX 13 2 4 7
peanuzanuii VPN
Hmozo no
cooepircamenbHOMy MOOYII0 53 8 18 | 27
1
Tema 5. 6
Kougurypupopanue u 12 2 4
pa3BEPTHIBAHKE CEPBEPHBIX
peanuzauuii VPN.
Tema 6. 7
Knuentckas cropona VPN 15 2 6
Tema 7. 7
CrierMajbpHbIE CPENCTBA 15 4 4
TYHHEJIUPOBAHUSI
Tema 8. 7
OO6aunbie poBaiaepsl VPN 13 2 4
Hmozo no
cooepircamenbHoMy MOOYII0 55 10 18 | 27
2
Bcezo no oucuyunnune 108 18 36 | 54
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5.  METOAWYECKHUE PEKOMEHJIALIMH JUIS [IPOBEJAEHUS
JIEKIMOHHBIX, IPAKTUYECKHUX U JIABOPATOPHBIX 3AHSTHI

TeMBI JJeKIIMOHHBIX 3aHATHH

) Konuuecmeo
wn Ha3zeanue memoi 4aCOs
1 |ba3oBrle xoHUIENUU VPN 2
2 [BHyTpenHue npoiiecchl B ceTax VPN 2
3 [Kpuntorpaduueckas nogacucrema VPN 2
4 |MccnenoBanue cepBepHbIX peanusanuii VPN 2
5 [KondurypupoBanue u pa3BépThIBaHNE CEpPBEPHBIX peanuzanuii VPN 2
6 |Knuenrckas cropoHa VPN 2
7 |CnenunanbHble CpeACcTBa TYHHEINPOBAHUS 2
8 |O6naunbie mpoBaiinepsr VPN 2
9 [BakimrounTtenbHOE 3aHATHE. 2

BCEI'O 18
Tembl J1a0OPATOPHBIX 3aHATHI
No Konuuecmeo
wn Ha3zeanue memui waCos
1 |YcraHoBka u KOHGUTYpHPOBAHHUE MHOTO(YHKIIMOHAIBHON OTIEPAIIMOHHON )
CHCTEMBbI C UHTETPUPOBAHHBIMU CEPBHUCAMH O€3011aCHOCTH
2 [Hacrpoiika Point-to-site VPN Ha pfSense 2
3 [hccnenoBanue GezomacHocTH 0OMeHa AaHHBIX uepe3 VPN 2
4 |Hactpolika cepBEpHBIX U KIUEHTCKUX peanusauuii PPTP 4
5 [Hactpoiika cepBepHBIX U KJIUEHTCKUX peanu3anuii PPPoE 4
6 [HacTpoiika cepBepHBIX M KJIMEHTCKUX peanu3anui L2TP 4
7 |Ayaut npotokosa SSL/TLS 4
8 |HMccnemoBanue 00IavHBIX VPN PEIICHUH. 2
9 |[CpencrtBa aynuta VPN cereid. 2
10 |3akmrounTenbHOE 3aHATHE. 2
BCEI'O 28

6. METOAUYECKHE PEKOMEHJALNH 11O OPTAHHU3ATIMN
CAMOCTOATEJIBHOU PABOTBI CTYJAEHTOB

Opranuzanusi CaMoCTOATEILHONH PadoThI CTYJA€HTOB
CamocrosTenbHas paboTta cTyIeHTOB 1o Kypey «be3zomacHocts [P-Tenedonnny» npenycMaTpuBaeT:
— CHUCTEMaTHYeCcKOe BeJIeHUEe KOHCIIEKTa JIEKIUH U MPOpadOTKY JIEKIIMOHHOTO MaTepHaa;
— U3y4YeHHE JOMOJHUTEIBHON JUTEPaTyphl U MHTEPHET-UCTOYHUKOB, B T.4. PEKOMEHyEMBIX 3TOH
MPOTPAMMOI;
— 10OpPOCOBECTHYIO MOJATOTOBKY K JIAOOPATOPHBIM 3aHSATHSIM;
— CaMOCTOSTEIIbHOE PEIICHHE 3aa4 Ja00paTOPHBIX padoT;
— CBOEBPEMEHHOE BBIMIOJHEHHE U KaUeCTBEHHOE 0(OpMIICHHE OTYETOB TI0 JTa0OPaTOPHBIM paboTaMm.



Ne Koauuecmeo
wn Ha3zeanue memot waCOs
1 |Pacnpoctpanenue VPN 10
2 [[IpoBaiifuHI UHTEPHET yCIyr ¢ ucnosb3oBanue VPN. 8
3 |CpaBuenue VPN u npokcu ceppepa. 10
4 |Vazsumoctu VPN Kinenton 8
5 [Va3sumoctun VPN CepBepos 8
6 Y s3BUMOCTH 00/1auHBIX peanu3anuii VPN, 8
BCEI'O 52

.

Yro takoe VPN?

OcobeHHOCTH KIMEeHTCKON peanu3anun VPN.
Cdepsl ucnionpzoBanust VPN.
TyHHENIUpOBaHUE B BUPTYaIbHBIX CETSAX.
Anpecanusi B BUPTYaJIbHBIX CETSX.
ApXUTEKTypa BHUPTYaJIbHBIX CETEH.

Bunbl TyHHEIMpOBaHUA.

Uro Takoe Tun/Tap unrepdeiic

[Ipouecc ycranoBku mapiuipyra VPN
[IpunsaTue u oTIpaBKa MaKETOB MO TYHHEIIO.

e I o

e

KOHTPOJIBHBIE BOITPOCHI K TIPOMEKYTOUYHOM ATTECTAIIMA

8. OBPABEII MOAYJBbHOI'O KOHTPOJIA

roy BIO «IOHEIKWHA HAITMOHAJIbHBIA YHUBEPCUTET»

®U3UKO-TEXHUYECKHA ®AKYJIBTET

Kadenpa pagnodusnku 1 "HOOKOMMYHUKALIMOHHBIX TEXHOJIOTHIA

[IporpaMmMa moJAroTOBKU: MarucTparypa

JucnuninHa «3amuTta HHGOPMaIUy B BUPTYAIbHBIX CETSIX»
Hanpasnenue noarorosku: 10.04.01 Mudopmarnmonnas 6e30macHOCTb, cemectp 2.

MOAYJbHAA KOHTPOJIbBHAS PABOTA BAPUAHT Nel

1. Anpecauus B BUPTYaJbHBIX CETIX

2. Yro takoe Tun/Tap untepdeiic

3.  Ocobennoctu KiMeHTCKOU peanu3aunu VPN.
YTBepkKACHO HA 3aCCAAHUU 3aB. kadeapoii
Kadeapsl. P® u UKT
No oT 201 r. DK3aMeHaTop

B.B. Jlanuion

S.1.PynieunukoB




9

Kpurepun oneHuBaHNs MOLY/JIbHOI0 KOHTPOJISI

Homep 3a0anusn Konuuecmeo 6annoe
1 5
2 5
3 8
Bcezo 18

9. OBPA3EIl DK3AMEHAIIMOHHOI'O BUJIETA

Teopemuueckue 60npocwl K IK3ameHy
Yro takoe VPN?
OcobeHHOCTH KIMEeHTCKON peanu3anun VPN.
Cdepsl ucnionpzoBanust VPN.
TyHHENIUpOBaHUE B BUPTYaIbHBIX CETAX.
Anpecanusi B BUPTYaJIbHBIX CETSX.
ApXUTEKTypa BHUPTYaJIbHBIX CETEH.
Bunbl TyHHEIHMpOBaHUA.
Uro Takoe Tun/Tap unrepdeiic
[Ipouecc ycranoBku mapiipyra VPN
10. IlpuHsATHE M OTHPABKA MAKETOB 110 TYHHEIO.
11. MonuTopusr uarepgdeiicos VPN.
12. Kpunrorpadudeckas moacucremMa BUPTYaIbHON CETH
13. Texunomnorusi PPPoE. OcobeHHOCTH U KITIOUEBBIE BOZMOKHOCTH.
14. Texunonorus L2TP. Oco6eHHOCTH U KII0YEBbIE BO3MOKHOCTH.
15. Texuonorust PPTP. OcoGeHHOCTH U KITIOYEBBIE BO3MOKHOCTH.
16. Texnomorus OpenVPN. OcoOeHHOCTH U KIFOYEBbIE BO3MOKHOCTH.
17. Ayaut BUPTyaJbHBIX CETEH.
18. CoBmecTHOE ucnonab3oBanue VPN U Ipyrux TEXHOJIOTHI

O NO LA W

roy BIO «IOHEIKWA HAITMOHAJIbHBIA YHUBEPCUTET»
®U3UKO-TEXHUYECKUHA ®AKYJIBTET

Kadenpa pagrnoduzuku 1 nHHOKOMMYHUKAIIMOHHBIX TEXHOJIOTHI
[TporpamMMa MOATOTOBKH: MarucTparypa
JucuumumHa «3anmra tHPOPMAaLUU B BUPTYAIBHBIX CETAX)
Hanpasnenue noarorosku: 10.04.01 Mudopmarmonnas 6e30nacHOCTb, cemectp 2.

3K3AMEHAIIMOHHBIN BUJIET Ne 1

1. MonuTopunr unrepdetico VPN. Uro takoe Tun/Tap unrepdeiic

2. Yro takoe Tun/Tap unrepdetic

3. Texunonorus PPTP. OcoGeHHOCTH U KITF0UEBbIE BO3MOKHOCTH.

YTBEPKICHO HA 3aCETAHUU 3aB. kadenpoii B.B. Jlanmios
Kadeapsl. P® u UKT o

Ne oT 201 r. OK3aMeHaTop S1..PymeuynnkoB

Kpumepuu OUCHUBAHUA IK3AMEHA
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Homep 3a0anusn Koauuecmeo oannos
1 10
2 10
3 10
4 10
5 10
Bcero 50 6as10B

10.OBPA3EIl TECTOBOI'O 3AJIAHUSA
(TecToBbIe 3a7aHNs TPOTPAMMOI HE PEAYCMOTPEHBI)

10. KPUTEPUU OHEHUBAHUA

ITo xypcy mpenmnosnaraercs MpoBeeHUE MPOMEXYTOUHOM aTTecTalliud B BHJE MOAYJIHHOIO
KOHTPOJISI, BBIMIOJHEHHE MPAKTHUECKUX U JIADOpaTOpHBIX pabOT M 3K3aMeHa. DK3aMeH CIaloT
CTYJICHTHI C 1IeJIbIO TTOBBIILICHUS pEUTHHTA.

Pacnpeoenenue 6annos, Komopule MoZym noay4ums cmyoeHmslé npoyecce u3y4eHus

OUCUUNIUHDL
Oprann3zanuoHHo- CPC Bcero
yuyeOHasi padoTa cTyaeHTa NuauBuayanbHas MonyabHblii
paGora KOHTPOJIb
Max 10 6amnoB max 72 6ayos max 18 G6aios 100 Gamos
JKCTpecc-onpoc Ha JISKIUsIX U | BrimonHeHnue u 3ammra Breimmonnenue
AKTHBHOCThH Ha JJA0OPaTOPHBIX 71a00paTOPHBIX padOT MOIYJIBHOM
BaHSITHIX; TPOBEPKA KOHCTICKTOB KOHTPOJIBHON pabOTHI
LlIxana coomeemcmeusn 6ann0e HAYUOHATLHOU WIKATle
Onenka Ounenka mo OneHka 1o rocy1apcTBeHHOM LIKaJIe Ounenka nmo
no 100-6anabHOM (3x3aMeH, TUPPepeHINPOBAHHBIN 3a4eT) rocy1apCcTBEeHHOI
mKaje mKaJje mKaJje (3a4er)
ECTS
A 90-100 5 (OTIM4YHO) 3a4TEHO
B 80-89 4 (xopor1o) 3a4TEHO
C 75-79 4 (xopor1o) 3a4TCHO
D 70-74 3 (YIOBJIETBOPUTEIHHO) 3a4TEHO
E 60-69 3 (y1OBIETBOPUTENHHO) 3a4TE€HO
FX 35-59 2 (HeyAOBIIETBOPUTEIBHO) HE 3aUTEHO
C BO3MOKHOCTBIO IIOBTOPHOI cllauu
F 0-34 2 (HeyAOBIIETBOPUTEIBHO) HE 3aUTEHO
C BO3MOKHOCTBIO MIOBTOPHOI! cllauM MPHU YCIOBUU
00s13aTeTLHOT0 Ha0Opa TOMOIHUTENIBHBIX OAJITIOB
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MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOI'O ITPOIECCA

JleknoHHbIE 3aHATHS TPOBOAATCA B ayAUTOPHUH, OCHAILIEHHOW MYJIbTUMEIUWHON TEXHUKOU U

JOCKOH.

JlaGoparopHble 3aHATUS TPOBOAATCS B  KOMIIBIOTEPHOM  KJlacce, OOOpPYIOBaHHOM

KOMHBIOTepaMI/I C JIMIICH3UOHHBIM HpOFpaMMHBIM O6€CH€‘I€HI/I€M, ,Z[OCTYHOM K CCTHU I/IHTepHeT,
CTOJIaMHM, JOCKOH.

12.  PEKOMEHAOBAHHASA JIMTEPATYPA

Kou-Bo Hanuuue
IK3EMILIAPOB | JJIEKTPOHHOM
B OuOJIMOTEeKE BepCcuM B

JonHY IBC

HaunmenoBanue

Ocnosnas n1umepamypa

l'opnee, A. B. OmnepanuionHble cucTeMbl Y4eO. s
CTYJICHTOB BY30B, OOy4YalOUIUXCs [0 HampaBICHUIO
MOATOT. OakajgaBpOB M MAarucTpOB M HaIpPaBJICHHUIO
MOJATOT. AMIUIOMHp. crenuanucroB "UHopmatuka wu
Berumci. TexHuka" / A. B. T'opnees. - 2-e u3a. - CIIG. u
ap. : [urep : [Murep punt, 2005. - 415 c.

[P-tenedponus» (Tpethe uznanue) / I'ompamreitn b.C.,
[Munuyk A.B., CyxoBuukuit A.JI. M.: Paguo u cBsi3b, 2
2006. - 336 c.: un. ISBN 5-256-01585-0

Texnonorus obecriedeHus: 0€30MaCHOCTH  OOBEKTOB +
[Tekct] : yueOHOe mocoOME I MarucTPOB BBICIINX
y4eOHBIX 3aBEICHHH, OOy4aroluXcs I0 HAINpPaBICHHIO
noarotoBku 10.04.01 Mudopmanmronnas 6e30macHOCTH /
[[IenexoBa O.I'.] ; JOHHY. — Homuenk : Ludposas
tunorpadus, 2019. — 125 c.

Jonoanumenvnas numepamypa

Tanen6aym, O. CoBpeMeHHBIE OTepaIlMOHHBIC CHCTEMBI /
J. Tanenbaywm ; [IlepeBon A. JleoHTheB]. - 2-€ U3 . - 2
CII6. u ap. : [Turep : ITutep [Ipunt, 2005. - 1037 c.

Kopr, C. C. Teopernueckre OCHOBBI 3alIUTHI HUHPOPMAIIIH : +
VY4e0. mocobue sl CTYICHTOB BY30B, OOYYArOIIUXCS TIO
rpymre cremn. B oo uapopm. 6e3omacHoctr / C. C. Kopr. -
M. : I'eimmoc APB, 2004. - 233 ¢

13. HNH®OPMAILIMOHHBIE PECYPChbI
1.http://donnu.ru/ — caiit lonHY.
2.http://library.donnu.ru/ — caiit 6ubauorexu JouHY.
3. www.ansoft.com — caiiT komnanun Ansoft — pazpadoruuka nporpammel HFSS

14. IIPOI'PAMMHOE OBECIIEYEHHUE

1. Windows 7 PRO (xopniopatunas nuniensus JJOHHY Ne 46484614);
2. Microsoft Office (kopnoparusnas muuensust JOHHY munenzus Ne 46472919);
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3. Oracle Virtual Box;
4. Cisco packet tracer.

HNCITOJIB30BAHHUE 3JIEKTPOHHOI'O OBYYEHUA U JUCTAHIIMOHHBIX
OBPA3OBATEJIBHBIX TEXHOJIOT Ui

IIpn peanmsanuu mporpamMmel JUCHUIUIMHBL MOTYT MCIIOJIB30BaTbCSA CIEAYIOIIME BHUIBI
JNIEKTPOHHOTO B3aUMOJICHCTBUS IIPENIOAABATEIb-CTYACHT:

- pa3MmeleHHe YYeOHBIX MaTepUalOB B OOJIAYHBIX XpAHWIWINAX TIperojaaBaTesiell ams
UCIIOJIB30BaHUs CTYACHTAMU IIPU MOATOTOBKE K 3aHATHAM;

- pacchbUIKa IO AJIEKTPOHHOM IOYTE MATEPUANIOB U 3aJaHUM I BBIIOJIHEHUS, IIPOBEpPKaA
BBITNIOJTHCHHBIX 3alaHUN;

- MIOAJICPKKA CTPAHUYKU MPENOAABaTeNs U IPYII IIPENOoJaBaTeb-CTyICHThl B COLUAIbHBIX
CeTsAX Iy 00ecnedeHus TEKYIEro KOHTPOJIsl paboThl CTYICHTOB

Pabouas mporpamma paccMOTpeHa U TIepeyTBEPIKICHA Ha 3aceJaHuu Kadeapsl pagnou3uku
1 "HOOKOMMYHUKAITMOHHBIX TEXHOJIOTUHN ¢ M3MeHeHUsIMU (0e3 n3meHenuil) Ha 2021 rog.
IIpoToxkoi Ne OT « » 20 T.

3asenytomuii kadeapoit PO u UKT B.B. Jlanunos

PaGouast mporpamma paccMoTpeHa U TIEpeyTBEpKIAeHA Ha 3acelanuu Kadeapbl paarnoPu3nku
¥ MH()OKOMMYHHMKAIIMOHHBIX TEXHOJIOTHI ¢ M3MEHEeHUsIMH (0e3 u3menenuii) Ha 2022 rox.
[TpoTokomn Ne OT « » 20 T.

3aseayromuii kadenpoit PO u UKT B.B. Jlannnos
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