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Pabouast mporpamMmma y4e0HOH JHCUHILIHHBI

«BE30IIACHOCTH CETEH Y TIPHJIOKEHWN»

Hanpapnenue moiroToBKHU (CIEHATBHOCTS): 38.04.05 buznec-uH(popmarrka
Marucrepckas nmporpaMmma: W T-unnoBauy B 6u3nece
[IporpaMma moAroTOBKH: aKaJieMH9ecKas MarucTpaTypa
Kpanupuxamus MarucTp

®opma obyueHus: OYHas

Honenk 2019
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/YTBEPKIALO

[/ Rupéxtop ¥ v(_:ﬁiﬁb.-ﬁléyqnoro MHCTHTYTa
| «OxoHOMIgCKaH KHOEPHETHKY
R F _/ O.B. Cuerun

[MporpamMMa cocTaBieHa ¢ yueroM (DejepalbHOro roCyJIapCTBEHHOIO 00pa30BaTEIbHOIO
cranapta Boicuiero obpaszoanus (PI'OC BO) mo HanpasieHHIO NOATOTOBKH 38.04.05 busnec-
MHGOPMATHKa, YTBEPKIEHHOrO MpHKa3oM MHHHCTepcTBa 00pa3oBaHMA H HAyKH Poccuiickoi
®enepaunn ot 08 anmpens 2015 r. Ne 370 (¢ n3MeHEHHAMH U JOMOJIHEHUAMH OT 13.07.2017 r.).

[Mporpamma yueGHo# quctmmunel «Be3onacHocTs ceTeil H NpuIIO/KeHUiD» COCTaBICHA HA
ocrose 'OC BITO no nanpasnenuto noarotosky 38.04.05 busnec-uHdopMaTHKa, yTBEPHKIACHHOMY
nprkazoM Munnctepersa obpasopanus u Hayku JHP Ne 1007 ot «28» centsa0ps 2016 r.,
3aperucTpupoBanHoMy B Munucrepctse roctaiun JIHP ot 18 okrs6ps 2016 r. Ne 1638; «Ilopsaka
opranmsauuu  y4eGHoro  mpomecca B 00pasoBaTeNBHBIX — OpraHM3allMAX — BBHICIICTO
npodeccHonanbHOro o6pasosanus Joueuxoit Haponro# PecriyOnukiy, yTBEPK/ICHHOTO NPHKA30M
Munnctepcta ob6pasosanus u Hayku JIHP «11» nHosabps 2017 T. Nel171; y4eOHBIX IUIAHOB IO
HanmpaBieHuto  noarotoBku  38.04.05  BusHec-uH(opMaTHKa — NpOTpamMMBl  HOATOTOBKH
marucTparypsl (fopma oOydeHus: OdYHasi), yTBEPKICHHBIX VYueHbIM COBETOM YHHBEPCHTETA OT
02.04.2019 r., npotokos Ne 3.

Pa3zpabor4nk:
JOLEHT Kadepbl dKOHOMHYECKOH KHOEPHETHKH
K.3.H. Cuerun O.B.

S

[IporpamMma y4eOHOH IMCUMILIHHB YTBEPXK/CHA HA 3aCCAARH KadeIpbl IKOHOMHYECKOH
KHOEpHETHKH

ITpotokon Ne 9 ot «21» mapra 2019 .

3aB. kaepoit IKOHOMHYECKOH KHOEPHETHKH npo¢. Tumoxun B.H.

ITporpamMma y4€OHOH AHMCIHMILIAHEL onobpena yuebHO-METOAMYECKOH KoMHCcHel YuedHo-
Hay4HOTO HHCTHTYTa « DKOHOMHYECKas KHOEepHETHKaY

[Tporokon Ne 7 ot «27» mapra 2019 T.

INpencenarens y4eOHO-METOANIECKOH
KOMHCCHH HHCTHTYTa npo¢. laranosa T.C.
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1. O6nacTy NMpuMeHeHHss M MeCTO JAMCHMILUIMHBI B y4eOHOM mpouecce. J(ucuurinHa
«be30onmacHOCTh ceTel M MPWIOKEHUI» OTHOCUTCS K BapuaTUBHOM 4acTu bioka 1 «/{ucuumninHel-
MOJyJIN», H3JIaraercsi CTyAeHTaM 1-ro Kypca Marucrparypsl B TEYEHHME OIHOIO CEMECTpa,
IIPElyCMAaTPUBAET TEKYIUUHA MOAYJIBbHBIA KOHTPOJIb, a TAKXKE Clady JK3aMEHA, B KOHIE CEMecTpa.
OcHoBbiBaeTcsi Ha 0Oa3e aucuumuinH OakanaBpuara: «ba3el  nmansbix», «KopmopartuBHbie
UHpOpMaLMOHHbIE  cucTeMbl»,  «MH(pOpMalMOHHO-KOMMYHHMKAIlUOHHbIE  TEXHOJOTMM B
HKOHOMHKEY, JUCHHUIUIMH Maructparypel «Ba0-texnomoruu B Ouznece», «IIpoekT mo momysro
«Pa3paboTka BI0-nipuIoKEHUN». « BUpTyanbHble CUCTEMBI». SIBIsETCS OCHOBOM A IPOXOXKICHHE
IIPOU3BOJACTBEHHOM, MPEAJUINIOMHOM IIPAaKTUKM, a TaKKe U1 HalNUuCaHUs MaruCTepCKOu
JUCCEpTaLUH.

2. HopMmaTuBHbBIE CCHLIKH.

®enepanbublil 3ak0H «O0 obpazoBanuu B Poccuiickoit depepaunn» ot 29.12.2012 Ne 273-
3.

3akon JIHP ot 7 utons 2015 roma Ne 55-IHC «O6 obpazoBaHum».

3akon JIHP ot 28 mapra 2016 roga Ne 111-IHC «O BHecennn n3menenuii B 3akoH JIHP «O06
00pa3oBaHUNN .

@DenepallbHbIl TOCYIApCTBEHHBIM 00pa3oBaTeNbHBIA CTaHAAPT BhICIIETO O00pa3oBaHUS
(®1O0C BO) mno wnampasienuto noarotoBku 38.04.05 busnec-uHdopmatuka, yTBEP>KICHHOTO
npukazoM MuHHCTepcTBa 00pazoBanus u Hayku Poccuiickoit denepanuu ot 08 ampens 2015 r. No
370 (c m3ameneHussMu U gonoiaHeHUsME oT 13.07.2017 1.)

['OC BIIO no nanpasnenuto noarotoBku 38.04.05 buznec-undopmatika, yTBEpKACHHOMY
nprukazoM MunHucTepcTBa obpasoBanus u Hayku JIHP Ne 1007 ot «28» centsabps 2016 r.,
3apeructpupoBaHHoMy B Munucrepctse roctuniuu JJHP ot 18 oktsi6ps 2016 r. No 1638;

3. CTpyKTYypa AMCHUILIUHBI (MOOYA).

XapakTepucTUKa y4eOHON AUCHUIUIMHBI
Hanpasnenue noarotroBku 38.04.05 busnec-undopmaTuka
Marucrepckas nporpamMmma WT-nnHoBanuu B Ou3Hece
[TporpaMma noAroTOBKH aKaJieMu4ecKas MarucTparypa
Kpanuduxanms MarucTp
KosngecTBo cosiepkaTeabHbIX MOy IeH 1
Hucnurnnuna 6a30B0# / BapHaTUBHOM YacTu bazoBas aucuumimnaa brnoka 1 «Jlucuuniraet
00pa3oBaTeIbHOW NPOTPaAMMBI (Mozynun)»
DopMBI KOHTPOJIA 1 MOAYBbHBINA KOHTPOJIb,
1 hK3aMeH BO 2 ceMecTpe
ITokazarenu oyHast popma o0ydeHus

KonnuecTBo 3a4eTHBIX €AMHHUIL (KPETUTOB) 3
KonnuecTBo yacos 108
I'ox moAroToBKM 1
Cemectp 2
AYIUTOPHBIX YaCOB, B TOM YHCIIE 36
- JIEKIITMOHHBIX 18
- IPAKTUYECKHX, CEMUHAPCKUX -
- TaOOPATOPHBIX 18
- CAaMOCTOSITEJIbHOM pabOoThI 72

B T.4. UHAMBHIYyaJIbHOE 33/1aHHE -
HenenbHoE KOJIMYECTBO YaCOB, 6

B T. 4. ayTUTOPHBIX 2




4. Onucanve JMCHUNIHHBI.

Memu wu 3agaum. Ilenplo wu3ydeHUs JAaHHOW JUCIHUIUIMHBI SIBJISIETCS  TTOJATOTOBKA
BBIIYCKHUKOB K aBTOMAaTH3UPOBAHHOMY pEIICHUIO MPHUKJIAAHBIX 3a7a4; CO3/aHHUI0 HOBBIX
KOHKYPEHTOCIIOCOOHBIX HH(OPMAIIMOHHBIX TEXHOJOTHUH M CHCTEM; TMOJTrOTOBKA BBITYCKHHKOB K
MH(GOPMALIMOHHOMY 00ECIEUYEeHUIO0 TPUKIIATHBIX MPOLIECCOB; BHEPEHHUIO, a/laliTallii, HACTPOMKE U
MHTErpallMM TPOEKTHBIX pemeHuit no co3ganuto HWC, CONpoBOXKICHUI0O W IKCIUTyaTallUuH
coBpeMenHbix WC; moAroToBka BBIIYCKHUKOB K  CaMOOOYYEHHI0O U HEMPEephIBHOMY
po(hecCHOHATTLHOMY CaMOCOBEPIIICHCTBOBAHHMIO.

3agauu: M3y4UTh TEOpPETHYECKHE OCHOBBI (YyHKUMOHHpOBaHUM Web-ceTu; OCHOBHBIE
craugaptel Web-ceru (HTTP, HTML, CSS, Javascript); moHsTtHe web-nprioxeHuii u web-
CEPBHCOB; OCHOBHBIC MOJAXOJbI K pa3paboTke web-MpHiIoKeHU; TeXHOJIOTHI0 pa3paboTku web-
npuioxkenuid Microsoft ASP.Net Web Forms; cmocoObl mpoeKkTUpoBaHHS Web-TIPHIIOKECHHUI;
obecrieueHre  Oe30macHOCTH  WeED-MpuiokKeHui;  00eCrneuuTh  B3aMMOCBA3b C  JPYTHMHU
byHIaMEHTAILHBIMY TUCITUTUTMHAMHU.

TpeboBanusi K pe3yJibTaTaM 0CBOEHMSI JUCUMILIMHBI.

[Iponecc M3y4yeHWs] MUCHMIUIMHBI HampaBlieH Ha (OPMHPOBAHUE IIEMEHTOB CIICIYIOIIMX
komnereHuit B coorBeTcTBUU ¢ @PI'OC BO P® no nanpasienuto noarotoBku 38.04.05 «busznec-
nH(pOpMaTUKa» U OCHOBHON 00pa3zoBaTelbHOM IMporpaMMoi BbICHIET0 0Opa3oBaHUs HAIPaBJICHUS
noarotoBku 38.04.05 «busnec-undopmarukay (UT-unHOBanuu B OU3HECE).

JucuuminHa HareneHa Ha GopmupoBanue npodeccruonanbHbix kommereniui (I1K-8, ITK-
9, I1IK-19) BhITyCKHUKA.

[Iponiecc m3yueHUs AUCHUIUIMHBI HaAmpaBieH Ha (GOPMHPOBAHME HJIEMEHTOB CIECAYIOIIUX
komneTeHuii B coorsercTBuu ¢ ®I'OC BO no nanHomy HampaBieHUIO TOATOTOBKU (IPOGUITIO):

a) npogheccuonanwvnuix (I1K):

NPOEKTHAsl JeATeJbHOCTb: CIIOCOOHOCTBIO IMPOEKTUPOBATh APXUTEKTYPY MNPEANPUATHUS
(IIK-8);

CIOCOOHOCTBIO pa3padaThiBaTh U BHEAPATH KOMIOHEHTHI apXuTekTypsl npeanpusarus (I1K-
9);

neAaroruvecKasi 1esiTeJIbHOCTh:

TOTOBHOCTBIO TIPOBOIUTH JICKIIMOHHBIE U MPAKTHUYECKUE 3aHITHS 10 yrpaBieHueckuM u UT-
mucnumiraam (ITK-19)

B pe3yabrare u3yuyeHusi y4eOHOI IMCUMILUIMHBI CTYAEHT J0JKEH OPUEHMUPOBAMbCsl B
CHCTEME IMOJIXOJ0B M TMPOIEAyp K MPOSKTHPOBAHHUIO CHCTEMbI 0€30MacHOCTH WeD-pHIoKeHHi
TIPEITPHUSITHS,

3Hamb:

OCHOBHBIC TIOHSTHS KOMIIBIOTEPHBIX CET€ W CHCTEM TEJIEKOMMYHHUKAIIUH; OCHOBBI
00BEKTHO-OPHEHTUPOBAHHOTO TMOJX0Aa K pPa3padOTKe MPOrpaMMHOTO OOecreueHus, OCHOBHBIE
KHOEpYrpo3bl U METOIBI OOPHOBI C HUMHU.

ymemp:

CTaBUTb U peliaTh MPUKJIAJIHBIC 3a/1a4U C UCIIOJIH30BAHUEM COBPEMEHHBIX HMH(OPMAIIMOHHO-
KOMMYHHKAITHOHHBIX T€XHOJIOTUH.

é1ademp: OCHOBaMU OOECIIEUEHUsS 3alIUThl MPUIOKEHUH OT HECAHKIIMOHUPOBAHHOTO
JOCTYTIA.

5. Copep:xkaHue TMCUUILUIMHBI M (JOPMBI OPraHU3aluu Y4eOHOr 0 npouecca.

Jucnunimna «be3onacHoCTh ceTel U MPUIIOKEHU» pelycMaTpUBaeT clieayromue (GopMbl
OpraHu3alMi y4yeOHOro Ipolecca: JIEKIHUH, JabopaTOpHBIE 3aHATHS, CAaMOCTOATENbHYIO paboTy
CTYZECHTOB.

[Ipu npoBeneHun nexkuuil U 7a00PATOPHBIX PAOOT HCHONB3YIOTCS MYJIbTUMEAUNHHBIE
IpEe3eHTalMH, pa3JaTO4YHble MaTepHaibl. JIeKInu npeacTaBisaoT co00M cUCTeMaTHYECKHE 0030DPbI
OCHOBHBIX AaCIEKTOB JTUCHMIUIMHBL. JlabopaTopHble 3aHATHS JAlOT BO3MOXKHOCTH HAy4YUTh
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MNPUMCHATH MOJYYCHHBIC TCOPCTUUCCKHUC 3HAHUA IPHU BBIINOJIHCHUU U HUCCICAOBAHUU KOHKPCTHBIX

3a/1a4 U CUTYaIuH.

K wmerogam wu3ydeHuss qucUMIUIMHBI «be30MacHOCTh CETe W MPUIIOKEHUN» CIEAYET
OTHECTH: JIEKIIMM C OCBEUICHHEM MPOOJIEMHBIX BOMPOCOB MO MOAYJISIM HA OCHOBE CPaBHUTEIILHOTO

noaxonaa; IIOCTPOCHUC

(GUHAHCOBOW MOJENM KOMIAHWH, CUTYallHOHHOE MOJICIHPOBAHUE

MIPOLIECCOB; IPE3EHTALIUU JIJIsl IPEJICTABICHUS ONIPEIeJICHHBIX UCCIIEOBAHUM, PE3yIbTaTOB PaboThI
IPYNIbI, OTYETHl O BBIIOJHEHUU JIAOOPATOPHBIX pPaldOT; WCIONB30BaHUE MYJIbTHMEIUIHHBIX
pecypcoB. CamocrtosiTenbHast paboTa CTyJEHTOB IMpelycMaTpUBaET MOATOTOBKY K JIaOOPaTOPHBIM
paboTam, UX BBIIIOJHEHHE, IOJIOTOBKY TE3UCOB U ACCE IO OTIEIBbHBIM BOIIPOCAM M3YyYaeMBIX TEM,
U3ydYeHHe y4yeOHO-METOAMYECKON JIUTEepaTypbl, aHHOTALUUN CTaTed, MOATOTOBKY NpEe3eHTAaluld MU

JOKJIag0B.

IMopsinkoBbIii HOMEP U
TeMa

Kp aTKoO€ COACPKAHUEC TEMBI

Tema 1. OGHapyxeHue
KOMITBIOTEPHBIX aTaK.
Bsenenue

Ilonsatue mn KJIaCCI/I(bI/IKaL[I/ISI aTaKk Ha KOMIIBIOTCPHBIC CCTHU.
OcHoBHbI€ THUIIBI CETEBBIX aTak. CpeAcTBa peain3aluy aTax.

Tema 2. OGHapyKeHue
KOMITbIOTEPHBIX aTak.
ATaxm, CBsI3aHHBIE C
ayreHTUUKaLUEH 1
aBTOpHU3ALHCH

MexaHU3MBbl THIIOBBIX aTaK, OCHOBAHHBIX Ha YS3BUMOCTSX CETEBBIX
MPOTOKOJIOB. ATaKH Ha CETEBbBIE CIIYKObI. ATaKH C UCIIOJIb30BaHUEM
MIPOMEXYTOYHBIX y3JI0B U TEPPUTOPHI.

Tema 3. OOnapyxeHnue
KOMITBIOTEPHBIX aTaK.
ATaku Ha KJIMEHTa

TexHonornn  oOHapyK€HHUS  KOMIBIOTEPHBIX aTak M HX
BO3MOKHOCTH. IIpsiMble M KOCBEHHbIE MpPU3HAKM aTak. MeTobl
oOHapyxeHust arak. CUTHATypHBIM aHanu3 U OOHapyXeHHe
aHOMaJIUil.

Tewma 4. OGHapykeHue
KOMITBIOTEPHBIX aTak.
Bremonaenne koxa

Knaccudukanus cucrem oOnapyxkenuss arak (COA). CereBblie u
y3noBele COA. TpebGoBanus, mnpenbsBusembie kK COA.
Crangaptuzanus B 00JacTH OOHapy)KEHHUs aTak. ApPXUTEKTypa
COA.

Tema 5. OOHapyxeHue
KOMITBIOTEPHBIX aTaK.
Pasriamenue
nHpopmanuu u
JIOTUYECKUE aTaKU

Tunosas apxutektypa COA B coctaBe ceHCOpa, MOAYJIS
yIpaBJeHUs, aHAIM3aTopa, Habopa MPOTOKOJIOB B3aUMOJICHCTBUS U
cpeactBa  pearupoBaHus. Oxcmyarauuss COA.  BapuaHThl
pasmemenusi COA. Pazmemnienue cencopoB COA. PearupoBanue Ha
uHiuaeHThl. [Ipobaemsl, cBszanubie ¢ COA.

Tema 6. Texuomorus
MEXCETEBOT'O
DKpaHUPOBaHUA

Crparerunm u cpelncTBa MEXCETEBOro dKpaHupoBaHus. CosnaHue
3allMIIEHHBIX CErMEHTOB Ipu pabore B cetu HHTepHer ¢
HCII0JIb30BAHUEM MEXKCETEBbIX JKpaHOB. TpeboBanus
pykoBomsmux JokymeHToB DOCTOK Poccum k  MexceTeBbIM
skpaHam. O030p nmokymeHtoB RFC, permameHTHpyromumx
HCIIOJIb30BAHUE  MEKCETEBBIX OKpaHOB. THMBI  MEXKCETEBBIX
9KkpaHOB. (CXeMbl MEXCETEBOro 3KpaHupoBaHus. @PunbpTpanus
nakeroB. Kpurepun wu mnpasuna QuiapTpauuu. Peammzanus
NakeTHbIX  QuiabTpoB. IloHATHE JIEeMHINTapU30BaHHON  30HBI.
VYKpereHHbI KoMIbloTep 0acTHOHHOTO TUNa. OpraHu3aius y3JioB
JUIs  OTBJICYEHUS BHUMAaHMA 3JI0yMbIIUIEHHHKA. OcoOEeHHOCTH
¢bunbTpanuu pa3nuyHbIX TUNOB Tpaduka. [lakeTHslt GUILTp Ha
6aze OC Windows. Cnyxb6a RRAS. Ilporpamma ynpaBieHus
cinyx00if RRAS. Imto3sl npukiagHoro ypoBHsi. Cepep SQUID,
NpUHIUIBL paboThl, BapuaHThl KoHpurypauuu. Konrpons HTTP-
Tpaduka U 3JIeKTpoHHON nouThl. Hanucanue npasun guiabTpanuu,




IMopsinkoBbIid HOMEP U
TeMa

Kparkoe cogep:xkanue TeMbl

BO3MOXXHOCTH 110 aHAJIN3Y COACPIKHUMOTIO.

Tema 7. Opranuzanus
BUPTYaIbHBIX YACTHBIX
cere

3agaun, pemaembie VPN. TynnenupoBanue B VPN. VYpoBHHM
3alMIICHHBIX KaHaJIOB. 3alllUTa JaHHBIX HAa KaHAJIbHOM YPOBHE.
Opranuzanuss VPN cpeactBamu nportokosia PPTP. YcranoBka u
HacTporika VPN. Ananu3  3alMIIEHHOCTH  IepeaaBacMoi
uHpopmanuu. 3amuTa JaHHBIX Ha ceTeBoM YpoBHe. [Iporoxon
SKIP. TIlporokon IPSec. Oprammzauus VPN cpeactBamu C3U
«VipNet». Ucmons3oBanue mnporokosia IPSec mas 3alimMThl CETEH.
HIudppoBanne Tpaduka ¢ wucnoib3zoBaHueMm mportokona IPSec.
HacTtpoiika  MOIUTHKHM  MEXKCETEBOrO  JKpPAaHMpPOBAHUSI  C
ucnosp3oBaHueM  nportokona  IPSec.  Opranmzamus VPN
cpenctBamu C3U «StrongNet». Onucanue cuctemsl. ['eHeparus u
pacripocTpaHeHne KiodeBoi wumHpopmamuu. Hactpoiika C3U
«StrongNet». YcraHoBka 3alllMIIEHHOTO COSAMHEHUS. 3alluTa Ha
TpaHcropTHOM ypoBHe. Opranuzanus VPN cpenctBamu npoTokosa
SSL B Windows Server 2003. I'enepauus cepruduxaTa OTKPBHITOTO
kmoua  gans web-cepepa.  Hacrtpoiika  SSL-coeaunenus.
Opranmzanus VPN npukiagHoro ypoBHsI CpeICTBaMH IPOTOKOJA
S/MIME u CK3U Kpunrollpo CSP. 3amumnieHHbii 00MeH
3JIEKTPOHHOW MOYTOM.

Tema 8. Texnonoruu
3aIUIIEeHHON 00paboTKH
uHpOpMaIU

[IpumeHeHre TEXHOJOTMH TEPMHHAIBHOTO Joctyma. OO6mue
CBEICHMSI O TEXHOJIOTUM TepMHUHAIbHOro noctyma. ObecrneueHue
oe3omacHoctu cepBepa OC Windows Server. Hactpoiika cepBepa
MSTS. Hacrpoiika nporokona RDP. Cmnyx06s1 karanoros. Obmue
cBelleHUsT O ciyx0Oax karanoroB. Crpykrypa karanora LDAP.
Cucrema enMHOrO BXOJla B CETh Ha OCHOBe MpoTokojia Kerberos.
Cozmanue eIuHOTO MPOCTpaHCTBa Oe30macHOCTH Ha 0asze Active
Directory.

Tema 9. Ayaut
MH(OPMAaLMOHHOM
0€30I1aCHOCTH B
KOMIIBIOTEPHBIX CETSIX

Henmn u 3amaum mpoBefeHHs ayAuTa Oe30MacHOCTH. JTambl U
METOBI TPOBEICHUS, pe3yIbTaThl paboT. HopmaTHBHO-TIpaBOBBIE U
OpraHU3allMIOHHBIE OCHOBBI TPOBEJEHHsS ayaAuTa Oe30IacHOCTH
KOMIIBIOTEPHBIX CHUCTEM. MEXIyHapOaHbIe, TOCYJapCTBEHHBIE H
BEJOMCTBEHHbIE CTAaHAApPThl M  pPEKOMEHJaluu B  001acTH
nHpopmanoHHo  Oe3omacHocTu.  OmpezeneHue  CTPYKTYpPbI
MH(POPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIX ceTeil. [Iporpammuble
CpeICTBAa  aHaJM3a  TONOJOTMM  BBIYUCIUTENBHOM  CETH.
OmnpeneneHre MapuIpyTOB HPOXOXKICHHUS CETEBBIX  I1aKETOB.
O6napyxenue O0O0beKTOB ceTu. llocTpoeHue CcXeMbl CeTH.
BrsiBieHHe TeeKOMMYHHKAIIMOHHOTO 000pynoBaHus. BeisBienue
U TIOCTPOEHHE CXEeMbl WH(POPMAIMOHHBIX IMOTOKOB 3aIIWIIAEMOM
uHpopmanuu. CeTeBOl MOHUTOPHHI Ha OCHOBE MCIIOJIb30BaHMS
Mexanm3dma WMI wu nporokonos ICMP, SNMP wu CDP.
[IpumeHeHHe cHCTEM aBTOMATU3UPOBAHHOI'O TOCTPOEHUS CXEMBbI
cetu. CpenctBa W METOIOBI  BBISBICHUS  YSI3BUMOCTEH B
MIPOrpaMMHOM O0€CIIeYeHUH Y3J0B KOMIbIOTepHOH ceTu. Llemu u
NPUHIUIBl  30HIUPOBaHHS  y3JIOB  ceTh.  Vcmomp3oBanue
KOMMEpPYECKUX M CBOOOJHO pPACHpOCTPaHSIEMBIX CPEACTB ayauTa
0€30MacCHOCTH KOMIIbIOTEPHBIX cucteM. OCOOEHHOCTH CpPEICTB
aKTHUBHOTO ayauTa. [IpuMeHeHne cpeicTB aHalu3a 3alUIEHHOCTH
cepBepoB NpwiIoKeHUH. [IpuMeHeHne CpencTB aBTOMATH3AIUU




IMopsinkoBbIid HOMEP U
TeMa

Kparkoe cogep:xkanue TeMbl

KOMIUIGKCHOTO  ayauTa  MH()OpPMAnMOHHOH  OEe30MacHOCTH.
CrpykTypa U (QyHKIIMH KOMIUIEKCHBIX 3KCIIEPTHBIX CHCTEM ayauTa
0€30MacHOCTH. YUeT CTPYKTYpPHI alnapaTHO-IIPOrPaMMHBIX CPEICTB
o0bekTa  uHpopMmaruzauuu. PamxupoBaHnue  0OHaApPYKEHHBIX
yA3BUMOCTEH IO CTENEHW BO3ACHCTBUS Ha  3alIHUIIAEMYIO
uHpopmanmto.  OnucaHue  BBIABICHHBIX  YSI3BUMOCTEH |
OIpeieJICHue Mep 3alluThl, WX Yycrpausiomux. PopmupoBanue
BBIBOJIOB M PEKOMEHJAIMA IO YCTPaHEHUIO0 OOHapyKEHHBIX
HEJIOCTaTKOB.

TemaTn4yeckunii nJiaH.

Neo KonudectBo yacos
ouHas popma o0ydeHus
B TOM 4YHUCIJIC
i e :
Ha3zBanus copepkaTenbHBIX MOAYJICH U TEM o = 5 § 2 2 »
= é 8| g & g =
E g 3
[&]
1 Tema 1. OGHapyKeHHE KOMITBIOTEPHBIX aTaK. 12 2 2 8
Beenenue
2 Tema 2. OOHapyKeHHE KOMIIbIOTEPHBIX aTaK. 12 2 2 8
ATaku, CBI3aHHBIE ¢ ayTeHTU(DUKaIeH 1
aBTOpHU3aALUCH
3 Tema 3. OGHapyKeHHE KOMITBIOTEPHBIX aTaK. 12 2 2 8
ATaky Ha KJIMEHTA
4 Tema 4. OGHapyKeHHEe KOMIIbIOTEPHBIX aTaK. 12 2 2 8
Brimonaenune koxa
5 Tema 5. OOHapyxeHHE KOMIIBIOTEPHBIX aTaK. 12 2 2 8
Pasrnamenue nHpopMaum 1 JOrH4ecKie aTaku
6 Tema 6. TexHOJIOTHS MEXCETEBOTO 12 2 2 8
HKPaHUPOBAHUS
7 Tema 7. Opranusanus BAPTyaJIbHbIX YaCTHBIX 12 2 2 8
ceTen
8 Tema 8. TexHonoruu 3amuiieHHoN 00paboTKU 12 2 2 8
nHpopManun
9 Tema 9. Ayaut uHdopMaIimOHHON 12 2 2 8
0€30I1aCHOCTH B KOMITBIOTEPHBIX CETSIX
Htoro 108 18 - 18 72




6. TemMbl 1a00PATOPHBIX 3AHATHIA.

. Ha3Banue Ttemsl Kon-Bo
[TopsinkoBbIil HOMEP
4acoB
Jlabopamopuas paboma Ne | | BeIsiBlIieHHE THTIA aTaKH 2
Jlabopamopnas paboma Ne 2 | Ataku ayTeHTU(DUKAIVS U aBTOPU3AIIHS 2
Jlabopamopuas paboma Ne 3 | ATaku Ha KIIMEHTA 2
Jlabopamopnas paboma Ne 4 | Ataxu BBEIIOTHEHHSI KOJIA 2
Jlabopamopnas paboma Ne 5 | Ataku pasriameHus WHGOPMAIIUU U JIOTHYECKUE 2
aTaKu

Jlabopamopuas paboma Ne 6 | MexceTeBoe SKpaHHUPOBAHHE 2
Jlabopamopuas paboma Ne 7 | Opranmzanus VPN 2
Jlabopamopnas paboma Ne 8 | 3amumiennas 06paboTka nHGopManuu 2
Jlabopamopuas paboma Ne 9 | Aynut nHGOpMaIMOHHON 6€30MaCHOCTH 2
NUTOrO 18

7. CamocrosiTeibHas padora.

Ilenpto camMOCTOATENBHOM pabOThI CTYIEHTOB SBJSETCA OBJIaJE€HUE (PYHIAAMEHTaTIbHBIMU
3HAHUSMH, MPO(ECCHOHATPHBIMU YMEHHSIMA W HaBBIKAMU 10 Tpodmmo Oymymed mnpodeccuw,
ONBITOM  TPOEKTHOM, HCCIENA0BAaTEIbCKOW  JEATEIbHOCTH, pPAa3BUTHE CaMOCTOSATENIBHOCTH,
OTBETCTBEHHOCTH M OPIaHU30BAaHHOCTH, TBOPYECKOI'O MOAXO0/a K PELICHUIO MpodsieM yueOHOro u
npo¢eCcCUOHATIBHOIO YPOBHEH.

OpFaHI/ISaHI/Iﬂ CaMOCTOSITEILHOM pa6OTLI npeaAyCMaTpuBaCT CICAYHOIINEC BUbI pa60T:

Ne Bunel camocTosiTenbHON paboThI CTyA€HTA O6beM, yac.
n/m OYHas 3a04Has
1 M3yueHne JeKIIMOHHOT0 MaTepuaia 20 25
2 IToaroToBKa M BHITIOJIHEHHE JTAOOPATOPHBIX pabOT 20 25
3 [ToaroroBKa K BBIMOIHEHUIO 3aJaHUI MOIYIHHOTO 6 11
KOHTPOJIS
4 ITonroroBka K 3K3aMEHY 20 25
5 Pemenue u nucbMeHHOE OOPMIICHHE PACYETHO- 6 10
AQHAIMTHYCCKUX 3a/IaHUH
6 BrImosTHeHMe WHIWBHTYaTLHOTO 3a/IaHUs - -
Wroro: 72 96

8. UupuBuayaabHble 3a0aHUSA (He NPedyCMOMPEHO NPOSPAMMOL NOO20MOBKU NO
oucyuniute)

9.KoHTpO/IbHBIE BONPOCHI

9.1 Teopemuueckue 6onpocel

1. Ataku Ha MPOTOKOJIBI U c1yk0bl IHTEepHET. MeTo1bl U CpeicTBa 3aIUTHI.

2. TTonsiTe MeXceTeBhIX dKpaHOB. KOMIOHEHTH MexceTeBoro 3kpana. [lomuTruka ceTeBoit
0€30IacCHOCTH.

3. Kpurepun ¢unbtpanun nakeroB. OCHOBHBIE CXEMBbl CETEBOM 3allUThl Ha 0asze
MEKCETEBBIX IKPAHOB.

4. CoznaHne 3alAIICHHBIX CETMEHTOB CETEH C MCIIOJIb30BaHNEM MEKCETEBBIX SKPAHOB.

5. KongurypupoBanue cereBbIX (QHUIBTPOB Ha 0a3e HACTPOEK OE30MAaCHOCTH MPOTOKOJIA
TCP/IP 8 OC Windows.

6. 3amuTa pabounx CTAaHIMN C UCIOJIB30BAHUEM NTEPCOHAIBHBIX CETEBBIX (PUIBTPOB.

7. Opranuzauusa VPN-ceteil. 3anaun, pemaembie VPN. TynnenupoBanue B VPN.



8. DnexTponHublie ceptudukarel. [loHsTHE HHPPACTPYKTYPHI OTKPBITHIX KITFOYCH.

9. IlpoTtokomnsr u cpeacTBa opranusanuu VPN Ha cereBoM ypoBHe. HazHauenue, 0061acThb

MIpUMEHEHUs, ayTeHTHUUKaKs U mmdpoBanre naHnHbiX B mpoTokosiax SKIP u IPSec.

10. [Iporokonst PPTP, SSL. Ha3znauenue, 001acTh NpUMEHEHUS, ayTEHTUDUKALHS U

mudpoBaHue TaHHbIX.

11. [IpermymiecTBa TEXHOIOTHH TEPMUHAIIBHOTO AocTyna. Obecnedyenue 6€30macHOCTH.

12. Haznauenue cuctem oOHapyxeHus arak. Knaccudukamus cucteM oOHapy>KeHHsl aTak.

13.Cnyx0b1 karajoro. OOmue cBeieHHs O ciykO0ax katanoroB. CTpykTypa Kartaiora
LDAP.

14.Cucrema enuHOTO BXOJa B ceTh Ha ocHOBe mporokona Kerberos. Co3mganue enuHOro
IpocTpaHcTBa Oe30MmacHOCTH Ha O0a3e Active Directory.

15. Aynut 6e30macHOCTH KOMITBIOTEPHBIX cucTeM. Llenun, cranaapThl, MOIXOIbI.

16. HHcTpyMeHTalbHBIE CpPEACTBAa ayAuTa OE30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM, HX
BO3MOXXHOCTH W HeNOCTaTKu. [IpiMeHeHHe WHCTPYMEHTAIbHBIX CPEICTB ayauTa Oe30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM.

17.  TectupoBaHue  COCTOSIHMSI  3alMUICHHOCTH  KOMIIBIOTEPHBIX  CHUCTEM  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYHAa C HCHOJB30BaHMEM CKaHepoB Oe3zomacHOcTH. Meroauka
IIPOBEJCHUS] HHCTPYMEHTAIbHBIX IPOBEPOK.

18.Kiaccuduxanus cpeacTB 1 HHPOPMALMOHHBIX PECYPCOB B COOTBETCTBUU CO CTaHAAPTOM
ISO-17799.

19. Ha3znaueHnue u OCHOBHbIE ()YHKIIMU MPOTPAMMHBIX KOMIUIEKCOB «I pud-crnenuaniuct» u
«Konnop-cnenuanuct». [Toctpoenrne Moienu 3alIUThl KOMIIBIOTEPHOM CUCTEMBI C UCIIOJI30BAHUEM
KOMIUIEKCHOM 3KCIEPTHOU cUcTeMbI «ABaHl ap».

20.Buner  TpeboBanmii Oe3omacHoctr cornacio ['OCT P MCO/MDBK  15408-1-2002.
«npopmanonHas texHonorus. Metoabl M cpeactBa obecrneyeHus OezonmacHocTd. Kpurepun
OLIEHKH 0€30MacHOCTH MH(POPMALMOHHBIX TEXHOIOTHI».

21. Ha3nauenue cucteM oOHapykeHus atak. Knaccudukanus cucreM oOHapy>KeHHsI aTak.
Hcrionp30BaHne CUCTEMBI OOHAPYKEHHUS aTak «SNorty.

9.2 Ilpakxmuueckue 80npocol

1. Pa3paboraiiTe MOMUTUKY AJII MAKETHOTO (UIBTPA, pa3peliaroliero TOJbKO MOJyYeHHE
uHpopmanuu ¢ FTP-cepBepoB. PeanusyiiTe moauTHKy cpecTBaMH CETEBBIX (PUIBTPOB.

2. Pa3zpaboraiiTe MOJIUTUKY JUIsl TAKETHOTO (MIIBTPA, Pa3pellaroiero TOIbKO MOJyYeHUe U
OTIIPAaBKY 3JIEKTPOHHOM MOYTHI. Peann3yiiTe NOIUTHUKY CpeICTBAMU CETEBBIX (PHIBTPOB.

3. PazpaboraiiTe u peanuszyiTe MOJUTHUKY JUIsi TAKETHOTO (HUIbTpa, 3ampeliaroiiero
CKaHHPOBAHME BHYTPEHHEH CTPYKTYpbl Ce€TH. PeanusyiiTe MNOJUTHKY CpPEICTBAMHU CETEBBIX
¢GunbTPOB.

4. PazpaOotaiiTe W peanusyiTe MOJUTHUKY A IAaKETHOro (WIbTPA, 3alperiaroiiero
MOJIy4YE€HUE M3BHE JOCTyNa K pecypcaM KOMIIbIOTEpa 3a UCKIIOUEHUEM JBYX JTOBEPEHHBIX Y3JIOB.
Peanu3yiiTe NOIMTUKY CpeICTBAMU CETEBBIX (DPUIBTPOB.

5. PazpaboraiiTe W peanuszyiTe MOJUTHUKY JUIsi TAKETHOTO (HUIbTpa, 3ampeliaroiiero
noiy4yeHue jaocryna k Web-pecypcam ompeneneHHoro ysna. Peanusyiite moauTuKy cpeacTBaMu
CETEBBIX (PUIBTPOB.

6. PazpabotaiiTe u peanusyiTe NOJIUTUKY AJIS NAKETHOTO (PUIbTpa, pa3pelaromiero TojIbKo
nosyueHue gocryna k Web-pecypcam AByX OIpeneieHHbIX Y3/0B. PeannsyiTe MNONIUTUKY
CpEACTBaMU CETEBBIX (PHIBTPOB.

7. Pa3pabortaiiTe u peanu3yiTe MOJIUTUKY JUIsl MAKETHOTO (DUIIBTPA, pa3pemaroniero ToJIbKo
npocmoTp Web-pecypcos. Peannsyiite NOJUTHKY CpeICTBAMH CETEBBIX (PUIBTPOB.

8. PazpaboTaiiTe MONUTUKY [JIsl MAKETHOrO (DUIBTPA, Pa3pelIarollero TOJBKO IMOJIyueHUe
unpopmanuu ¢ FTP-cepBepos. Peanusyiite monutuky cpeacrsamu nporokoina [PSec.

9. PazpaboTaiiTe MOJUTUKY ISl TAKETHOTO (HIIbTPA, Pa3pellaloniero TOJIbKO MOJyYeHUue U
OTIIPaBKY 3JIEKTPOHHOM MOYTHI. Peanu3yiiTe monuTuKy cpeactsamu nportokona [PSec.
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10. PazpaboraiiTe W peanu3yiTe MOJUTHKY JJIA TMAKETHOTO (UIBTPA, pa3peniaromero
TOJIBKO rpocMoTp Web-pecypcoB. Peanusyiite monuTHky cpeactBamu nporokona [PSec.

11.C ucnons3oBanueM mporpammbel  «bpanamaysp Windows» (Windows Firewall)
BBIIIOJIHUTh HACTPOMKM, 3allpellialollMe HCIOJIb30BaHUE BCEX IOPTOB 3alUINAEMOro Yysia 3a
uckimouennem TCP-mmopta 3389.

12. Pa3pabotaiiTe M peanusyiiTe MOJIMTUKY JJIsl MAKETHOTo (PUiIbTpa, 3arpeniaroiiero
CKaHHPOBAaHME BHYTPEHHEN CTPYKTYpHI ceTH. Peanu3syiite monutuky cpeactBamu nporokona IPSec.

13.CrenepupyiitTe u mnomyuute B Buae ¢aina cepTH(PHUKAT OTKPHITOrO KIOYa C
ucnonb3zoBanueM oopaza OC Windows Server 2003.

14. Hactpoiite Web-cepBep /Ui opraHu3anuy 3alIMIICHHOr0 noctyna Kk Web-cTpanuie ¢
HCIoNb30BaHueM mpoTokosia SSL. BemonHuuTth ¢ mcnonb3oBanueM obpaza OC Windows Server
2003. Qaiin-cepTuduKaT OTKPHITOTO KIH0Ya MPUIAraeTcs.

15. Hacrtpoiite Bxopmsmee noakioueHue VPN ¢ ucnonb3oBanwem nportokosia PPTP.
HactpouTs 1 ycTaHOBHTH NOJKIIOUEHUE KIIMEHTCKOTO Yy371a. BBIMONMHNTE ¢ ncnonbp30BanneM odpasza
OC Windows Server 2003.

16. OcymecTBUTE KpUNTOrpauIEeCKyIO 3alIUTy CETEBOr0 TpaduKa cpeicTBaMH MPOTOKOIIA
IPSec 8 OC Windows. IlepexBaTuTe B JIOKQJbHON CETH IMaKeThl, yOeauTech B IMIM(POBAHUH
Tpaduka.

17. OcymectBuTe Kpuntorpaduueckyro 3amury cereBoro tpaduka cpenctBamu CK3U
StrongNet. [lepexBaTuTe B JTOKaJIbHOH CETH MMAaKEThI, yOEIUTECh B IN(POBAHUH TpaduKa.

18. OpranuzoBaTh 3alIMIICHHBIH OOMEH MOYTOBOW MHQpOpPMAIMEH MeXAy IBYMs
nosib3oBaressiMu. [IudpoBanre MOYTOBBIX COOOMICHUH BBITIOTHUTH ¢ ToMOIIbio anroputma ['OCT
28147-89, peanuzyemoro cpenactBamu CK3U Kpunrtollpo CSP. BpimonHuTh ¢ UCHOIB30BaHUEM
obpazoB OC Windows Server 2003.

19. PazpaOotaiite ¢aiin kondurypanuu u Hactpoiite COA Snort Ha oOHapyxeHUe
TECTUPOBaHUS BHYTpeHHEH cTpykTypbl cetu ICMP-3anpocamu.

20. PazpaGotaiite ¢aiin koHdurypamuum u Hactpoiite COA Snort Ha oOHapyxeHHE
ICMPniakeToB OOIBIION JITHHBIL.

21. PagzpaGotaiite ¢aiin koHpurypamuum u Hactpoiite COA Snort Ha oOHapyxkeHHE
ycTaHaBIMBaeMbIX U3 BHemHen cetn TCP-coennuenuid.

22. YCTaHOBUTH CIIY’KOY TEPMUHAIBHOTO J0CTYNA. BBIMOIHUTE HACTpOHKH ciayk0bl MSTS,
paspemaronue JOCTYyNl K pecypcaM TEpMUHAJIbHOTO CepBEpa TOJIBKO JUIsl YYETHBIX 3alMCcew,
3aperucTpUPOBAaHHBIX B CO3JaHHOI 10 yMonuaHuto rpymnme «Remote Desktop Usersy.

23. VYcraHOBUTH CIIyKOy TEPMHHAJIBHOTO JOCTyNa. BBINOIHUTH HACTPOHKHM MPOTOKOJIA
RDP, 3anpemaronye ucHoiab30BaHHE pecypcoB paloueil cranHiuu, Bkitoyas Oydep oOMmeHa,
MPUHTEPHI U HAKOTIUTEH.

24 BpISBUTE CETEBBIE Y3JIbl B JIOKAJIBHOM CETEBOM CETMEHTE C MCIOJb30BAaHUEM: YTHJIUTBI
fping; yrwmutel ping u mmpokoBeniatenbHoi [CMP-mockutku;  yTuiuThl  icmpush  (Tun
ICMPnakeroBl13 u 17); yTHIUTBl ping U MHOTOQJPECHOM pacChUIKM; YTUIMTHI arping; YTUIUTHI
hping3 u meronoB TCP- u UDP-pa3Benxu; yrunutsl Ethereal u meTona npocnymmBanus cetu.

25.C momouipr0 YTWIWTBl Nmap IPOBEIUTE CKAaHUPOBAHUE IIOPTOB CETEBOrO y3Ja.
Chopmupyiite cnucku OTkpbITeIX TCP- u UDP-noproB, uaentudunupyiite Bepcun OC u
3anyleHHbIX cepBUcOB. [lo pesynbraTtam cpaenaiiTe BBIBOA O BO3MOXKHOCTH OOHApYXKEHHUs
OTKPBITBIX MOPTOB U HAeHTUuKanuu Tuna u Bepcuu OC, a TakKe CEeTEBBIX CEPBUCOB.

26.C nomouisio nporpammsl NetCrunch, mocTpoiiTe KapTy ceTH KOMITBIOTEPHOTO KJlacca.
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10.06pa3en 3k3aMeHALIMOHHOTO OHJIeTa

I'OY BIIO «/loHeukuii HAITMOHAJILHbIH YHUBEPCUTET)
YHU «OxoHOMUYECKass KHOCPHETUKA
Kadenpa skoHoMHueckoi KHOCPHETUKH

O06pa3zoBaTebHO-KBATU(DUKAITMOHHBINA Ounas dpopma
ypoBeHb Maructp oOydeHwus (2 cemectp)
Hanpasnenne moaroroBku  38.04.05

busnec-undopmaTika

VYyebnas nucuuruimHa «be3onacHocTh ceTeil M MPUJIOKeHUii»
3K3AMEHAIIMOHHBIN BUJIET Ne 1

1. Kon¢urypupoanue ceteBbix GpuiabTpoB Ha 6aze HacTpoek 6e3onacHoctu npotokosa TCP/IP B
OC Windows.

2. Haznauenwue cucreM oOHapyxeHus aTak. Kimaccudukanus cucrem 0OHapyKEHHUS aTak.
Hcnonp30Banue cUCTEMBI OOHApYKEeHHUS aTtak «SNorty.

3. Pe3ynbTaThl KOMIUIEKCHOTO 3aJaHHSI

Ymeepoicoeno na 3acedanuu kageopvl 3KkoHOMUYLECKOU KUDEPHEMUKU
Ilpomoxon Ne_ om 201 200a

3as. kagheopoti Tumoxun B.H. Oxzamenamop Cuerun O.B.

11.06pa3zen TecTOBOIrO 3aAaHUsI(NpU HATUYUL)

Tecr 3. Web-npunoxenue - 3710 ...

1. KJIMEHT-CcepBEPHOE MPUIIOKEHHUE, B KOTOPOM KIIMEHTOM BBICTYIIACT Opays3ep, a CepBepoOM
BBICTYIIA€T BeO-cepBep.

2. CaiiT B UHTEPHETE.

3. cereBas urpa.

12. Kputepuu onieHMBaHUSA

Kpurtepun oueHnBaHus caMOCTOSATEIbLHOI PadoOTHI.

OO01mas oleHKa 3HaHUM CTYJEHTOB MO JUCUUIUIMHE MpoBoauTcs no 100-6amibHON mikanme
COIIACHO CIEAYIOIUM KPUTEPHUSIM:

Bun pabotsl bayuer

OpraHu3anvoHHO-y4eOHas paboTa CTy/IeHTa B ayIMTOPUHU 5
NuauBuayanbHas paboTa cTy/ieHTa (BBIIOJIHEHUE JIa0OpaTOPHBIX o5
pabort)

CamocTosTenpHas padoTta 10
MoynbHast KOHTpOJIbHas paboTa 20
KonmaecTBo 6ajuioB 1mo pe3yabTaTaM TEKYIIEro KOHTPOJIS 60
WToroBblil KOHTPOJIb (IK3aMEH) 40
OO6muit utor 100

Opeanuzayuonno-yuebnas paboma cmyoenma B ayAUTOPUU OLIEHUBAETCS Ha OCHOBE TAKMX
KPUTEPUEB KaK IOCEIIAeMOCTh 3aHATHM, aKTUBHOCTb BO BpeMsl MNPOBEJICHHUS JIEKIMOHHBIX U
71a00paTOPHBIX 3aHATHH (BONPOCHI JIEKTOpPY IO TeMe JIEKIMOHHOTO MarepHala, ydacTHe B
00CYXXJIEHUH MPOUIEHHOTO MaTepuaia, CaMOCTOATEILHOCTh B BBHITIOJIHEHUHU JTANoOB Jab0paTOPHBIX



paboT U T.I1.).
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Camocmosmenvras u unousuoyanvuas padboma (sxmouas evinoanenue CPC u HPC)
MaKCHUMaJbHO OIlCHWBaeTcs B 35 OamwioB. B paspe3e oTaeiabHBIX BHIOB pabOT OICHHBAHUE
OCYILECTBIISICTCS CIETYIOIUM 00pa3oM.

OuennBanne CPC u UPC no nucuumiune «bezonacuocts Web-npujioskeHuin)

MaxkcumaJjibHoe
IliianoBbIE CpOKHU DopMbI KOHTPOJIS H
Bug padorsl KOJHUYECTBO
BBINOJTHEHHUS OTYETHOCTH
0aJ10B
NuauBnayanbHas padora (00a3aTejbHbIE BHABI Pa00T)
1. Bemonaenne OpnwuH pa3 B Henemo | 3amuTa JJabopaTopHBIX
71a00paTOPHBIX PadOT IO pabot
JCTIMTIITNHE 10
2. Perenne n mMCbMEHHOE OnuH pa3 B IIpoBepka mpaBUIBHOCTH
odopmileHre pacyeTHO- TEYEHHE 3aYETHOTO | BBIMOJIHEHHBIX 3alaHUI
AQHAJIUTUYECKHX 3aJaHui™ MOZYJIS 10
HUmozo no HPC 20
CamocrosiTesibHasi padoTa (00653aTesIbHbIE BU/IbI padoT)
1. IlogroroBska OpuH pa3 B Obcyxenne
AHHOTHPOBAHHOT'O CITUCKA ceMecTp
JUTEPATypHI IO TEME HTOATOTOBJICHHBIX 2
= MaTepUaIoB BO BpeMs
2. Pa3pabotka web-caiita OnuH pas B N
AyJAUTOPHBIX 3aHATHHA
CEMECTD 1
3. BrinoiHeHue 3aaHuii o
aJAMMHHCTPUPOBAHHIO 2
Hmoeo no CPC (obs3amenvhvie
8U0bl pabom) 5
CamocTosiTesibHas padoTa (BLIOOPOYHBIE BUIBI padoT)
1. Ananus web-npunoxenus OnuH pa3 O6cyxnenue
B CEMECTP HpoBeIeHHOI paboThI BO
BpeMsi JabOpaToOpHOTO
3aHITHUA 1
3. AHanu3 KOHKpETHOU OpnuH pa3 O6cyxnenue
MIPOM3BOJICTBEHHOM CUTYAIlUU U B CEMECT] MIPOBEICHHON pabOTHI BO
pa3paboTka peKOMeHIANUH 1Mo BpeMsi J1ab0paToOpHOTO
moaudukamu Web- 3aHATHUS WIH
MIPUIIOKEHUS KOHCYJIbTaIlu1 2
4. Hanmucanue pedepara no OnuH pa3 3almura MaTepuaioB
ucclieyeMoit mpodiemMaTuke B CEMECTP pedepara Bo Bpems
MPAKTUYECKOTO 3aHSATHS
WM KOHCYJIbTallUH 2
5. Hanmcanue Hay4yHbIX pador, OpnuH pa3 Ob6cyxnenue ¢
ydJacTHe B HAyYHBIX B CEMECT] npernoiaBaTeaeM
CTY/IEHYECKHUX KOH(PEPEHIHAX U MOJITOTOBJICHHBIX
CeMHHapax MaTepHUaloB,
MpeICTaBJICHHUE B NIEYATh,
BBICTYIUICHHE C
JOKJIaJJTaMHU Ha HAYYHBIX
CTYICHUECKHUX
KOH(pEepeHIUAX U
CEMHHapax 5
Hmoeo no CPC (gbibopounvie
8U0bl pabom) 10
Bceeo no UPC u CPC 35
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* — Oaunvlll 6U0 pabomvl A6sLemMcs 0083aMeNbHOU UHOUBUOYATLHOU pabomot cmyoeHma, 0OHAKO C Yelblo
NOLYUEeHUs OONOTHUMENLHBIX OANI08 NPEOOCMABIACICA 803MONCHOCTND BbINOIHEHUSI OAHHO20 8UOA pabOombl
Kak 00Ho20 u3 8udos CPC.

Kpurtepun oneHnBanusi 3a1aHUsA MOIYJIbHOT0 KOHTPOJIS.

MaxkcuManbHas o0mas cymMMa OajlioB, KOTOPYH) MOXKET MOJYyYUTh CTYACHT, YCIEITHO
BBIIIOJIHUB BCE BHUJBI 3aJaHui, cocTaBisgeT 20 0amios.

1. Kaxxnoe mpaBUIILHO BBIIIOJIHEHHOE TECTOBOE 3ananue oneHuBaercs B 0,65 G6amma. Utoro
20 mpaBUIILHBIX OTBETOB — 13 6asI0B.

2. Pemenne 3amadyu: mpaBWIbHOE pPEIICHHE, CAENaH MOJHBIA TOYHBIA BBIBOA — / OalIOB;
MIpaBUJILHOE pEIICHUE, HO BBIBOJI HETOUHBIN (HEMOJIHBIN) — 6 0ajIoB; MpaBWIBHOE pEIIeHHEe, HO
€CTh OIMOKU B pacueTax, BBIBOJ HE TOYHBIA MIIU OTCYTCTBYeT — 4-5 GayyioB; ecTh OMmuOKH B X0/1€
pemieHuss — 2-3 Oaia; TPUBEACHBI YAaCTUYHO ONpeAesieHHble (OpPMYNbI WM CleJaHBbI
orpeneneHHbie pacyersl — 1 6am; et pemenus — 0 6amtoB. Mtoro 1 mpaBuiibHO pemieHHast 3a1a4a
— 7 OaoB.

Kpurepun onenuBanus Ouiera

JUisi BBINOJIHEHUS 3a/laHUil 3K3aMEHAIMOHHOTO OMJieTa B COOTBETCTBUU C AECHCTBYIOLIUM
IIOJIO)KEHUEM OLIEHKA BBICTABIISIETCS II0 YEThIpexOajdbHOW CHCTEME: «OTIMYHO», «XOPOLIO»,
«YZAOBIIETBOPUTEIIBHO», HEYAOBIETBOPUTEILHOY.

B ocHOBY kpuTepus OLICHKH IIOJOKEHA ITOJHOTA U MPABHIBHOCTH BBIIIOJIHEHUS 3aJIaHHUS.
Kpome TOro, yuurthiBaercs CHOCOOHOCTh CTYJEHTa aHAJIU3UPOBaTh, CHUCTEMAaTU3UPOBaTh MU
CUHTE3UPOBATh IIOJIyYEHHbIE 3HAHMS; IPUHUMATb OOOCHOBaHHbIE U aAPryMEHTHPOBAHHBIE
YIPaBICHYECKUE PELICHHS M IPOTHO3UPOBATh MPEANIOIAraéMblid pe3yJIbTaT OT IPUHATUS PEILICHUM.
CTyneHT JOJKEH u3JlaraTb U3y4eHHbIH MaTepual B MMCbMEHHOM BUJIE JIOTUYHO, IIOCIIEA0BATENbHO,
¢ cobmroieHneM TpeOOBaHUN BBICIIEH IIKOJbI.

Jlia ompenenieHuss KayecTBa OTBETAa HA OWJIET KaXKAbIM IPAaBWIbHBIM M NOJHBIM OTBET Ha
coJiepaKallecs B Hell 3aJaHHsI OLICHUBAETCS ONPE/IeIeHHBIM KOJIMYECTBOM OallIoB:

Howmep 3ananus KomnuecTBo 0amios 3a 3aganue
1 10
2 15
3 15
Hmozo 40

3a HEMOJIHBIN U HeapryMEeHTHPOBAHHBIN OTBET Ha 3a/1aHus 1-3 cHumaercs oT 4 10 7 6aios.
[TepeBon o61ero uncia 6auioB, MOTYYEHHBIX 3a BBIMOJIHEHUE 3a/1aHUH, BXOAIUX B OUIIET,
B DK3aMEHAIIMOHHYIO OI[CHKY MPOU3BOJIUTCS IO IIKAJIE:

35-40 GannoB Otnnyno — A

30-34 6amnoB Xopomo — B

27-29 6amioB Xoporo — C

25-26 GannoB VY nonerBoputenbHo — /]
20-24 GamnoB Y nosierBoputensHo — E
15-19 6amnos HeynosnerBopurensho - FX

Kpurepun onieHuBaHMs HTOTOBOI0 KOHTPOJISI N0 IIKAJIE.

Ouenka Cymma 6amioB 3a BCe O1neHKa Mo rocy1apCTBEHHOU IKase Ouenka no §
ECTS BUJIBI YUEOHOM (9x3ameH, nuddepeHanbHbII roCy/1IapCTBEHHON
JIESITEIIbHOCTH 3a4er) 1IKasie (3a4er)
A 90-100 5 (OTIUYHO) 3a4TE€HO
B 80-89 4 (xoporio) 324TEHO
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C 75-79 4 (xopor1o) 3a4TCHO
D 70-74 3 (yIOBIETBOPHUTEIIHHO) 3a4TEHO
E 60-69 3 (YIOBIIETBOPHUTEIIHHO) 3a4TEHO
2 (HEYOBJIETBOPUTEIILHO) C
FX 35-59 (neyn p . ) HE 3a4TECHO
BO3MOYXHOCTBIO TOBTOPHOM CHaYU
2 (HeYJOBJICTBOPUTEIILHO) C
BO3MOXHOCTBIO TIOBTOPHOM CAa4YM
F 0-34 p HE 3a4TEHO
IIPH yCIIOBUM 00s13aTeNIbHOTO Habopa
JIOTIOJTHUTEIILHBIX 0aJI0B

13. MaTepuajibHO-TeXHUYECKOe o0ecredeHne y4eOHOro npouecca.

JlexuroHHbIE W JAa0OpaTOpHBIE 3aHATHS 10 AWcCHUIUIMHE «be3omacHocTh cerel U
MPHIIOKEHU» MMPOBOJSATCS B Y4EOHBIX 1a00paTopusx:

— ydeOHas J1abopatopusi I MPOBEACHUS 3aHATUH JIEKIIMOHHOTO THITA, MPAKTHYECKUX M
1a00paTOPHBIX 3aHATUN, TEKYIIETO KOHTPOJS U NPOMEXyTouHOM arrectamuu (aya. Ne 101: r.
Houneuk, yn. YemockunieB, 198a) - xomiuiekT yueOHOW meOenu Ha 14 mocalo4HBIX MecTa,
KOMILUIEKT pabouyero MecTa IMpenojaBaTeisi, MAarHUTHAs JIOCKa; KOMIBIOTEp B KOMIUIEKTE C
BBIXOJIOM B CE€Th MYJIbTHUMEIUNHBIA TMPOEKTOpP, HOYTOYK YydeOHbIe, Y4eOHO-METOAMYECKUE
MaTepuaibl A OpraHu3aIuu Y9eOHOTO mpoIiecca.

— ydeOHasi ayauTopusi Jis TPOBEACHHS 3aHATUN JIGKIIMOHHOTO THIMA, MPaKTHYECKHX,
TEKYIIEro KOHTPOJS U MpomMexxyTrouHou arrectauuu (aya. Ne 203: r. Jloneuk, yia. YentoCKUHIIEB,
198a. - komriuiekT y4yeOHOW Mebenu Ha 60 MOCaJOYHBIX MecTa, KOMIUIEKT padouero mecra
MpEnoiaBaresisi, MarHuTHas JOCKa.

14. PekoMeH/10BaHHAS JUTEPaTypa.

o Kou-Bo Hanuume
P IK3EMILISIPOB | 3JIEKTPOHHOI
n/ HaumeHoBanue
I B Ou0/IHOTEKE BepCUM B
JlonHY 9bC

Ocnognas n1umepamypa

1. | Cuerun O.B. be3onacHOCTb ceTeil W NPUIOKEHUH : 1 +
yauebnoe nocobue O.B. Cuerun. — [Honenk, 'OY BIIO
«1oaHY». — 2019. — 101 c.

2. | Crerun O.B. CereBas 6e301acHOCTD : y4eOHO-TIPAKT. 1 +
nocobue O.B. Cuerun. — Jlonenk, 'OY BIIO
«JorHY». — 2019. — 121 c.

3. | Munocnasckasi, H.I'. WuTpacetn: noctyn B Internet, 1 -
3amuTa : y4yed. mnocobue s CTYAEHTOB BY3O0B,
oOyuarom. no cren. «Kommieke. obecrieueHre HHPOPM.
OesomacHocTH  aBToMaru3up. cucrem» /  H.I.
Munocnasckas, A.M. Toacroi. - M. : KOHUTH, 2000. -
527 c.

4. | UnpopmanoHHas 0€30MaCHOCTh OTKPBITBIX CHCTEM 9 -
[TexcT] : yueOHMK IS CTYAEHTOB BY30B, 00yUYaIOIIHXCSI
no cnenuanbHocTH 075500 (090105) - «KommuekcHoe
obecrieueHne WH(POPMAITMOHHOMN 0e30macHOCTH
aBTOMATU3UPOBAaHHBIX cuctem» : [B 2 1.]. T. 1 : Yrpo3sl,
VSI3BUMOCTH, aTaku W moaxoapl k 3ammre / C. B.
3ameunukoB, H. I'. Munocnasckas, A. 1. Toxacroi, /1. B.
Ymakos. - M. : ['opsuas JIunng-Tenekom, 2006. - 535 c.

Jonoanumensnas numepamypa
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5. | Mapkep, Tum. TCP/IP / T. Iapkep, K. Cusn ; Ilep. ¢ 2 -
anriL.: E. MarBees. - 3-e uza. - M. u np. : [Tutep, 2004. -
859 c.

6. | Jlamonuna, O. P. MexcereBoe SKpaHMpOBaHUE : Yy4eO. 4 -

nocobue / O. P. Jlanonmna. - M. : HHTEepHET-yH-T
uHpopm. TexHosoruii : bunom. JIab. 3nanwmii, 2007. -
343 c.

7. | bparr Po6epra. bezonacHocTh ceTelt : moiaHOE pyk. / P. 2 -
bparr, M. Poac-Oycnu, K. Ctpaccoepr ; nep. ¢ anri. [
TpyOnukoBa, fI. MaiicoBoii, M. ®@aneeBoii. — Mocksa :
OKOM : bunowm. JIa6. 3nanumii, 2006. - 912 c.

8. | Omudep, B.I'. KommbloTepHble CETH : MPUHIIUIIGI, 15 -
TeXHoJoruu, mpotokoisl / B. I'. Omudep, H. A. Omudep.
- 4-e m31. - Mocksa [u 1p.] : [Tutep, 2010. - 943 c.

15. IIporpaMmmHoOe oGecnieyeHue:

1. Windows 7 PRO (kxoprioparuBnas nunen3us JOHHY Ne 46484614);

2. Microsoft Office (kopnoparusHas surensus JJOHHY numensust Ne 46472919);

3. Microsoft Visual Studio (nmuensust mporpammbl DreamSpark mis BbICIINX y4eOHBIX
3aBEACHUN);

4. Jluuensun GPL, Apache, BSD mist cBoboHOTO TTporpaMMHOTo obecnieuenus: AnyLogic,
Arena, Audit Expert, FreeLab, Cache, Scilab, R Studio, Powersim, Win QSB, MSM, Project expert,
Sales expert, Statistica, Maple, Python, Eclipse, Free Pascal, Marketing Exper, Tries Mode, Prolog,
ER-win, AntuBupyc Kacnepckoro, statistica neural networks, Linux Fedora, Libre Office, Adobe
Acrobat Reader, xPDF, Oracle, Blender, 1C Ilpemnpustue, Business Studio, Visual Basic,
KOMIIAC-3D LT, Paint.NET, Gimp.

PaGouass mporpamma paccMOoTpeHa U TepeyTBepKIeHa Ha 3acefaHuu Kadeapsl
MOJICJIMPOBAHUS SKOHOMHUKH C M3MEHEeHUsIMH (0e3 n3MeHenuii) Ha 20 roJ.

[Iporokoin Ne or . 20 T
3aB. kadenpoii B.H. Tumoxun




