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1. OBJIACTb IPUMEHEHMSA N MECTO JUCHUIIJIMHBI B YYHEBHOM ITPOLECCE

VYuebnas mucuurinaa «OCHOBBI HHQOPMAIIMOHHON 0€30MacCHOCTH B MPO(ECCHOHAIBHOM
NEATeNbHOCTH» OTHOCUTCA K 0a30Boil wactu mepBoro Ojoka. TpymoeMKOCTb OCBOCHHS
JUCLMIUIMHBL cOCTaBiisgeT 2 3ad.el. uiau 72 yac. M3yuaercs B 7 cemecTpe, 1O JUCUUIUIMHE
MPeIyCMOTpeH 3adeT. [ yCrnemHoro u3ydeHus JaHHOW y4eOHOW MUCIUIUIMHBI HEOOXO MBI
3HaHUS, yMEHUS ¥ HaBBIKH, C(OOPMUPOBAHHBIE B MpOIIEcCe:

- W3Y4YEHHUs MporpamMmbl 00111€00pa30BaTEIbHON IKOJIBL;

OcBoeHne IUCHUIUIMHBI OOecrednBaeT (OPMHPOBAHUE Y CTYIACHTOB COBPEMEHHBIX HAaBBIKOB
npodeccnoHanbHON U 0e301macHON padoThl ¢ HH(POPMAITMOHHBIMU CUCTEMAaMHU M JOKYMEHTaMH.

2. CTPYKTYPA JUCHUIIJINHBI

Xapakmepucmuka y4eoOHou OUCUUNIUHbB

CriennanbHOCTB! 45.05.01 IlepeBo 1 epeBOIOBEICHNE
CriennanbHbIi IEpeBO/] (AHITIMHCKUN U
Crenuann3anus °
HEMEIKUH S3bIKN)
O6pa3oBarenbHas mporpaMma CTICITUATATET
Kpaymduxarms JIUHTBHUCT-TIEPEBO TIUK
KonnuecTBo comepkaTelbHBIX MOTyJIeH 2
Jucrnunnuna 6a30B0# / BApHaTUBHOM YacTh brok 1 «/luctummnae! (MOTyITH )
00pa3oBaTeNIbHOM MPOrpaMMbl bazoBas yactp
®opmbl koHTpoIs (MK, sK3aMeH, 3a4eT) MonaynbHBIN KOHTPOJIb, 3a4ET
[Tokazarenu ovHas ¢hopma 00ydeHUs

KonnuecTBo 3aueTHBIX equHUIT (KPEIUTOB) 2
T'ox moaroroBku 4
CemecTtp 7
KonunuectBo vacoB 72
- JIEKIITHOHHBIX 28
- MPAKTUYECKUX, CEMUHAPCKUX —
- JJabOPATOPHBIX —
- CaMOCTOSTEILHON pabOThI 44

B T.4. UHAMBHUAYaJIbHOE 331aHHE —
HepnenpHoe xonmyecTBo 4acos, 5

B T.4. ayJIUTOPHBIX 2

3. OIMCAHUE JUCHUIIJIMHBI

I]en» — 3HaKOMCTBO € NOHATUSAMH HALIMOHAIBbHOM 0€30MaCHOCTH; BUJaMH 0€30I1aCHOCTH;
nb B CUCTEME HaMOHAIbHOU 0€3011aCHOCTH; OCHOBHBIMH HOHSTHUSIMH,
oOmemMeroojoruyeckuMu  npuHuunamu teopun Wb; anamuzom yrpoz Wb, npoGnemamu
MH(GOPMALIMOHHON  BOMHBI; TOCYIapCTBEHHOM WHGOPMALMOHHON  MOJUTHKOW;  BHJAMH
uHboOpMalMK; MeToJaMHu U  cpelacTBamu  obecrieuenuss Mb; Metomamm  HapymieHus
KOH(EIeHIINATBbHOCTH, LEIOCTHOCTH W JOCTYMHOCTH HWH(POPMAaLUM; NPUYMHAMH, BHJIAMH,
KaHaJlaMU YT€UKU U UCKaKEHHs HH(POPMaIIHH.

3aoauu:

1) nony4eHue nMpeaCcTaBICHUSI O MHOT0OOpa3uy 3a/1a4 ¥ METOI0B 3alIUThl HHPOPMAIHH;

2) 3HaKOMCTBO C OCHOBHBIMH pazjenaMyu HHQOPMaMOHHON 0€30MacHOCTH;

3) OBJaJCHUE OCHOBHBIMH IMPAKTUUECKHMMHU METOJAMU TPEAYNPEKACHHS U OTPAKCHUS
MH(POPMALMOHHBIX YTIPO3;

4) mpuoOpeTeHHe HABBIKOB  CaMOCTOSITENIEHO — QHAJIM3MPOBATh  KaHAIBl  yTEYKH
nH(pOpMaIMU U BEIOUPATh COOTBETCTBYIOIINE CPEJICTBA 3AILUTHI;
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5) yriy0OseHue HaBBIKOB OE30MIACHOTO HMCIIOJIb30BaHUS MEXIyHapoIHOW cetu Internet,
Opay3epoB, OMEePAIHOHHBIX CUCTEM, TIPHIIOKEHUH, CBSI3aHHBIX ¢ TJOKyMeHTooOopoToM U T1IK.

TpeGoBanusi K pesyibTaraM OCBOeHMs JucCIMIVIMHBL [Iporiecc W3ydeHUs AMCHUIUIMHBI
HarpaBJieH Ha (JOPMUPOBAHUE JIEMEHTOB CIECAYIOIUX KOMIETeHIINH B cooTBeTCTBUU ¢ PI'OC
BO P® mno cneumameHoctu 45.05.01 IlepeBonm © 1epeBOJOBEACHHE U  OCHOBHOM
00pa3oBaTeNbHOW TPOTPAMMBI BBICIIETO MPO(ECCHOHAIFHOTO 00pa30BaHUs CIEIHATHLHOCTH
45.05.01 IlepeBon m mepeBogoBeneHue. CrienuanbHBIA TEPeBO (AHTIMHACKUN W HEMEIKHMA
SI3BIKH)

a) oowexynomypuuvix (OK):

— CHOCOOHOCTBIO HWCIIOJIB30BaTh OCHOBBI TPABOBBIX 3HAHWHA B Pa3MUHBIX cdepax
xu3HeaestenbHoctu (OK-3);

— CIIOCOOHOCTBIO TOHUMAaTh COILMAIBHYIO 3HAUMMOCTh CBOEW Oyaymieil mnpodeccun,
LETM ¥ CMBICT TOCYJAapCTBEHHOW CIIyXObI, 00Ja7aTh BBICOKOW MOTHBALUEH K BBITIOJTHEHHUIO
npodecCHOHATPHON JEATENILHOCTH B OOJIACTH 3alIUTHl MHTEPECOB JMYHOCTH, OOIIeCTBa M
roCy/IapCTBa, COOJI0AaTh HOpMBI podeccuoHanbHoi KK (OK-4);

— CHOCOOHOCTBIO JIOTHYECKH BEPHO, apryMEHTHPOBAHHO W SICHO CTPOWUTH YCTHYIO M
MUCHPMEHHYIO pPEYh Ha PYCCKOM SI3BIKE, B TOM YHCIE IO MNPOPeCcCHOHATHHONH TeMaTHKe,
MyOJIMYHO TIPEACTABIATh COOCTBEHHBIE M HM3BECTHBIC HAyYHBIC PE3YNIbTaThl, BECTH JUCKYCCUHU
(OK-6);

— CIOCOOHOCTHIO K cCaMOOpraHu3aiiy U camoobpasopanuto (OK-7);

0) oowenpogpeccuonanvnuvix (OIIK):

— CNMOCOOHOCTBIO  paboTaTh € Pa3IMYHBIMH ~ WCTOYHMKAMHU  WHGOPMAIIHH,
MH(OPMALMOHHBIMU PECypcaMi M TEXHOJIOTHSIMH, OCYILECTBISATh MOUCK, XpaHeHHue, 00paboTKy
U aHanu3 MHGOpMAIMU U3 Pa3HbIX UCTOYHUKOB U 0a3 JaHHBIX, MPEACTaBIATH €€ B TpeOyeMoM
dbopmare ¢ HCMNONb30BaHHMEM HHGOPMAIIMOHHBIX, KOMIIBIOTEPHBIX W CETEBBIX TEXHOJIOTHUH,
BJIJIETh CTaHJAPTHBIMU METOJIaMU KOMIIBIOTEPHOr0 Habopa TEeKCTa M €ro pelakTUpPOBaHHS Ha
pycckom u uHOcTpanHoM si3bike (OITK-1);

— CIIOCOOHOCTBIO  coOMIoAaTh B MpPOEeCCHOHATIbHON JIEATENbHOCTH TpeOOBaHUS
MIPaBOBBIX aKTOB B 007acTU UH()OPMALIMOHHON 0€30TACHOCTH, 3aIUTHI TOCYAAPCTBEHHOM TalHbI
U UWHOW uWH(OpPMAaLUKU OTPaHUYEHHOTO JIOCTyNa, oObOecreynBaTh COONIOIEHUE pexuMa
cekperHoctu (OITK-2);

— CIIOCOOHOCTBIO  CaMOCTOSITENIBHO ~ OCYHIECTBJIATH  MOUCK  MPOoQecCHOHATbHON
nH(pOpMaLUK B MEYATHBIX M 3JIEKTPOHHBIX MCTOYHUKAX, BKIIIOYAsl 3JIEKTPOHHBbIE 0a3bl TaHHBIX
(OIIK-5);

8) npogheccuonanvuvix (I1K):

— CIIOCOOHOCTBIO MPHUMEHSTh METOJUKY OPHEHTHPOBAHHOTO IMOMCKAa HH(pOpManuu B
CIIPaBOYHOM, CIICIIMAIBHOM JIUTEpaType U KommbioTepHbiX cetsax (ITK-8);

— CIOCOOHOCTBIO K O00O0OIIEHUIO, KPUTHUYECKOMY OCMBICICHHUIO, CHCTEMAaTHU3alluu
UH(pOpPMAIIMHY, aHATU3Y JIOTHKH pacCyXaeHui u BeickasbiBanuii (ITK-15);

— CHOCOOHOCTBIO OILIEHMBaTh KaueCTBO U COJIep)KaHHWE HWH(POPMALUH, BBIACTATH
HaumOoJee CylecTBeHHble (AKThl M KOHIEMIMM, JaBaTh UM COOCTBEHHYIO OIIGHKY U
unrepnperanuio (ITK-16);

— CcrHocoOHOCThIO paboTaTh € MaTepUallaMH Pa3IUYHBIX HCTOYHUKOB, OCYLIECTBIATH
pedepupoBaHue U AaHHOTHPOBAHUE MUCHMEHHBIX TEKCTOB, COCTABIATH aHATUTHYECKHE 0030DbI
M0 33/IaHHBIM TeMaM, HaxOJuTh, cOOMpaTh U TMEPBHYHO 0000mIaTh (aKTUUYECKH MaTepual,
nenas ooocHoBanHbie BeIBOABI (ITK-17);
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B pe3yibTaTe n3yueHusi y4eOHOI TUCHHUIJIMHBI CTYAEHT A0JIKeH

3HAMDb:

TEPMHHOJIOTHIO B 00J1acTH MHPOPMAITMOHHOHN 0€30MacHOCTH,

METO/IbI M CPEJICTBA oOecneueHUsI HHOOPMAIMOHHON 0€30MaCHOCTH,

MCTOAbI HAPYIICHHUA KOH(i)I/IIICHIII/Ia.HBHOCTI/I, HCJIOCTHOCTHU U JOCTYIIHOCTHU I/IH(i)OpMaIII/II/I.
COJIEp’)KaHWE OCHOBHBIX IMOHSATUM IO NPaBOBOMY OOECHEUEHUI0 HH(OPMALMOHHON
0e30I1aCHOCTH;

OCHOBBI 0€30IIaCHOCTH OTIEPAIIMOHHBIX CHCTEM;

OCHOBBI 0€30I1aCHOCTH BBIUHMCIIUTEIIBHBIX CETCH;

OCHOBHBIC TCXHUYCCKUEC CPEACTBA U METO/IbI 3allIUThI I/IH(l)OpMaLII/II/I;

OCHOBHBIE  IPOrpaMMHO-aNMapaTHble cpeAcTBa oOecnedyeHus UHQPOPMAIMOHHON
0€30TMacHOCTH.

ymems:

MPaBWIBHO TPOBOJHUTH aHAIU3 YIrpo3 HHMOOPMANMOHHOW OE30MacHOCTH, BBIOJIHATH
OCHOBHBIC JTallbl pelieHHs 3a7ad WH(OOPMAINMOHHONH O€30MMaCHOCTH, MPUMEHSITh Ha
MIPAKTUKE OCHOBHBIE OOIIEMETO0JOTHYCCKHE TMPUHIIUIBI TEOPUU WHHOPMAITMOHHON
0€30I1aCHOCTH;

OTBICKMBATh HEOOXOIMMbIC HOPMATHBHBIE TTPABOBBIE aKThl U MH(OPMAITMOHHO -ITPABOBHIE
HOPMBI B CHCTEME JICUCTBYIOIIETO 3aKOHOJIATSIILCTBA, B TOM YHCIIE ¢ MOMOIIBI0 CUCTEM
MpaBoBON MH(OPMALINK;

MPUMEHATHh JICUCTBYIOIIYIO 3aKOHOJATENbHYI0 0azy B oOmact WHGOPMAIMOHHON
0€e30MacHOCTH;

paspabaTheiBaTh MPOEKTHl HOPMATHUBHBIX MaTEpUANOB, PErIaMEHTHUPYIOIIUX paboTy Mo
3amuTe MHGOpMAIUK, a TAKKE MOJIOKEHUU, MHCTPYKIMH M APYIHMX OpraHU3allMOHHO-
pacnopsIUTeNbHBIX TOKYMEHTOB;

e1adems:

croco0aMM KOMIUIEKCHOTO oOecrieueHus WH()OPMAITMOHHOM O€30MacHOCTH Ha OCHOBE
pa3paboTaHHBIX MpOrpaMM M METOJIUK, ¢ obecrieueHMEM TpeOOBaHUII HOPMATHUBHBIX
JOKYMEHTOB, PEriiaMEeHTHPYIOIIUX PEeXUM COOIIOACHUS rOCY1apCTBEHHOM TallHbL;
BBITIOJIHATH ONEPATUBHOE YIPaBICHUE JESITEIbHOCTbIO OPraHU3AIMi MO0 KOMIIJIEKCHOMY
obecrieueHn0 HHMOPMALMOHHONW 0€30MacCHOCTH KOHKPETHBIX aBTOMATHU3HPOBAHHBIX
CHUCTEM;

4. COAEP)KAHME JUCHUIIVIMHBI 1 ®OPMbI OPTTAHU3ALIUN
YYEBHOI'O IPOLECCA

Kypc mucnummmael «OCHOBBI MH(GOPMAIMOHHON 0€30MacHOCTH B MPOQECCHOHATIBHOM
AEATeNbHOCTHY MPEIYCMaTPUBACT CIEIYIOLINE POpMbl OpeaHU3ayu y4eOHo2o npoyecca.

1) nexuun,

2) camocTosTeNbHas paboTa CTy/AEHTA.

Marepuan = u3nmaraercs € HMCHOJB30BaHHEM  OOBSICHUTEIBHO-MIUTIOCTPATUBHBIX,
IBPUCTUYECKUX W HCCIENOBATEIbCKUX METOJOB IMpenojaBaHus. [Ipy mpoBEeNeHUM JEKUUH s
OOCYKIEHUSI MaTepuasia UCIIONIB3YIOTCS MYJIbTUMEIUIHBIE Mpe3eHTauun. [Ipu uTeHnn JeKkuuit
MO0 BCEM pas3aeinaM MpOrpaMMBbl TEOPETUYECKHH Marepual HIUIIOCTPUPYETCS OOJIBIINM
KOJIMYECTBOM  TNPHMEPOB, YTO  TO3BOJSIET  CJAENaTh  M3JIOKEHWE  HArJSAHBIM |
MPOIEMOHCTPUPOBATh 00Y4aeMbIM ITPUEMBI PEIICHNs] TOCTABICHHBIX 3a7a4.

B ydeOHOM mpoliecce MPUMEHSFOTCS aKTHBHBIE M MHTEPAKTHBHBIC (OPMBI MPOBEACHHS
3aHATHH  (pa300p KOHKPETHBIX  CUTYallMid, JAWUCKYCCHs, TIIOJIEMHKA), BHEAyJUTOpHAs
caMocTosTeNbHas paboTa, 0aNTbHO-PEHTUHIOBAsI CHCTEMA OLEHKH YCIIEBAE@MOCTH, JINYHOCTHO-
OpUEHTUPOBAaHHOE 00yueHHe, MpobIeMHOe 00yueHue, 0JI0UHO-MO1YIbHOE O0yUYeHHE.
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CamocrositenbHas paboTa CTyJEHTOB MPEIyCMATPUBACT BBINOJHEHUE WHIMBHIYAIbHBIX
3aJlaHul, TOJrOTOBKY K CaMJICHJSATENbHBIM 3aHITHSIM, M3ydeHHE Y4YeOHOH, HAy4HOU H
METOAUYECKON JIUTEPATypPhl, COCTABJIEHUE KOHCIIEKTOB.

Hcnonb3yroTes cienyromue MeTo1bl KOHTPOJIA:

1) ycTHBIM KOHTPOJIb (3KCHPECC-ONPOC HA JIEKIMSIX);

2) npoBepKa KOHCIEKTOB;

3) mpoBepKa caMOCTOSITEIILHBIX PadoT;

4) noxaj, Ha BBIOPAHHYIO TEMY;

MopsiakoBbIi
HOMeEp U TeMa

Kparkoe conepxkanue TeMbl

Cooeporcamenvutii mooyan 1

Tema 1. OcHoBHbI€ IOHATHS UH(OPMALIMOHHOHN Oe30macHocTU. [IpaBoBbIEe OCHOBBI
[lonarue un Wb u 3akononarensctBo JIHP 00 nndpopmanuu. Undopmanus,
CTPYKTypa nH(popmMallMOHHAas cucTeMa, Biajenel nHdopmanuu. Buasl nHpopmamm.
nHpopmanronHoi | KonpuaenunansHas uHQopmalus, rocyiapcTBeHHasl TaiiHa.
0€30MacCHOCTH. Hopwmarusneie nokymentsl PO no Ub. KondenennuanbHOCTb,
1[E€JI0CTHOCTb, JOCTYITHOCTD.
Tema 2. Ucropuueckas cnpaska, npumutuBHbIe HU@pel. [Hudp Xor, Lesaps,
OcHOBBI Bunexepa. CumMmMeTprU4HbIE U acCUMETPUYHBbIE MeTOABI. CyTh
Kpunrorpapuu accUMMeTpUYHOTO mudppoBanus. Anroput™m RSA u Dib-I"amarts.
Cummerpuunoe mudposanue. ['ammupoBanue. KBantoBas kpunrorpadusi.
Tema 3. ABTopuzaus, ayreHTUQUKaus U uaeHtTudukanus. Cuctemsl ayreHTudu-
ABTOpU3ALMSA U kanuu. [laposbHas 3ammura. Merona B3ioma mapojs. XemHpOBaHUE.
ayTeHTU(UKALUS DONEeKTpOHHbIE METOJAbl ayTeHTH(HUKauuu. buomerpuyeckue MeTObI
ayreHTHUKauu. PacnpocTpaHeHHOCTh METO/I0B ayTeHTH(HKAIIH.
Tema 4. VA3BUMOCTH KOMIBIOTEPHBIX ceTel. OCHOBHBIE BU/IbI aTak IpU Iepeaade
3ammTa B nHpOpMaITUH. Cuauddepsl. OTBeTBIICHHS Tpaduka. Ananmus
KOMIBIOTEPHBIX 3JIEKTPOMArHUTHBIX U3JTy4eHUH. ATaKd Ha KaHAJIBHOM U CETEBOM YpPOBHE.
CEeTAX Cnydunr. Buaer ckanupoBanus. DOS u DDOS araku. Ilogmena IP
aapeca. Mepsl IpOTUBOACHCTBUS aTakaM. BupTyanbHble ceTH.
Cooeporrcamenvrulit Mooy 2
Tema 5. Uctopusa co3ganust BupycoB. Kiaccudukanus BUpycoB. 3arpy3ouHbie,
Bupycel u (aitmoBsle, MaKpOCHI, CKpUIIT-BUPYCH. Bupycel s Linux, Android, iOSm
AHTUBHPYCHI Tposinbl, yepBH, cOOCTBEHHO BUpPYCHL. Xakepsl. [lnatHbie u OecriaTHbIe
aHTUBHpYyChl. Bo3moxxHoctu antuBupycHoro 110.
Tema 6. Kanans! yreuku nundopmanuu. Paguosaknaaku. [laccuBHble, akTUBHBIC U
Texnuueckas nosnyaktuBHble P3. [letexktupoBanue panuosaknanok. Henunelinbie
3almTa JIOKaTOPBL. AKYCTUUYECKHUE U JIa3epHble MUKPO(GOHBI. YTeUKa 0
uHdopmanuu BuOpokaHany. CteTockomnbl. ['eHepaTopsl myma, CKpeMOepsl,
NOCTAaHOBUIMKY roMeX. |P mmdparopsl 1 TOKEHBL. DIEKTPOHHBIE 3aMKH.
Tema 7. Pasnnunble Mmozenu ynpasiaeHus 10cTynoM. COCTaBIISIOIIAE MOAETH
Monenn yIpaBJIEHUs NOCTYyNOM. MaHaaTHas MoJiesb 10CTyna. PasrpanudeHne
yIIpaBJICHUS nocryna. Pa3paboTka v SKCIUTyaTalys 3alUIeHHbIX
NOCTYIIOM aBToMaTH3MpoBaHHbIX cucteM. [lnanuposanue, opranusanus u KOHTPOJIb
BBINOJIHEHHSI pabOT U MEPOTIPUATHUH 1O 3aIUTE EPCOHATBHBIX JaHHBIX;
Tema 8. Metoapl ¥ ypOBHH 3aIIUTHI KOHGHUIESHIIMATBHOCTH, [IEIOCTHOCTH U
Opranuzanus noctynHocTd uH(opmaruu. [IpudarHbl, BUBI, KaHATIBI YTEUKU U
MEpONpUATHI 1O | UCKakeHUs nHpopmarui. OCHOBHBIEC HANpaBJICHUS 00ecIieYeHus
3aIuTe nH(pOPMAIMOHHOH 0e30MacHOCTH 00bEKTOB MH(POPMAIIMOHHON Cepbl

uHbOpMaluu.

rOCy/IapcTBa B YCIOBHIX HH(GOPMAIIMOHHON BOMHEI.
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Temaruueckuii mjian

KoaunuecTBO Yacon
Ounasi popma 00yueHust
B T.4.
) QL A &
= o E =
o . 2 = | 8E| B
2 S| £| £ | g8l §¢
@ 2 = S 5 = 5 8
° = o Q g &
S £ | & | 28| 53
5 = 5 =
Tema 1. 9 4 >
Tema 2. 9 4 >
Tema 3. 10 4 :
Tema 4. 10 4 0
Hmozo no cooeprrcamenvruomy 38 16 22
Mmooy 1
Tema 5. 9 4 >
Tema 6. 9 4 >
Tema 7. 8 2 :
Tema 8. 8 2 0
Hmozo no cooeprcamenvruomy 34 12 22
MOOYTI0 2
Bcezo no kypcy 72 28 44

5.  METOAWYECKHE PEKOMEHJIALIAY JJIAA ITIPOBEAEHUST
JEKHUOHHBIX, IPAKTHYECKHUX U JIABOPATOPHbBIX 3AHATUHN

TeMBI JIeKIIMOHHLIX 3aHATHH

o Konuuecmeo
i Hazeanue memui LACOs

1 OCHOBHBIE TIOHATHS U COCTABIIAIONINE HHPOPMAIIMOHHON O€30TIaCHOCTH 2
2 3amura (aityioB U manox 2
3 Kpunrorpadus u kpunroaHaimms 2
4 Xenr-QpyHKIMU U UX IPUMEHEHHEe B UHGOPMAIIMOHHON 6e30MacHOCTH 2
5 AyTeHTu(dUKaLKs IO TTAPOITIO 2
6 VYSA3BUMOCTH KOMITBIOTEPHBIX CETEH 2
7 Web- 6e3omacHoCTb 2
8 Bupycel 2
9 AHTUBUPYCHI 2
10 | Texnuueckue cpencTBa 3alUThI HH(OPMALIUN 2
11 | 3amuTa TOKyMEHTOB 2
12 | DnexTpoHHO-1M(pPOBAs NOANHCH 2
13 | Metonasl conManbHOM HHKEHEPUU 2
14 | Mopnenu ynpaBiaeHHs JOCTYIIOM 2

BCET'O 28
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6. METOAMYECKUE PEKOMEH/JAILIUH 11O OPTAHU3ALIUN
CAMOCTOSTEJBbHOM PABOTHI CTYJIEHTOB

CamocrosarensHass pabota crTyneHTOB 10 Kypcy «OcCHOBBI  HMH(DOPMAIIMOHHON
0€30MMacHOCTH B MPO(PEeCcCHOHAIBHON IEATEITHPHOCTHY MIPEIyCMaTPHUBACT:
— CHCTEMATHYECKOE BEJCHHC KOHCIICKTAa JICKIMH W TIOBCEIHEBHYIO TIPOPabOTKY
JIEKIIMOHHOTO MaTepHaa,;
— W3YYCHHE JIOTIOJHUTEIILHOW JMTEepaTypbl W WHTEPHET-UCTOYHUKOB, B  T.4.
PEKOMEHIYEMBIX ATOM MPOTPaMMOM;
— M3YYCHHE HEOOXOJUMOTO HHCTPYMEHTAPHSI,
— TMOATOTOBKY W 3aIIHUTY JIOKJIAIOB MO BEIOPAHHBIM TEMaM.
TembI 1715 TOKJIAI0B CTYJCHTHI BRIOWPAIOT U3 CIHCKA WM MIPEIaraloT CBOM, CBSI3aHHBIC
¢ obecrieueHneM HHPOPMAITMOHHOM OE€30MaCHOCTH.
Crircoxk mpeyiaraeMbIX TeM, JUTs TOKJII0B:
1. Ucropus kpuntorpadun
2. KsanroBas kpunrtorpadus
3. XSS - arakmn.
4. TlouckoBuk Shodan
5. ®opensuka.
6. Creranorpadus.
7. Texnomorus tor.
8. DOS u DDOS araku
9. OUMMHTOBBIC CANUTHI
10. Buneona0bironenue
11. Google Hacking
12. be3zomacHOCTh UHTEPHETA BEIICH
13. Honey Pots.
14. Kax paboraet untepuer. HTML, CSS, Java Script.
15. Kyku.
16. Xaxkepsl.
17. Yrpo3sl, ucxoasmue oT 60TOB.

Opranu3anusi CaMmoCTOATEIbHON PadoThI CTY/IEHTOB

o Konuuecmeo
"n Hazeanue memut 4aCOs

1 |3akoHOnaTeNnbHO-MPAaBOBBIE OCHOBBI HH(POPMAIIIOHHOW 0€3011aCHOCTH. 5
2 |Kpunrorpadus u KpunToaHaIN3. 5
3 |ABTopu3zanus u ayreHTudUKaIMS. 6
4 |3ammTa B KOMIIBIOTEPHBIX CETSX. 6
5 |Bupycsl u aHTUBUPYCHI. 5
6 [Texuuueckas 3amura HHGOPMAIIUH. 5
7 [Monenu ympaBieHHs TOCTYIIOM. 6
8 |Opranuszamus MeponpusTHH MO 3a1uTe HHPOPMALUH. 6
BCEI'O 44

7. AHANBUAY AJTBHBIE 3AJAHUS
I/IH,Z[I/IBI/I,Z[yaHLHLIC 3aJaHusA y‘-IC6HBIM IIaHOM HE NPCAYCMOTPCHLIL
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21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

37.
38.
39.
40.
41.
42.
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KOHTPO.JILHBIE BOITPOCHI K TIPOMEXYTOUYHOM ATTECTAIIAM

UYro takoe unpopmanus? CpoiictBa nnpopmanuu. HpopMannoHHbIE TEXHOJIOTHH.
Cocrapnsirorre nH(GOPMAIMOHHON 0E301IaCHOCTH.

[IpaBoBBIE OCHOBBI 3aIIUTHI HH(POPMALIHH.

Wudopmanust ¢ TOUKH 3peHHsI BOBMOKHOCTH €€ PACIpOCTPaHECHUSI.

Kakast uHpopManms OTHOCUTCS K KOH(UACHITUATEHON?

Kakast uH(pOpManms OTHOCUTCS K TOCYJapCTBEHHOH TaiiHe?

Tpu kareropuu craHIapTHON MOJENN OE30MIACHOCTH.

VYpoBHHU 3a1UThl HH(OPMALIUH.

UYro Takoe kpunrorpadus U KpunroaHaauz?

. [Mudp Lle3apst 1 yaCTOTHBIN aHANTM3.

. [udp xor.

. CUMMeTpHYHbIE U ACUMMETPUYHBIE KPUIITOCHCTEMBI.

. Cummetpuunble mudpsl. [Tpumepsl.

. Cummetpuunble mudpsel. JIOCTOMHCTBA U HEIOCTATKH.

. [lpyHIMI acCUMETPUYHOTO MU(PPOBAHUS.

. Acummetpuunbie mudpsl. [Ipumeps.

. AcummetpuyHbie mUGpbl. [JocTOMHCTBA U HEAOCTATKH.
. KBanToBas kpunrorpadusi.

. JIBa OCHOBHBIX aITOPUTMa KBAaHTOBOW KPUNITOTpaduH.

. Uto Takoe aBTOpu3anus, ayrTeHTHGUKanus 1 uaeHTudukanus? UTo Takoe X311 U 3a4eM

OH HYXXEH?

Kaxkue xemr-gynkiuu BeI 3HaeTe?

JI71s1 9ero UCToB3YIOTCS XeI-(QyHKIUNA?

Uem oTimyarorcs Kpunrorpapudeckue Xem-QyHKIuyu OT HEKPUNTOrpaPruIecKux?
UT0 Takoe KOJUTU3US XelI-QyHKITUN ?

Uto Takoe mapaJoKc AHEH POKIACHUS U KaK OH CBSI3aH CO B3JIOMOM XeIIei?
MeTtomp! B310Ma XenI-(yHKITHH.

UTto Takoe «pay>KHbIC TAOIHUIIB»?

Kakwue BuibI aposieit CymecTByroT?

Uto Takoe TMHAMUYECKHUE TapoJin?

ArrapaTHasi ¥ MporpaMMHast 3aliuTa (QIeHIKy.

[TporpaMMebl AJ1s 3aIIUTHI TAPOJIEM Aok, (aiyioB U HocHTeNleH HH(pOpMaITUH.
Uto Takoe «IpaBWIbHBIN MAPOJIb» U KaK €ro 3allOMHUTH?

MeTo b1 B3710Ma apoJIei.

Uto Takoe «paayxHbie TaOTUIBD?

Cucremsl ayrenTudukanuu u uaeatuduxanun. Knaccuduxarms.
Ucnonb3yemsrii paktop ayrentudukanuu. [Ipuoputet ucnonb3oanus. CTeneHb
aBTOMAaTHU3aIIHH.

Henocratku naposiapHO ayTeHTH(DUKAIIUH.

AnmapartHasi ayTreHTU(UKALKSA, €€ BUIbI, JOCTOMHCTBA U HEIOCTATKH.
bruomMerpuueckas ayreHTU(UKAIINS.

JlocTOMHCTBA U HEAOCTATKU ayTeHTH(HUKAINH 110 OTIIEYaTKaM MallbIEeB.
AyTeHTu(UKaKS 110 TEOMETPUH JIUla 2 BUJIA.

AyTeHTU(dUKAIHS 110 TOJIOCY.
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43. buoMeTpuYeCcKue TEXHOJIOTHUHU OYIyIIero.

44. PacipoCTpaHEHHOCTh METO/I0OB OMOMETPUUYECKON ayTeHTU(UKALINH.
45. Yto Takoe KoMIbloTepHbIN BUpyc? Kitaccugukaius BUpycoB.
46. Tpu sTama pa3BUTHS HAMCAHUS U PACIIPOCTPAHEHUS BUPYCOB.
47. Knaccuduxarusi BAPYCOB 10 Cpeie OOUTaHMSI.

48. Tlytn IpOHUKHOBEHUSI BUPYCOB.

49. OcHOBHBIC TIPU3HAKH TTOSBIICHHS BUPYCA.

50. 3arpy304Hbie BUPYCHI.

51. daiinoBsie BUPYCHI.

52. Makpo-BUPYCHI.

53. CKkpunT-BUPYCHI.

54. Knaccugukanusi BAPYCOB 110 ONEpallMOHHBIM CUCTEMAaM.

9. OBPA3EL MOAYJBbHOI'O KOHTPOJIA

IOy BIIO «JIOHEIIKUA HAIIMOHAJIbHbIIH YHUBEPCUTET»
@DaKynbTET HHOCTPAHHBIX SI3bIKOB

CneyuanvHocmy: 45.05.01 IlepeBoxa 1 mepeBOAOBEIEHHE

Cneyuanuzayus: CrietmanbHblil iepeBo (aHMITUICKUN 1 HEMELKHUH SI3BIKH )
IIpoecpamma noozomosku: cneyuanumem

Cemecmp 7

Yuebnas oucyuniuna OcHoBBI HH(YOPMAITMOHHOW 0€301TaCHOCTH B
po(hecCUOHAIBHON AEATEIbHOCTH

MOAYJIbHASA KOHTPOJIbHAS PABOTA

BAPHUAHT Nel

1. Yro takoe nndopmanus? CroiictBa nundopmaruu. MabopmamoHHbie TEXHOJIOTHH.
Uro Takoe kpunrorpadus U KpurnroaHanus?

Uem oTiMyaroTcst Kpunrorpaduyeckue Xem-QyHKIuu OT HeKpUnTorpapuueckux?
AnmnapartHasi ayreHTU(UKalKs, €€ BUIbl, JOCTOMHCTBA U HEJOCTATKH.

Uto Takoe komnbroTepHBIN BUpyc? Knaccudukaiys BUpycos.

o krwmn

YTBepkIeHO Ha 3aceaHuu Kadeapsl paanoOu3uku U UHHOKOMMYHUKAITUOHHBIX TEXHOJIOTUH,
MpoTOKOJ Ne OT «__» 20 1.

3aBenyromuii kagenpoit B.B. /lanunos
IIpenonaBarenb M.B, ®omeHko

Kpurtepun oneHnBaHust MOAYJIbLHOI0 KOHTPOJIS

Homep 3a0anusa Konuuecmeo 6annoe
1 10
2 10
3 10
4 10
5 10
Bcezo 50
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10. OBPA3EIl DK3AMEHALIMOHHOI'O BUJIETA

DK3aMeH IporpaMMoi He IPeyCMOTPEH
11. OBPA3ELl TECTOBOI'O 3ATAHUA
TecToBbI€ 3a4aHUA IPOrPAMMOM HE IPEYCMOTPEHBI

12. KPUTEPUUM OLIEHUBAHUSA

[lo xypcy npeamnosnaraercsi MpoBEACHNUE MPOMEKYTOUYHON aTTECTALUU B BUJIE MOJYJIBHOTO
KOHTPOJIS U 3aCIyLIMBAHUS CAMOCTOSITENILHO MOATOTOBIEHHOTO JJOKJIAa Ha BHIOPAHHYIO TEMY.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBISETCS Ha JICKIMOHHBIX 3aHATHSAX: B BHUJE
onpoca TEOPETUYECKOTO MaTepuIa.

[IpoMexxyTOUHBIN KOHTPOJIb OCYLIECTBISETCS NMPOBEACHUEM KOHTPOJIBHOW paboThl MO
OTJIENbHBIM pa3ziesaM JAUCUUIUIMHBI, U3YYEHHBIM CTYAEHTOM.

@opMBl M BHJIBI CaMOCTOSITENIbHOM paOOThl CTYJE€HTOB IpPH OCBOECHUHU JIUCHUILIMHBI
«OcHOBBI UHPOPMAIIMOHHOM 0€30TTaCHOCTH B MPO(PECCHOHANBHOMN AEATEIbHOCTI

— YTEHHE OCHOBHOU W JIONOJIHUTEIIBHOM JINTEPATYPHI;

— pabota c OHOMMOTEUHBIM KaTaJOTOM, CAMOCTOSITETIBHBIA TMOAOOP HEOOXOAUMOM
JIUTEPATYpHI;

— MoucK HeoOxoaumoin nHpopmanuu B cetu HTepHeT;

— KOHCIIEKTHPOBAHUE UCTOYHHUKOB;

— HOJTrOTOBKA K MOJyJIbHOMY KOHTPOJBHOMY 3aHSTHIO;

— MOJrOTOBKA JIOKJIA/I0B U MPE3EHTALUH.

[IpomexxyrouHass arrectanusi SBISETCS OJHMM M3 OCHOBHBIX MEXaHHU3MOB OILICHKH
KadecTBa TMOATOTOBKH OOydaromuxcss U (HopmMoil KOHTpOJsi ux ydeOHo# paboTel. IIpenmerom
OLICHMBAHMs Ha IPOMEXKYTOUHOW aTTeCTalluM SBJISIETCS YPOBEHb C(HOPMHPOBAHHOCTHU
KOMIIETEHIMH B paMKax yueOHOHN JUCIUIIMHBIL.

Pacnpeodenenue 6annos, Komopvie MOZym nOAYUUMb CHYOEHM bl
6 npoyecce uzyueHus OUCUUNIUHDL

Opranu3anuoHHo- CPC Bcero
y4yeOHasi pabora NunuBuayanbHast | MoayabHbIi NuauBuayanbHas
CTyaeHTa pabora KOHTPOJIb TBOpYecKas padora
Max 10 oGamios max 20 6amios max 50 max 20 6autoB 100 O6anmoB
0ajI0B
DKCIpecc-0Ipoc Ha IToaroroBka Brinonnenue 3amuTa
JIEKIUSX U IPE3CHTALIMH U MOTyTbHOH [TOJITOTOBJIEHHOT'O
AKTMBHOCTH Ha JIOKJIaJ1a Ha KOHTPOJILHOH |TOKJIaza U 00CYKICHHE
CaMOCTOSATEILHBIX BLIOpaHHYIO TEMY paboThI 3aTPOHYTHIX MPOOIEM
3aHATUSX; IPOBEPKA
KOHCIIEKTOB
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IlIkana coomeemcmeus 641108 20CyoapcmeeHHoOU wiKaie

Ouenka Ouenka no OueHka 1o rocy1apcTBeHHOM 1IKaJjIe Ouenka no
no mkaje | 100-6annbHoil | (3x3aMeH, AU depeHINMPOBAHHBI 3a4eT) | rocyAapcTBEHHOM
ECTS HIKaJ1e 1mKaJie (3a4er)
A 90-100 5 (OTIUYHO) 3a4TCHO
B 80-89 4 (xopor1o) 3a4TCHO
C 75-79 4 (xopor1o) 3a4TCHO
D 70-74 3 (y1OBJIIETBOPUTEIIHHO) 3aYTEHO
E 60-69 3 (YIOBIETBOPUTEIHLHO) 3a4TCHO
FX 35-59 2 (HeyIOBJIETBOPHUTEIHHO) HE 3a4TCHO

C BO3MOKHOCTBIO IIOBTOPHOM CHAYH
F 0-34 2 (HeyIOBJIETBOPHUTEIHHO) HE 3a4TCHO
C BO3MOYKHOCTBIO ITOBTOPHOM Ca4y IpU
YCIIOBHH 00s13aTEILHOTO Habopa
JIOTIOJTHUTEJIbHBIX 0asIoB

13. MATEPHUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE YYEBHOI'O ITPOLECCA

JIJiss poBeICHUS JIGKIIMOHHBIX 3aHSATHHA, TPYNIOBBIX M WHIAWUBUIYATBHBIX KOHCYIIBTAIUH,
TEKYIIEro KOHTPOJIA M MPOMEKYTOYHOHN aTTeCTaly 10 JUCHUIUHHE «OCHOBBI MH(POPMAIIHOHHOM
0€30MacHOCTH B MPO(ECCHOHATBHON JESITeLHOCTH», a TaKKe IS CaMOCTOSTEIBHOW pPabOTHI
00yJaroImuXxcsi MOTYT OBITh WCIOJB30BaHBI CICAYIONINE AYJAUTOPHH, WMEIONIHE HEOOXO0JUMOe
MaTepHUaIbHO-TEXHUUYECKOE 0OecrieueHue:

— yuebOnas aymuropus (aya. Ne 1203: r. Jlowenk, np. I'ypoBa, 6), yKOMIUIEKTOBaHHAs
y4eOHOU MebOenpio Ha 53 MOCaJ0YHBIX MECTa, KOMIUIEKTOM pabodyero Mecra mperojaBaTes,
JIOCKOW MarHUTHO-MapKepHOU — 1 mIT., MyTbTUMEANIHHBIM TTPOSKTOPOM — 1 mIT., HOYyTOyKOM — 1
LIT., IPUHTEPOM — | HIT., TETEBU30POM — | 1IT.

Jlis caMocTOSITENbHOM paboThl OOyYaroIKecss MOTYT TaKKe HMCIOJIb30BaTh CIETYIOLINE
nomemenus JJOHHY:

—3au1 3nekTpoHHOM uHpopmarmu (aya. Ne 104-a: r. Jloneuk, np. ['ypoBa, 6) ¢ KOMIIIIEKTOM
yaeOHoi Mebenn Ha 40 mocagoYHbIX MECT, KOMIIBIOTEPOM B KOoMILIeKTe (14 mmT.).

14.  PEKOMEHJOBAHHAS JIUTEPATYPA

Koa-Bo Haunyue
Ne IK3EMILJISAPOB | 3JIeKTPOHHOM
HaunmeHoBanue
n/n B Ondmorexe BepCcUM B
JonHY 9BC
Ocnosnasa numepamypa
1. Teopernueckne OCHOBBI KOMIBIOTEPHON O€30MaCHOCTH :
VYueb. mocobue i BY30B 10  CHELHAIbHOCTH
"KomnsrotepHast 6e3onacHocts u ap. / I1. H. Jlesnun, O. 14
O. Muxansckuid, J. U. IIpaBukoB u np. — M. : Paguo u
cBs3b, 2000. - 192 ¢
2. Kopr, C. C. Teopernueckue OCHOBBI  3alUTHI
uHpopmanuu : Yueb. mocobue A CTYICHTOB BY30B,
oOyyaromuxcs IO Trpymnmne cnem. B o0l UHOPM. 13
6e3omacHoctu / C. C. Kopt. - M. : I'enuoc APB, 2004. —
233 c.
3. 3amuTa nporpammHoro obecrneuenust / [II. I'poysep, P.
Catep, [Ix. ®unc u ap.] ; nox pex. J. I'poysepa ; mep. ¢ 12
aurn. B. I'. Iloremkmna w gp. ; mox pen. B. T.
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[Toremkuna. — Mocksa : Mup, 1992. - 286 c.

4. 3asroponuuii, B. M. KommuiekcHas 3amura uadpopmamu
B KOMIIBIOTEPHBIX CHCTeMax : Yueb. mocobue s
cryaeHTtoB By3oB / B. W. 3aBropomnuii. — M. : Jloroc, 11
2001. - 264 c.

Jlonoanumenvhasn numepamypa

5. Paccen, Y. Microsoft Windows Server 2008 : cipaBo4HUK
agqmuauctparopa / Y. Paccen, I1I. Kpoydopa. — Mockga : 14
OKOM Ila6mumeps, 2009. - 1321 ¢

6. [IporpamMmmHo-anmnapaTHbie CpeacTBa oOecrnieueHus
nH(pOopMalMOHHON 0€30IacHOCTH : 3alluTa NMPOrpaMM. U
manueix / ILIO. Beakun, 0O.0. Muxansckuii, A.C.
[lepmakoB u ap. — M. : Pagmo u cBs3p, 2000. - 169 ¢

1. be3onacHOCTP  KOMIIBIOTEPHBIX CETEM Ha  OCHOBE
Windows NT / B. C. Jlionapes, K. B. Epmakos, E. b.
Pynueiit, U. B. Epmakos. - M. : Pyc. pen. TOO Channel 1
Trading, 1998. — 304 c. + Dnekrtp. ontud. auck (CD-
ROM)

15. MH®OPMAIIMOHHBIE PECYPCbI

=

http://library.donnu.ru/ — caiit 6u6nuorexu JJouHY;

http://elibrary.ru/ — nayunast anekTpoHHas OMOIHOTEKA;

3. http://scholar.google.com/  — snekTpOHHO-OMOMMOTEUHAs TIOMCKOBas CHCTEMa «AKaJeMHUs
Google»;

4. http://window.edu.ru — Karasor o6pa3zoBarenbHbIX Internet-pecypcos;

N

16. MNPOI'PAMMHOE OBECIIEYEHUE

1. Windows 7 PRO (xoprnioparusHas nunen3us JJOHHY Ne 46484614).

2. Microsoft Office (kopnoparuBnas nuiersust JJOHHY Ne 46472919).

3. Microsoft Visual Studio (yiumensust mporpammbl DreamSpark mist BbICIIUX y4eOHBIX
3aBEICHUN ).

4. JIuuensuu GPL, Apache, BSD mis cBoGoanoro mporpamMmmuoro obecrneuctus: Adobe
Acrobat Reader, AutuBupyc Kacrnepckoro.

17. ©CIIOJIb30OBAHHUE 3JIEKTPOHHOI'O OBYUYEHUS U IMCTAHIHUOHHBIX
OBPA3OBATEJIbHBIX TEXHOJIOT U

[Ipn peanuzamuu mporpamMmbl JUCHUIIMHBI MOTYT HCIOJIB30BAaThCA CJEIYIOIINE BH/IBI
AIIEKTPOHHOTO B3aUMO/ICHCTBUS MPENO/IaBaTENb-CTYICHT:

— pa3MernieHre y4eOHBIX B ydeOHO-MeToaudecknx mocobuit B ObC mig ucnonp3oBaHus
CTYJI€HTaMH MPHU MOATOTOBKE K 3aHATHUSAM;

— pa3MelnieHre y4eOHbIX MaTepHalioB B OOJaYHOM XPaHWIHUINE MJs HCIOJb30BAHUS
CTYJI€HTaMHU MPHU MOATOTOBKE K 3aHATHUSIM;

pacchuiKa MO 3JEKTPOHHOW MOYTE MATEepUajoB W 3aJaHUil JUIsl BBINOJHEHHS, IIPOBEpPKA
BBIITOJIHEHHBIX 3aJaHUH,
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Pabouas mporpamma paccMOTpeHa U TEpeyTBep)KIeHa Ha 3acelaHud Kadeapsl
pamnopu3uKu 1 MH(POKOMMYHUKAIIMOHHBIX TEXHOJIOTUN ¢ W3MEHEHUsMU (0e3 M3MCHEHMIi) Ha

2021 rop.

[Iporokou Ne OT « » 20 T.

3aBenyromuii kadenpoit PO u UKT B.B. [Janunos

Pabouass mporpamma paccMOTpeHa U IEpeyTBEep:KJIeHa Ha 3acelaHuM Kadeapsl
paanodu3uKu U MH(POKOMMYHUKAIIMOHHBIX TEXHOJIOTUH € M3MEHeHusMu (0e3 M3MEHEeHMI) Ha

2022 ron.

[Ipotokou Ne OT « » 20 T.

3asenyromuii kadenpoit PO u UKT B.B. /laaniios
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