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1. OBJIACTH IPUMEHEHUA N MECTO JUCHUIIJIMHBI B YYHEBHOM ITPOLECCE

VYuebnas mucuurminHa «OCHOBBI HHQOPMAIIMOHHON 0€30MaCHOCTH B MPO(eCcCHOHATBHOM
JEATeNbHOCTH» OTHOCUTCS K 0a30Boil yactu 610ka 1. TpynoeMKOCTh OCBOEHHS TUCIMIUTMHBI
cocTaBisieT 2 3ad.eq. win 72 yac. M3ywaerca B 7 ceMmecTpe, MO AUCHMILIMHE MPELYCMOTPEH
3ayer. [t ycremHoro u3y4eHus J1aHHOW y4eOHON MTUCIMIIMHBI HEOOXOIUMBI 3HAHUS, YMEHUS
U HaBBIKU, c(hOPMUPOBAHHBIE B IIPOLIECCE:

- W3Y4YEHHUs MPOrpamMMbl 00IIe00pa3oBaTeIbHON IIKOJIBI;

OcBoeHue IUCHUIUIMHBI oOecreynBaeT (OPMHPOBAHUE Y CTYICHTOB COBPEMEHHBIX HaBBIKOB
npodeccuoHanbHON 1 6e30MmacHON padoThl ¢ MH(POPMAITMOHHBIMU CUCTEMAaMHU M JOKYMEHTaMHU.

2. CTPYKTYPA JUCHUIIJIMHBI

Xapakmepucmuka yuedonoi Oucyuniunsl

CrennanbHOCTB:! 45.05.01 IlepeBoa 1 epeBOIOBEACHUE
Criemmanmsatms CrenmanbHbIi TiepeBon (Hemeukwuii u
AHTJIMUCKUUN SI3BIKH)
OO6pazoBarenpHas mporpaMmma CHEIUATUTET
Kpanuduxarnms JIMHTBUCT-TIEPEBOUUK
KonnuecTBo conepkaTenbHBIX MOTyJIEH 2
JucuumnHa 6a30BoH / BApUATUBHOM 4acTH biok 1 «/Ilucuurmaunel (MOTyN)»
00pa30BaTeNLHON MPOTrPaMMBbI bazoBas yactb
®opwmbl koHTpoJist (MK, sk3ameH, 3auer) MoiyJIbHBIN KOHTPOJIb, 3a4ET
ITokazarenun ouHas popma o0ydeHus

KonnuecTBo 3a4eTHBIX eAMHUIL (KPEAUTOB) 2
I'ox moaroroBku 4
Cemectp 7
KonuuecTBo yacos 72
- JICKIIMOHHBIX 28
- IPAKTUYECKUX, CEMUHAPCKUX -
- 1a00PaTOPHBIX -
- CaMOCTOSITEIbHOI pabOTHI 44

B T.4. UHAUBUIYAIbHOE 3aJJaHUE -
HenenpHOE KOJIMYECTBO YacoB,

B T.4. ayJUTOPHBIX 2

3. OIMCAHHUE JUCLHUIIJIMHBI

I]ens — 3HaKOMCTBO C OHATUSAMH HAlIMOHAJIBHOM 0€30MaCHOCTH; BUJAMH 0€30TIaCHOCTH;
b B CUCTEME HaIlMOHAJILHOM 0€30I1aCHOCTH; OCHOBHBIMM MOHSTHSIMH,
oOmeMeToo0rMuecKuMH  npuHImMnamMu teopun Mb; anammszom yrpo3 Wb, mpobmemamu
MH(GOPMAIIMOHHON  BOMHBI; TOCYAApCTBEHHOH HH(GOPMAIMOHHON TOJUTUKOW;, BHIAMH
uHbOpMalMK; MeToJaMu U  cpelnctBamu  obecrieuenuss Mb; Meromamm  HapymieHus
KOH(EIeHIIMATbHOCTH, LEIOCTHOCTH W JOCTYNHOCTH HH()OPMALMHM;, NPUYNHAMH, BHJIAMH,
KaHaJIaMU YT€UKU U UCKaKEHUs HH(OPMAITHH.

3aoauu:

1) mosydeHue npeACTaBICHHS 0 MHOTOOOpa3uy 3a1a4 U METOJIOB 3aIUTHI HH(OPMAIIHH;

2) 3HAKOMCTBO C OCHOBHBIMH pazjenaMu MHQOPMAMOHHON 0€301acHOCTH;

3) OBJaJCHUE OCHOBHBIMH MPAaKTHUECKHMMHU METOJIAMU TPEAYNPEKACHHS U OTPAKCHUS
MH(POPMAIIMOHHBIX YIPO3;

4) mpuoOpeTeHHe HABBIKOB  CaMOCTOSITENBHO  AQHAIM3MPOBATh  KaHAIBl  YTCYKH
uH(pOpMAIIMK U BEIOUPATh COOTBETCTBYIOIIUE CPEJICTBA 3AIUTHI;
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5) yriy0OieHue HaBBIKOB 0E30MACHOTO HCIIOJIB30BAHHS MEXKIyHapoaHOH cetu Internet,
Opay3epoB, ONEpPallMOHHBIX CUCTEM, IPUIIOKEHUMN, CBSI3aHHBIX C IOKyMeHTooOopoToMm u T1K.

Ipotiecc U3ydeHUs! TUCIMIIMHBI HAIPpaBJieH Ha (GOPMUPOBAHHE DJIEMEHTOB CIETYIOIMINX
komneTeHuit B cootBeTcTBUU ¢ O®I'OC BO P® mno cneumansHoctu 45.05.01 IlepeBon u
nepeBoioBeicHue (YypoBeHb crenuanureTra) (yTB. MmpukazoM MuHHCTEpCcTBa 00pa3oBaHUs U
Hayku PO ot 17 oxTs16ps 2016 1. N 1290)

C u3MeHEeHMsSIMM U JIONOJHEHUAMH OT: 13 wurons 2017 r. mo JaHHOMY HamnpaBiIEHUIO
MOATOTOBKH (TIPOHITIO):

a) oowexynomypuuvix (OK):

— CrHocOOHOCTBIO HCIIOJIB30BaTh OCHOBBI MPABOBBIX 3HAHUM B pa3lM4HBIX cdepax
xusHenestenpHoctu (OK-3);

— CrHocOOHOCTBIO TIOHMMATh COLMAIBHYIO 3HAYMMOCTb CBOeH Oymymieil mpodeccun,
LEJW M CMBICI TOCYIapCTBEHHOM CiryObl, 007a1aTh BBHICOKOH MOTHBAIlME K BBIIIOJHEHMIO
npodeccHoOHAILHON /eATeNhbHOCTH B OOJIACTH 3alllUThl MHTEPECOB JIMYHOCTH, OOIecTBa W
roCy/IapcTBa, coONI0AaTh HOpMBI podeccnonansHo 3tk (OK-4);

— CrHOCOOHOCTBIO JIOTMYECKH BEpPHO, apryMEHTUPOBAHHO U SICHO CTPOUTH YCTHYIO WU
NUCHbMEHHYI0O PE€Yb Ha PYCCKOM sI3bIKE, B TOM YHCIIE MO Mpo(ecCHOHAILHONW TEeMaTHKE,
NyOJIMYHO TPEACTABIATh COOCTBEHHBIE M M3BECTHBIC HAyYHBIC PE3YNbTaThl, BECTH JUCKYCCUU
(OK-6);

— CIIOCOOHOCTBIO K caMOOpraHu3anu u camooOpasobanuto (OK-7);

0) oowenpogeccuonanvnuvix (OIIK):

— CrHocoOHOCTBIO  paboTaTh € pPasNMYHBIMM  HMCTOYHUKAMH  HMH(OpMAINH,
MH(POPMAIIMOHHBIMH PECYPCAMU U TEXHOJIOTUSMH, OCYIIECTBIATH IMMOUCK, XpaHEHUE, 00paboTKy
U aHanu3 MHPOPMALMU U3 PAa3HbIX MCTOYHHUKOB M 0a3 JaHHBIX, MPEJACTABIATH €€ B TpeOyeMoM
dopmaTe ¢ HCIOIB30BaHMEM HH(GOPMAIMOHHBIX, KOMIIBIOTEPHBIX M CETEBBIX TEXHOJOTHIA,
BJIQJIETh CTAHJAPTHBIMU METOJaMU KOMIIBIOTEPHOTO Habopa TEKCTa M €ro pelakTHPOBaHMS Ha
pycckom u uHOCTpaHHOM si3bike (OITK-1);

— crnocoOHOCTRIO  coOMoaTh B MPO(ECCHOHANBHOM  JEATENLHOCTH  TpeOOBaHUS
MIPABOBBIX aKTOB B 00J1aCTH MH(POPMALIMOHHOM 0€30TacHOCTH, 3aIUTHl TOCYAaPCTBEHHOM TalHBI
U HMHOM uWH(pOpPMAIMM OrPaHUYEHHOTO JOCTyNa, oO0ecreyuBaTh COOJIOJCHUE peXHUMa
cekpetHoctH (OI1K-2);

— CHOCOOHOCTBIO  CaMOCTOSITETIBHO ~ OCYILECTBJIATH  MOUCK  MpoecCHOHATBHON
MH(pOpMAIMK B TEYATHBIX U JJIEKTPOHHBIX MCTOUYHUKAX, BKIIIOUYAs AJIEKTPOHHBIC 0a3bl TAaHHBIX
(OIIK-5);

8) npogpeccuonanvuvix (IIK):

— CHOCOOHOCTBIO NMPHUMEHATh METOJMKY OPHEHTUPOBAHHOTO MOMCKa HMH(opManuu B
CIIPaBOYHOM, CIICIIMATBHON JIUTEpaType U KoMnbioTepHbIX ceTsax (I1K-8);

— crnocoOHOCTBI0O K OOOOIIEHHIO, KPUTHYECKOMY OCMBICICHHIO, CHCTEMaTH3alluu
UH(OpPMAaIINHK, aHAIM3Y JIOTUKHU paccykIeHuid U BbickasbiBanuii ([1K-15);

— CrHOcOOHOCTBIO OILIGHMBAaTh KauyeCTBO M COJEpXKaHME WH(GOpMAIMU, BBIICIAThH
Hauboyiee cymiecTBEHHbIE (akThl M KOHLENIMM, JaBaTh UM COOCTBEHHYIO OIICHKY H
unrepnperanuto (I1K-16);

— crnocoOHOCTRI0 paboTaTh € MaTepuallaMU PA3TUYHBIX HMCTOYHUKOB, OCYILIECTBIISATH
pedepupoBaHre 1 aHHOTHPOBAHUE MUCHMEHHBIX TEKCTOB, COCTABIATH AHAIUTHUYECKUE 0030PBbI
[0 33aJaHHBIM TEMaM, HaXOJHUTb, COOMpaTh M MEPBUYHO 0000maTh (pakTHUEeCKUi Marepual,
nenast ooocHoBaHHbIe BeIBOIbI (ITK-17);



5

B pe3yibTaTe n3yyeHusi y4eOHOil IUCHMIIMHBI CTYIEHT 10JIKeH

3HaAMb:

TEPMUHOJIOTHIO B 00J1acT MH(POPMALIMOHHOM 6e301acHOCTH,

METOJIbl M CpeJICTBa obecneueHust UH(HOPMAIIMOHHOH 0€30MacHOCTH,

METO/Ibl HapYILIEHUS! KOH(UACHIIUAIBHOCTH, IIEIOCTHOCTH U TOCTYITHOCTU MH(OPMAIIHH.
COJepKaHWE OCHOBHBIX MOHATHI TO MPaBOBOMY 0OecredyeHU0 HH(POPMAIIMOHHOM
0€30IMacHOCTH;

OCHOBBI O€30MTaCHOCTH OTIEPALIMOHHBIX CHCTEM;

OCHOBBI 0€30MTaCHOCTH BBIYUCIUTENBHBIX CETEH;

OCHOBHBIE TEXHUYECKHE CPEACTBA U METO/IbI 3aLTUTHI HH(OPMAIIHIH;

OCHOBHBIC  IPOTrpaMMHO-alllapaTHbBIE CpeAcTBa  oOecriedyeHUss  MHGOPMAIIMOHHOM
0€30MaCHOCTH.

ymemp:

NPaBUIBHO MPOBOJUTH AaHAIM3 Yrpo3 HHPOPMALMOHHON O€30MacHOCTH, BBIMOJIHSATH
OCHOBHBIC J3Tambl pEUIeHUs 3agady WH(POPMALMOHHOW Oe30MacHOCTH, MPUMEHSATh Ha
NPAKTUKE OCHOBHBIE OOIIEMETOIO0JIOTMYECKHE MPUHLIUIBI TEOPHUH HH(POPMALUOHHOM
0€30IMacHOCTH;

OTBICKMBATh HEOOXOAMMbIE€ HOPMATHBHbIE MPABOBBIE aKThl U HH(POPMALIMOHHO-TIPABOBBIC
HOPMBI B CHCTEME JICHCTBYIONIETO 3aKOHOAATEIbCTBA, B TOM YHCIE C MIOMOIIBIO CUCTEM
MPaBOBOM MH(pOpMAIIHH;

IPUMEHATh JEHCTBYIOIIYIO 3aKOHOJATENbHYI0 0a3y B 001acTu WH(POPMALUOHHOM
0€30IMacHOCTH;

pa3pabaTbiBaTh HMPOEKTHl HOPMATHBHBIX MAaTEPHUAIOB, PETIAMEHTHPYIOIIMX paboTy Mo
3anuTe MHPOpPMAlLMU, a TAKXKE IOJIOKEHUH, MHCTPYKIUH M APYTUX OpraHU3allMOHHO-
pacropsaIuTeIbHbIX JOKYMEHTOB,

enademo:

cioco0amMu KOMIUIEKCHOTO oOecriedeHus: MHPOPMAIIMOHHOW 0e301acHOCTH Ha OCHOBE
pa3paboTaHHBIX MPOrpaMM H METOJUK, ¢ oOecrieueHueM TpeOOBaHUN HOPMATHUBHBIX
JOKYMEHTOB, PErJIaMEHTUPYIOLINX PEXKUM COOIOACHUS TOCYIapCTBEHHOM TailHbI;
BBITOJIHATE ONEPATUBHOE YIIPABIICHUE JEATEILHOCTHIO OPraHU3aLUi M0 KOMIUIEKCHOMY
o0ecrieyeHnI0 MHPOPMALMOHHOW O€30MacCHOCTH KOHKPETHBIX aBTOMAaTH3MPOBAHHBIX
CHCTEM;

4. COAEP)KAHUE JUCIUMIIJIMHBI U ®OPMbI OPI'TAHU3ALIUN
YYEBHOI'O ITPOIIECCA

Kypc mucrummuasl «OcHOBBI MH(POPMALMOHHON 0€30MacHOCTH B MPOQecCHOHATBHOM
AEATEIbHOCTH» MIPEIYCMaTPUBAET CIEAYIOUINE PopMbl Opeanuzayuu y4ebHo2o npoyecca.

1) nekuum,

2) camocTosiTeNbHas paboTa CTyeHTa.

Marepuan  u3naraercsi € UCHOJB30BAHHWEM  OOBSICHUTEIBHO-WILTIOCTPATUBHBIX,
IBPUCTHUYECKUX M HCCIIEIOBATENbCKUX METOAOB IpernojaaBaHus. Ilpu mpoBeneHun JIeKUUH JUIs
oOCyX/IeHUsI MaTepualla UCIOJB3YIOTCS MYJIbTUMEIUIHbIC Mpe3eHTaun. [Ipu yreHun ek
[0 BCEM pasfenaM IMporpaMMbl TEOPETHYECKUI MaTepualn WILIIOCTPUPYETCs OO0JIbIINM
KOJIMYECTBOM  IPUMEpPOB, 4YTO  TO3BOJIAET  CAeNaTh  M3JI0KEHHWE  HArJsIAHBIM |
MPOJEMOHCTPHPOBATH 00YYaeMbIM MTPUEMBI PELICHHS TOCTABICHHBIX 3a/1a4.

B y4eOHOM mporiecce MPUMEHSIOTCS aKTUBHBIE M MHTEPAKTHBHBIE (DOPMBI MPOBEICHUS
3aHATHH  (pa300p KOHKPETHBIX CUTYallMif, JHUCKYCCHS, TIOJIEMHUKA), BHEayIUTOPHas
caMocCTosITeNIbHAsT paboTa, OaIbHO-PEUTUHTOBAs CUCTEMA OICHKH YCIEBA€MOCTH, JTUYHOCTHO-
OpUEHTUPOBAHHOE 00ydeHHe, MpodIeMHOEe 00ydeHune, OII0UHO-MOTyIbHOE 00y4EHHE.
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CamocrosTenbHas paboTa CTyJEHTOB MPEIyCMATPUBACT BBINOJHEHUE WHIMBHYaTbHBIX
3aJJaHUl, TOJArOTOBKY K CaMJICBHISTENBHBIM 3aHATHSAM, H3yueHHE Y4eOHOW, HaydHOH H
METOAUYECKON JIUTEPATYPBhl, COCTABIEHUE KOHCIIEKTOB.

Hcnonp3yroTes Cleayromue MeTo1bl KOHTPOJIS:

1) ycTHBIN KOHTPOJIb (3KCIPECC-ONPOC HA JIEKIMSIX);

2) npoBepKa KOHCIIEKTOB;

3) mpoBepKa CaMOCTOSITENBLHBIX PaboT;

4) noxiaj, Ha BBIOPAHHYIO TEMY;

IopsaaxoBeIit
HOMeEp U TeMa

Kparkoe conep:kanue TeMbl

Cooeporcamenvuotii Modyas 1

Tema 1. OcHoBHBIE IOHATHS UH(DOPMAIIMOHHOM Oe30omacHoCTH. [IpaBoBbIe OCHOBBI
IlonsTe un Wb u 3axonoxarensctBo JHP 06 nnpopmanuu. Mudopmarus,
CTPYKTypa nH(pOpMaIMOHHAsA CUCTEMA, Biajenen nHpopmauuu. Bunsl nunpopmanuu.
uHpopmannonHoit | KondunennuansHas nHpopManus, rocyiapcTBeHHas TalHa.
0€30MacHOCTH. Hopmatusabie nokymentsl P® no Ub. KongenennuansHocTs,
LIEJI0CTHOCTb, JOCTYITHOCT.
Tema 2. Hcropuueckas cripaBka, mpuMuTHBHBIE mudpbl. Hludp Xor, Lezaps,
OcHoBBI Bunexepa. CuMMeTpUYHbIE U acCUMETPpUUYHBIE MeTOIbl. CyTh
KpUnTorpapuu accUMMeTpU4HOTO mudppoBanus. Anroput™m RSA u Dnp-I'amans.
Cummerpuunoe mudposanue. ['ammupoBanue. KBantoBas kpunrorpadusi.
Tema 3. ABTopu3zanus, ayreHTuGuKaus 1 uaeHTugukanus. CucreMsl ayTeHTH(H-
ABTOpU3anus u kanuu. IlaposbHas 3amura. Merona B3ioMa mapotid. XeElUpPOBaHHUE.
ayTeHTU(UKAIUSL DJNEeKTPOHHBIE METOAbl AayTeHTHU(HKAIMU. buomerpudeckue MeETOIbI
ayreHTU(uKauu. PacnpocTpaHeHHOCTh METOJOB ayTeHTU(UKAIIH.
Tema 4. VYA3BUMOCTH KOMIIBIOTEPHBIX ceTell. OCHOBHBIE BU/BI aTak IpHU Iepeayde
3amura B uHpOpMaIUH. Cuuododepsi. OTtBeTBIEHUA Tpaduka. Ananus
KOMIBIOTEPHBIX AIIEKTPOMArHUTHBIX M3Ty4EeHUI. ATaKkud Ha KaHAJIBHOM U CETEBOM YPOBHE.
CeTsIX Cnycpunr. Buner ckanupoBanus. DOS u DDOS araku. Ilogmena IP
aapeca. Mepsl IpOTUBOACUCTBUS aTakaM. BupTyaabHbIE CETH.
Cooeporcamenvhutit MoOyib 2
Tema 5. Hctopust co3mganusi BupycoB. Kiaccuukamuss BUpPYCcOB. 3arpy3odHble,
Bupycsl n (aiinoBbie, MaKpOCHI, CKpUNT-BUpYyCchl. Bupycer s Linux, Android, iOSm
AHTHUBUPYCHI Tposiabl, yepBH, COOCTBEHHO BUpPYCHl. Xakepsl. IlnmaTHbele U OecruiaTHBIE
aHTUBHpPYCHI. Bo3moxHocTH anTHBHpycHOro I10.
Tema 6. Kanaine! yreuku nadopmanuu. Paguosaknanku. IlaccuBHble, aKTUBHBIE U
TexHuueckas nosyaktuBHble P3. JletexkTupoBanue paguosakinanok. Hennnelinele
3alUTa JIOKaTOPbL. AKYCTUYECKHE U JIa3epHbIe MUKPO(OHBI. YTeuKa 1o
uHpopMaluu BuOpokaHany. Crerockonbl. ['eHepaTopsl 1ryma, CKpeMOIepsl,
MOCTaHOBIIMKY noMeX.|P mmdpatopbl 1 TOKeHbI. DJIEKTPOHHBIE 3aMKH.
Tema 1. Pasnnunble Mmozienu ynpasiaeHus goctynoM. CocTaBisIoIINe MOJEIN
Mogenu yIpaBJIeHUs AOCTyNIOM. MannaTtHas Moens nocryna. Pasrpanudenue
yIIpaBJICHUS noctyna. PazpaboTka 1 SKCIUTyaTaIyst 3alUIIEeHHBIX
AOCTYIIOM aBTOMATH3UPOBaHHBIX cucTeM. | [manupoBanue, opranusanus 1 KOHTPOJIb
BBITIOJIHEHUS pab0T M MEPONPHUSTHIA MO 3aIIMTE MEPCOHAIBHBIX TAHHBIX;
Tema 8. Metoabl ¥ ypOBHH 3aIIUTHI KOHPHICHIIMATIBHOCTH, IIETIOCTHOCTH U
Opranuzanus noctynHocTH uHpopMarwn. [IpudanHbl, BUBI, KaHAIBI YTEYKU U
MEpOnpuATH 1O | ucKakeHUs nH(popMari. OCHOBHBIEC HANpaBJICHUs 00eCTIeUeHUs
3aIuTe MH(POPMAIMOHHOM 0€301MacHOCTH 00bEKTOB HH(OPMAIIMOHHOM cepbl

nH(pOpMAIHH.

roCy/lapcTBa B YCIOBHIX HHOOPMAITMOHHON BOWHEI.
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TemaTuyeckuii mian

KoangecTBO 4acoB
Ounas ¢gopma o00ydeHust
B T.4.
o Q . %
< 3 = =
2 | 5| 8| B| 28] 28
5] = <) 5 e 8 S 'S
A < = 3 5 = z 2
> = o 2 2 &
S| £ & | g8 B
an
£ g g =
Tema 1. 9 4 >
Tema 2. 9 4 >
Tema 3. 10 4 :
Tema 4. 10 4 °
Hmozo no cooeprcamenvHomy 38 16 22
mooynio 1
Tema 5. 9 4 >
Tema 6. 9 4 >
Tema 7. 8 2 0
Tema 8. 8 2 s
Hmozo no cooeprcamensvHomy 34 12 22
Mooy 2
Bcezo no kypcy 72 28 44

5. METOAMYECKHME PEKOMEHJIAIIUM IS IPOBEJAEHUSA
JEKIIMOHHBIX, MIPAKTUYECKHUX U JIABOPATOPHBIX 3AHATHI

TeMbl JeKIIMOHHBIX 3aHATHH

) Konuuecmeo
wn Haszeanue memoi wacos

1 OCHOBHBIE TIOHSATHUS U COCTABIIAIONINE UH(POPMAIIMOHHOM 06€301acHOCTH 2
2 3amuTa (aitioB U Manok 2
3 Kpunrorpadus u kpunroanaius 2
4 Xenr-(hyHKIIMK U UX IPUMEHEHUE B HH(OPMAIIMOHHON 06€30T1acCHOCTH 2
S) AyTeHTH(pHKALNSA IO MAPOITIO 2
6 VYA3BUMOCTU KOMIIBIOTEPHBIX CETEHN 2
7 Web- 6e3omacnocTs 2
8 Bupycsl 2
9 AHTUBHPYCHI 2
10 | Texuuueckue cpencTBa 3aIIUTHI HHPOPMALIUN 2
11 | 3amwmra JOKYMEHTOB 2
12 | DnexTpoHHO-IIM(POBAS NOAMHCH 2
13 | Metozp! conmanbHON MHKEHEPUH 2
14 | Mogaenu ynpaBieHHs TOCTYIIOM 2

BCEI'O 28

6. METOAMYECKHUE PEKOMEH/JAIIMU 11O OPTAHU3ALIUN
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CAMOCTOSTEJBHOM PABOTHI CTYJIEHTOB

CamocrosarensHass paboTa cTyneHTOB 10 Kypcy «OcCHOBBI HH(DOPMAIMOHHOM
0€30MacHOCTH B MPO(EeCcCHOHANBHON IeATEIHLHOCTH MIPEeIyCMaTPUBALT:
— CHCTEMAaTHYeCKOE BEJCHHE KOHCIEKTAa JIeKIMH U TOBCETHEBHYIO MPOPAOOTKY
JIEKIIMOHHOTO MaTepuana;
— W3Y4YCHHE JIOTIOJHUTEILHOW JHUTEepaTypbl Y  HMHTEPHET-UCTOYHUKOB, B  T.4.
PEKOMEHIYEMBIX ITOM IIPOrPAMMON;
— H3YYEeHHE HEOOXOJIMMOTO HHCTPYMEHTAPHS,
— MOATOTOBKY M 3aIIHUTY JOKJIAI0B MO BEIOPAHHBIM TEMaM.
Tembl s TOKITA0B CTYJACHTHI BRIOMPAIOT U3 CIHUCKA WJIM MPEIaraloT CBOU, CBSI3aHHBIC
¢ obecrnieueHrneM MHGOPMAITMOHHON OE30MMaCHOCTH.
Criucoxk mpeiaraeMbIX TeM, IS JJOKJIa0B:
Hctopust kpunrorpadpuu
KBanToBas kpunrorpadus
XSS — arakm.
[TouckoBuk Shodan
®opeH3ukKa.
Creranorpadusi.
Texnonorus tor.
DOS u DDOS araku
QUIINHTOBBIE CANTBI
. Buneonabnronenue
. Google Hacking
. besomacHocTe HHTEpHETA BeLen
. Honey Pots.
14. Kak paboraet unrepuer. HTML, CSS, Java Script.
15. Kyxku.
16. Xaxepsl.
17. Yrpo3sl, ucxoasuue oT 00TOB.

RBOoo~NoOOR~WNE

e ol
WN RO

Opranun3anusi caMoOCTOSITE/IbHOI Pa0dOThI CTYIEHTOB

) Konuuecmeo
wn Haszeanue memoi waCos

1 |3akoHOnmaTENBHO-TIPABOBBIE OCHOBBI HH(POPMAITMOHHON O€30MaCHOCTH. S)
2 |Kpunrorpadus u KpUIITOAHAIH3. S)
3 |ABTOpu3aus U ayTeHTU(DUKAIHS. 6
4 |3amuTa B KOMIBIOTEPHBIX CETAX. 6
5 |Bupycsl U aHTUBHPYCHI. 5
6 |Texnuueckas 3amurTa HHPOPMALIUH. S)
7 |Monenu ynpaBiaeHHs JOCTYIIOM. 6
8 |Opranusaryst MEpONpUATHIA MO 3aIUTEe HHPOPMALIUH. 6
BCEI'O 44

7. THAUBUY AJIBHBIE 3AJTAHUSA
WuauBuayanbHble 3aJaHUs y4€OHBIM IIJIAHOM HE PEAYCMOTPEHBI




8.

© oo N

O e N =l il ol
O ©WoWw~NOoO UM WNIEO

21.
22,
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

37.
38.
39.
40.
41.
42.
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KOHTPO.JIbHBIE BOITPOCHI K TIPOMEXKYTOUYHOM ATTECTAIIAM

Yro takoe unpopmanus? CpoiictBa napopmannu. MHHopMaIimoHHbIE TEXHOIOTUH.
Cocrapnstomue HHPOPMAITMOHHON 6€30aCHOCTH.

[IpaBoBbIE OCHOBBI 3AIIUTHI HH(POPMALIHH.

Wudopmanus ¢ TOUKH 3peHHsI BO3MOXKHOCTH €€ PaCIpOCTPaHEHHUSI.

Kakast unpopmanms OTHOCUTCS K KOH(DUICHIUAIBHO!?

Kakast uH(pOpManms OTHOCUTCS K TOCYIapCTBEHHOU TaifHe?

Tpu xaTeropun cTaHapTHONW MOJeU 6€30TaCHOCTH.

YpoBHH 3alUTHl HHPOPMAIIH.

Yro Takoe kpuntorpadus 1 KpUNTOAHATIN3?

. Hudp Lle3aps u 4acTOTHBIN aHAIH3.

. HIudp xor.

. CHMMeTpHUYHbIE U ACHMMETPHUUYHBIE KPUIITOCUCTEMBI.

. Cummerpuunbie mu@psl. [Ipumeps.

. Cummerpuunble mu@psel. JJoCTOMHCTBA U HEAOCTATKH.

. IlpuHIMI acCUMETPUYHOTO MHU(POBAHUSL.

. Acummetpuunble mudpsl. [Ipumepsr.

. AcummeTpuuHble UQpsL. JIOCTOMHCTBA M HEAOCTATKH.
. KBanToBas kpunrorpadus.

. JIBa OCHOBHBIX aITOPUTMa KBAHTOBOM KpUNITOTpadHH.

. Uto Takoe aBTOpH3alMs, ayTeHTU(UKAIMS U uACHTUGHUKAIMA? UTo Takoe X3II U 3a4eM

OH HYX€H?

Kakue xem-¢yHkuuu BbI 3HaeTe?

JUJ1st 9ero UCTob3yIoTCs Xel-QPyHKIUU?

YeM oTnMyaroTcs KpUnTorpapuueckue xem-QpyHKIuu OT HeKpUITorpapuueckux?
Yro Takoe KOJUM3US XelI-(hyHKIUn?

Yro Takoe napasokc AHEW POKIEHMS U KaK OH CBS3aH CO B3JIOMOM XelIen?
Meto et B310Ma XeI-(pyHKIUH.

Uro Takoe «pamayKHble TaOIUIIB)?

Kakue Buzapl naposieii CymecTByoor?

Yo Takoe TMHAMUYECKHUE Mapoun?

AnmnapaTHas ¥ IporpaMMHas 3aIuTa (PIeIKH.

[Tporpammsbl 151 3aLUTHI TAPOJIEM MArNoK, (aijioB U HOCUTENeH nHpOpMAaLIUH.
UYTo Takoe «IIpaBUJIbHBIN apOJIb)» U KaK €r0 3allOMHUTH?

Merto1b1 B3110Ma IApOJIE.

Uro Takoe «pamayKHbIe TaOIUIIB)?

Cuctemsl ayreHTHGUKannu U uaeHTHukanuu. Knaccudukarus.
Hcnons3yemslii pakTop ayrentudukanuu. [Ipuoputer nucnons3opanus. CteneHb
aBTOMAaTHU3aLUH.

Henocrarku naposibHOM ayTeHTU(UKAIIH.

AnmnapaTHas ayTeHTH(UKaLus, ee BUIbI, JOCTOMHCTBA M HEJOCTATKH.
buomerpuueckas ayTeHTUDUKAIHS.

JIOCTOMHCTBA U HEJIOCTATKU ayTEHTH(PUKALIUU IO OTIIEYATKaM MaJIbIIeB.
AyTeHTH(UKALKS IO TEOMETPUH JIHIA 2 BUJA.

AyTeHTH(UKALKS 1O TOJIOCY.
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43. buoMeTpuYeCcKue TEXHOJIOTUN OYAyIIero.

44. PactipoCTpaHEHHOCTh METOJJOB OMOMETPUYECKOM ayTeHTU(DUKALIUY.

45. Yto Takoe KoMIbloTepHBIN Bupyc? Kinaccudukaius BUpycoB.

46. Tpu sTana pa3BUTHS HAMCAHUS U PACIIPOCTPAHEHUS BUPYCOB.

47. Knaccudukanus BUpYCOB IO cpeqie OOUTaHMUs.

48. Tyt IpOHMKHOBEHUS BUPYCOB.

49. OcHOBHBIE IPU3HAKY MTOSBJICHUS BUpYCA.

50. 3arpy304Hblie BUPYCHI.

51. daiinoBsie BUPYCHI.
52. Makpo-BUPYCHI.

53. CKpunT-BUPYCHI.

54. Knaccugukaius BUPYCOB IO ONEPALMOHHBIM CUCTEMaM.

9. OBPA3EILl MOAYJIbHOI'O KOHTPOJIA

rOY BIO «IOHEIKUA HAIIMOHAJIbHbIIA YHUBEPCUTET»
@axkynbTeT UHOCTPAHHBIX S3bIKOB

CneyuanbrHocmy: 45.05.01 IlepeBon 1 mepeBOIOBEACHNE

Cneyuanuzayus. Cneyuanvhulil nepeeoo (HemeyKuil u AH2TUICKUIL A3bIKU)
IIpozpamma noozomosxu: cneyuanumem

Cemecmp 7

Yyebnas oucyunnuna OcHoBBI HH(OPMAITMOHHOH 0€30TaCHOCTH B
npoheccuoHaNbHON AEATEIbHOCTH

MOAYJIbBHAA KOHTPOJIBHAS PABOTA

BAPHUAHT Nel

1. Yro takoe unpopmanusa? CroiicrBa unpopmaruu. MapopmManmoHHbIe TEXHOJIOTHH.

o s~ wN

UYro Takoe kpunTorpapus 1 KpUNTOAHATIN3?

YeM oTaMyaroTcs KpUnTorpapuueckue xem-GpyHKIuu OT HeKpUITorpapruueckux?
AnmnapaTHas ayTeHTU(UKALuUs, ee BUbI, JOCTOMHCTBA M HEJOCTATKH.

UYro Takoe KoMIbIOTepHBIN Bupyc? Kinaccudukarus BUpycoB.

VYTBep:kIeHO Ha 3aceaHuU Kadeapsl paguoPpu3nku 1 HHPOKOMMYHUKALIMOHHBIX TEXHOJIOT U,
IPOTOKOJI Ne OT «__» 20 r.

3aBeayromuii kaheapoit B.B. Jlanunos
[IpenonaBarens M.B, ®omeHko

Kpurtepun oneHnBanust MOAYJIbHOI0 KOHTPOJISI

Homep 3a0anusn Konuuecmeo oannos
1 10
2 10
3 10
4 10
5 10
Bcezo 50
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10. OBPA3EL DK3AMEHALIMOHHOI'O BUJIETA

DK3aMeH NporpaMMON He PESyCMOTPEH
11. OBPA3EIl TECTOBOI'O 3AJAHUA
TecToBbI€ 3aAaHN IPOIPAMMOM HE NIPELYCMOTPEHBI
12. KPUTEPUHU OLUEHHUBAHUSA

ITo kypcy mpenmnosiaraercsi MpoBeACHNE MPOMEXYTOUHOM aTTECTalluK B BUJE MOIYJIBHOTO
KOHTPOJISL ¥ 3aCITYIIMBAHUS CAMOCTOSATENIFHO TIOArOTOBJICHHOTO JIOKJIA/1a Ha BEHIOPAHHYIO TEMY.

Texymuii KOHTPOJb YCIIEBAEMOCTH OCYILECTBIISICTCS Ha JICKIIMOHHBIX 3aHATUSAX: B BUJC
OIIpOca TEOPETHYECKOTO MaTepHIIa.

[TpoMexyTOUHBIM KOHTPOJb OCYIIECTBIISETCS MPOBEIECHHUEM KOHTPOJBHOH paboTHI IO
OTJENBHBIM Pa3JiesiaM AUCHHUILTUHBI, U3YYE€HHBIM CTYICHTOM.

@opMbl UM BHIBI CaMOCTOSITEIBHON pPAaOOTBI CTYJEHTOB INPH OCBOCHHU JUCIHUILIIHHBI
«OcHOBBI HH(POPMAITMOHHON O€30MTACHOCTH B IPO(PECCHOHATBHOM IEATETLHOCTIY!

— YTEHHE OCHOBHOW W JIOIOJHUTEIBHOM JINTEPATYpHI;

— pabota c OHOMTMOTEYHBIM KATaJIOTOM, CaMOCTOSATENBHBIA MOAOOP HEOOXOIMMOM
JIMTEpaTyphbl;

— TIOMCK HeoOXouMoi nHpopmanuu B cetu MHTEpHET;

— KOHCIIEKTHPOBAaHHE UCTOYHUKOB;

— TOJrOTOBKA K MOJYJIbHOMY KOHTPOJIEHOMY 3aHATHIO,

— TOJrOTOBKA JOKJIAJIOB U MPE3ECHTAIHH.

[Ipomexxyrounasi arrectauusi SBISIETCS OJHUM M3 OCHOBHBIX MEXAaHHU3MOB OIICHKH
KadyecTBa MOJrOTOBKH OoOydarommxcs U (Gopmoil KOHTposs ux yueOHoi pabotel. IIpenmerom
OLICHUBAHHUS Ha MPOMEKYTOYHOW aTTeCTalluk SBJSETCA YPOBEHb C(HOPMHPOBAHHOCTHU
KOMIIETEHIMH B paMKax yueOHON AUCIUTUINHBIL.

Pacnpeodenenue 6annos, Komopvie MoZym noJIy4Unb CHyOeHm bl
6 npoyecce uzyueHus OUCUUNIUHbL

OpranuszanuoHHo- CPC Bcero
yuyeOHasi padora NumusuayanbHasa | Moay/abHbI NuauBuayanbHas
CTyaeHTa paGora KOHTPOJIb TBOpYecKasi padora
Max 10 Gamnos max 20 OayoB max 50 max 20 OayoB 100 6anmoB
6ammoB
JKCIpecc-0Mpoc Ha [ToaroroBka Brinmonnenue 3amura
TeKIMSIX 1 Mpe3eHTaIH U MOIyIbHON MOATOTOBJICHHOTO
AKTUBHOCTH Ha JOKJIa/1a Ha KOHTPOJILHOH |T0KNIaza u o0CyxXieHne
CaMOCTOSITENIbHBIX BBIOpaHHYIO TEMY paboTHI 3aTPOHYTHIX MPOOIIEM
3aHATHUAX, IPOBEPKA
KOHCIIEKTOB
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IlIxana coomeemcmeusn 6417108 HAYUOHAIbHOU UIKATlE

Onenka Ounenka mo OneHka 1o rocy1apcTBeHHOM HIKaJIe Ounenka mo
no mxkaje | 100-6annbHoil | (3x3aMeH, MM depeHIMPOBAHHBII 3a4eT) | rocy1apcTBeHHOMH
ECTS HIKaJIe mKaJe (3a4er)
A 90-100 5 (OTIUYHO) 3a4TEHO
B 80-89 4 (xopor1io) 3a4TCHO
C 75-79 4 (xopor1io) 3a4TEHO
D 70-74 3 (y1OBIETBOPUTEIBHO) 3a4TE€HO
E 60-69 3 (yIOBIETBOPUTEIHHO) 3a4TEHO
FX 35-59 2 (HEeyIOBIETBOPUTEIIHLHO) HE 3a4TCHO

C BO3MOXHOCTBIO IIOBTOPHOU CHAYU
F 0-34 2 (HEeYHOBIETBOPUTEIIBHO) HE 3a4TEHO
C BO3MOXHOCTBIO IIOBTOPHOM Ca4y IIPH
ycJ0BHH 00s3aTeIbHOTO Habopa
JIOTIOJTHUTEIIHHBIX 0aJIIOB
13. MATEPHAJIBHO-TEXHUYECKOE OBECHHEYEHHUE YYEBHOI'O ITPOLHECCA

VYueOHas ayauTopusi AJisl IPOBEACHUS JTEKITMOHHBIX, MPAKTUYECKUX
U J1a0OpaTOpHBIX 3aHSATUW, TPYNNOBBIX W HWHAUBUIYAIbHBIX
KOHCYJIbTallMM,  TEKYyIIEro KOHTPOJS U  HOPOMEKYTOYHOU
aTTeCTalluM, Uil CaMOCTOATENbHOM paboThl oOydarommxcs No
1203.

Kommiekt yueOHOM mebenu Ha 53 mocagouHbIX MeCTa, KOMIUIEKT
pabouero MecTa mpenojaaBaTens, 10CKa MarHUTHO-MapkepHas — 1
IT., KOMIIBIOTEP B KOMIUIEKTE -1 MIT., MyTbTUMEAUINHBIN TPOEKTOP
— 1 wr., HOyTOYK — 1 WIT., npunTep — 1 wIT., TeneBu3zop — 1 mir.
Windows 7 PRO, Microsoft Office, muuensun GPL, Apache, BSD
JUIsi  CBOOOJHOTO MPOTpaMMHOTO  OOecreueHusi: AHTUBHUPYC
Kacnepckoro, Adobe Acrobat Reader.

r. Jloneuk, op.
I'yposa, 6,
TJIaBHBIM
KOpILYC

14. PEKOMEHJIOBAHHAS JTUTEPATYPA
Koa-Bo Hanu4yue
Ne H IK3eMILISIPOB | 3JIEKTPOHHOI
anMeHOBaHMe
n/n B OubJImoTeke BEpPCHU B
JouHY IBC
Ocnosnas numepamypa
1. Teopernyeckre OCHOBBI KOMIBIOTEPHON O€30MaCHOCTH :
Yue6. mocobue A BY30B IO  CHEIUAIBLHOCTH
"KomnbsrotepHast 6e3omacHocts u 1ip. / I1. H. JleBstnuH, O. 14
O. Muxanbckuid, Jl. U. TlpaBukoB u ap. — M. : Paguo u
cBs3b, 2000. - 192 ¢
2. Kopr, C. C. Teoperuueckue OCHOBBI  3alllUThI
uHpopmanuu : Yued. mocobue I CTYICHTOB BY30B,
oOydaromuxcss 1O Tpynmne crherm. B 001  uHGOPM. 13
6e3omacuoctu / C. C. Kopt. - M. : 'enuoc APB, 2004. —
233 c.
3. 3ammra nporpammuoro obecneuenust / [. I'poysep, P. 12
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Carep, Jx. @unc u ap.] ; nox pea. . ['poysepa ; nep. ¢
aurn. B. I'. Iloremkwmna w np. ; moxm pen. B. T.
IToremkuna. — Mocksa : Mup, 1992. - 286 c.

4. 3asroponuuii, B. . KommiekcHas 3amura uHpopmarmu
B KOMIBIOTEPHBIX cHCTeMax : Yuel. mocobme s
ctyaeHTtoB By3oB / B. W. 3aBropomnuii. — M. : Jloroc, 11
2001. - 264 c.

Jonoanumensnuas numepamypa

5. Paccen, Y. Microsoft Windows Server 2008 : cipaBoYHHUK
anmunuuctparopa / U. Paccen, I1I. Kpoydopa. — Mockaa : 14
OKOM Ila6numeps, 2009. - 1321 ¢

6. IIporpamMmMmHo-anmnapaTHbie CpeacTBa oOecrieyeHus
nHGOPMAIMOHHOM 6e30macHOCTH : 3amuTa Nporpamm. 4
maaaeix / ILIO. bBenxun, O.0. Muxansckuii, A.C.
IlepmakoB u ap. — M. : Paguo u cBa3e, 2000. - 169 ¢

7. be3onacHOCT,  KOMIIBIOTEPHBIX CET€H Ha  OCHOBE
Windows NT / B. C. Jlrouapes, K. B. Epmakos, E. b.
Pynueiii, U. B. Epmakos. - M. : Pyc. pen. TOO Channel 1
Trading, 1998. — 304 c. + Dnekrp. ontud. auck (CD-
ROM)

15. UTH®OPMALMOHHBIE PECYPCbI

1. http://library.donnu.ru/ — caiit 6ubauorexu JJouHY;

2. http://elibrary.ru/ — nHayunas snekTpoHHast OHOIMOTEKA;

3. http://scholar.google.com/  — 3nekTpOHHO-OMOMMOTEUHAsT TIOMCKOBas CHUCTEMa «AKaJeMus
Google»;

4. http://window.edu.ru — Karanor oopazoBatensHbIx Internet-pecypcos;

16. MMPOI'PAMMHOE OBECITEYEHUE
[TporpamMHOe oOecnieyeHre He PeyCMOTPEHO.

17. ©CITOJIb30BAHME 2JIEKTPOHHOI'O OBYYEHUA U JUCTAHIIMOHHBIX
OBPA3OBATEJIbHBIX TEXHOJIOT U

[Ipu peanuzamuu mporpamMmbl JUCIMILTUHBI MOTYT HCIIOJB30BATHCS CIEAYIOIINE BUIBI
AIIEKTPOHHOTO B3aUMO/ICHCTBUS MPEIO1aBaTEIb-CTY/ICHT:

— pasMernieHre y4eOHbIX U ydeOHO-MeToauuecknx rnocobuit B ObC mis ucnonp3oBaHus
CTYACHTAMH TPH TOJTOTOBKE K 3aHATUSIM;

— pasMelnieHre y4eOHBIX MAaTepHalioB B OOJAYHOM XPAHWIHINE Uil HCIOJIB30BAHUS
CTYACHTAMH TPH TOJTOTOBKE K 3aHATUSIM;

pacchUIKa MO AJIGKTPOHHOW IMOYTE MAaTepHalioB M 3aJaHUil JJIs BBITIOJIHEHUS, MPOBEPKa
BBIITOJIHEHHBIX 3aJaHUH,

PaGouast mporpamma paccMOTpeHa | TepeyTBepKIeHa Ha 3acefaHud Kadeapsl paanodu3UKH |
MH()OKOMMYHHUKAIIMOHHBIX TEXHOIOTUH ¢ M3MeHeHusIMH (6e3 n3MeHeHuit) Ha 2021 rox.

IIpotokon Ne  oT « » 20 I.
3asenyrommii kadeapoit PO u UKT B.B. anunoB




	20. Основы информационной безопасности в профессиональной деятельности
	20. Основы информационной безопасности
	Основные понятия информационной безопасности. Правовые основы ИБ и законодательство ДНР об информации. Информация, информационная система, владелец информации. Виды информации. Конфиденциальная информация, государственная тайна. Нормативные документы РФ по ИБ. Конфеденциальность, целостность, доступность.
	МОДУЛЬНАЯ КОНТРОЛЬНАЯ РАБОТА
	ВАРИАНТ №1
	Заведующий кафедрой     В.В. Данилов
	Преподаватель      М.В, Фоменко
	Заведующий кафедрой РФ и ИКТ     ______________ В.В. Данилов



